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A B S T R A C T 

Recently, cybersecurity breaches have become more common, with varying levels of impact ranging 

from simple to major losses of financial resources or data. The network infrastructures are the main 

goal of the malicious activity to compromise confidentiality, integrity, and availability (CIA) of 

information security. The network devices produce a large number of logs, making the handling of 

these logs very important because they serve to record all activities and events that take place on the 

network’s devices and applications to detect and prevent abnormal behaviors. Network security 

monitoring is a process used to monitor network devices and their traffic to detect security 

vulnerabilities, threats, and suspicious activities. Organizations are using network security 

monitoring to quickly detect and respond to cybersecurity threats. Various methods are used to 

protect network devices, like antivirus, firewalls, intrusion detection systems (IDS), and intrusion 

prevention systems (IPS), which typically operate independently. For that reason, attacks cannot be 

identified unless logs and events from different devices and applications are correlated and managed 

from a centralized location. Security information and event management (SIEM) addresses this issue 

by offering the capability to increase the level of information security and data protection through 

centralized log management for network devices. This paper presents a survey of network security 

monitoring techniques, encompassing their functionality, contents, and tools. Traditional tools, 

intrusion detection and prevention systems, and SIEM are some of these tools. In addition, the paper 

introduces SIEM as the most common and advanced security tool, highlighting its functionalities and 

capabilities. 

Keywords:  Cybersecurity, Network Security Monitoring, SIEM, IDS, IPS. 

1. Introduction  

In the last few years, data has become the most important source in the world, which 

has increased the interest of network hackers and fraudsters for the purpose of 

stealing, modifying, and destroying data and causing financial losses to the victim. In 

addition, most specified cyberattacks are detected after a breach, which means the 

cyberattacks are successful and undetected. When taking this information into 

account, it must improve the ability to detect cyberattacks [1], [2], [3].  

 There are some examples of cyberattacks and threats that target network 

infrastructure, such as ransomware attacks, malware, phishing campaigns directed at 
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hacking the email in the organization to seize email accounts or impersonate officials, 

stealing and leaking data, and social engineering attacks to collect sensitive 

information about the organization from its employees  [4], [5], [6]. 

 Malware is  software that is used to access computer systems and network resources 

without being detected to perform a malicious impact on the target system (such as 

trojan horses, spyware, backdoors, and viruses) for the purpose of disrupting 

operations, collecting personal information, and stealing data [7], [8]. 

 New attacks are detected, and many techniques like antivirus, spyware, firewall, IDS, 

and IPS search for anomaly action inside the organization, but these techniques are 

not able to discover the unknown and zero-day attacks [1], [2].  

 Networks are built with a high level of complexity and are organized in different 

layers to maintain the security of information. An attacker can affect the level of 

security by exploiting the weaknesses in the networks [9]. Most efforts in network 

security focus on preventing attacks, but techniques and solutions based on the 

detection of attacks and threats and their response are of great importance in the field 

of cybersecurity [10], [11], [12]. Its objective is to monitor the status of devices and 

applications within the network to detect and manage anomalous events promptly to 

prevent their impact on the network. This is a big challenge because devices and 

applications in the network generate a huge number of logs, which follows the 

definition of a big data problem [13]. 

 With the great development in information and communication technology (ICT), 

companies and organizations have become highly dependent on ICT, which puts their 

assets vulnerable to the risks of cyber threats, and therefore security countermeasures 

must be taken to remain under control and for the purpose of generating confidence 

through the use of these assets [14], [15]. For example, companies need to protect 

employees and customers inside and outside the organization [16], [17].  

 Information security is one of the major concerns of executives who lead 

organizations around the world, with increasing visibility among key decision-makers 

with each passing year [18]. Numerous studies and reports have proven that current 

strategies to detect and prevent intrusions are insufficient due to reliance on statistical 

models or attack signatures that attackers know how to avoid. In addition, endpoint 

solutions are not able to provide the data required to verify malicious activities and 

intrusions due to the inability to monitor all events and activities that occur over the 

network and that affect computer systems [18], [19]. Multiple audit systems must be 

used to analyze data in multiple locations of the network to detect attacks. This is 

because the process of collecting data from various resources exhibits a number of 

challenges, like managing a large number of logs that are generated from different 

devices, which affects the ability of security teams to identify security breaches or 
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implement the correct procedures to discover, prevent, or reduce harm that occurs 

through attacks [20].  

 Network devices generate a large number of logs, and dealing with these logs is very 

important. To improve security and protect data, it requires a centralized log 

management system and, therefore, the use of a high classification tool for the 

purpose of managing events and information. The Log Management System (LMS) is 

a central location for the purpose of collecting logs from various resources and storing 

them in a single location [21]. Security Information and Event Management (SIEM) is 

an important tool that offers a centralized location for the purpose of collecting logs 

and analyzing security and provides a comprehensive and centralized view of network 

status. SIEM tools collect, analyze, normalize, correlate all events, and analyze data 

coming from several devices and give a centralized view of events [22], [23]. SIEM 

products are used for processing logs, normalizing their format, conducting analysis, 

and generating alerts in case of detecting abnormal behavior [24], [25]. 

 In this paper, a survey for network security monitoring and its tools was produced. 

The structure of this paper is as follows: Section one represents the introduction to 

this paper. Subsequently, Section two introduces the backgrounds. Section three 

provides an explanation of advanced security systems and their functionality and 

capabilities. Section four produced some related works. In Section Five the 

conclusion of this paper is presented 

Backgrounds In this section, network security systems and their tools, requirements, 

and functionality are introduced. In addition, an explanation of the most important 

security tools that are used in the field of network security. 

2.1 Network Security Systems 

 Network security is an important part of information technology, as organizations 

face difficulty achieving security requirements [26], [27]. Network security 

monitoring is used to provide the ability to track activities and processes in the 

monitored network. To achieve this goal, the network consists of various software and 

devices that are distributed within the network [28]. These components send 

information about network events to a central location for logging and analysis. There 

are several functions that systems perform for the purpose of information monitoring 

[29]. 

 The collection phase is performed by a software agent that collects events generated 

by the network devices for the purpose of creating logs and sends them to a central 

location for analysis [5], [29].  

 The normalization | parsing phase is the process of identifying and extracting 

important information from logs for the purpose of obtaining a logical and organized 

data structure and converting logs into a common format by normalizing them for the 
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purpose of simplifying the analysis of logs. One of the main problems in the log 

collection process is that the manufacturers, when designing hardware and software, 

do not follow a unified format [5], [29], [30]. 

 The correlation phase combines several sources of data into a single event. The 

existence of redundant logs when collecting logs from different sources is one of the 

most prominent problems that can be solved through the process of correlating events 

[5], [29]. 

 The action phase, which includes: detection, which detects irregular events in traffic; 

monitoring, which allows information exploration; and incident response, which 

performs automatic actions on the network configuration [29]. 

2.1.1 Network Traffic:  

 There are diverse types of log collection according to the source and type of data, 

which are: Network Traffic, where the information of traffic can be gathered 

immediately from the network in various formats such as packets, traffic, and 

statistics, where there are various tools used for collecting it like Wireshark, NetFlow, 

and Simple Network Management Packet (SNMP) [31], [32].  

 Logs, which are used to gather information generated from different resources like 

applications or operating systems, define an event as an activity or process that occurs 

within a device or application, which means what a single event can describe depends 

on many logs. The incident represents a malicious event that happened within the 

network infrastructure, like data loss, security rule violation, disruption, etc. The most 

common log format is syslog [33]. Syslog is a protocol used to create logs related to 

the activities and events that are performed on the system, as it records events such as 

logins to the system for the purpose of triggering alerts about activities or errors that 

occur within the system. Also, applications such as web browsers and email have 

special formats for the purpose of recording logs. The e-mail logging information is 

useful for the purpose of verifying whether the compromised device has exchanged 

information with other devices before being hacked. Application log collectors allow 

for anomaly detection and recording of system accesses (failed and successful). This 

information is useful in investigations after a security event is detected [34]. 

2.1.2 Network Security Methods  

 This section presents some tools that are used to provide valuable security 

information, which are: 

1. Traditional Security Tools: 

 In the past, malware was used as a starting point for cyberattacks against computer 

systems, such as viruses, trojans, and worms. Attacks are identified and detected 

through the use of antivirus, antispyware, and so on. 
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1. Antivirus 

 It is used for detecting and removing malicious files from computer systems 

depending on signatures or rules; for that reason, it is only used to detect external 

attacks. It is performed for the purpose of analyzing computer systems and finding 

compromised files and programs. It can be configured to produce logs, which can be 

useful for a security system, for example, Kaspersky or Windows Defender [35]. 

2. Antispyware 

 It is a kind of malicious software that is used for the purpose of collecting sensitive 

information about individuals and is installed on the computer without the user's 

knowledge.  Anti-spyware is used for the purpose of detecting and removing spyware 

[36]. 

3. Vulnerability Assessment 

 It is used to disclose vulnerabilities and security holes that may allow illegal access to 

the system. These tools operate on the network and devices. Network Mapper (Nmap) 

is a familiar tool used for port scanning to assess the security of operating systems, 

permitting the detection of weaknesses and providing useful information about open 

ports and services [37]. 

2.  Intrusion Detection and Prevention Security Systems 

1. Firewalls:  

Firewall logs represent a valuable source of security data because they include 

detailed information about each access to the network. It is used to monitor all inputs 

and outputs of the traffic, allow normal traffic, and prevent suspicious traffic from 

accessing the network. For instance, the firewall is provided as a part of Windows 

Defender in Windows operating systems [38]. Figure 1 shows the firewall security 

tool on the network.  

 

 

 

 

 

 

Figure 1 firewall security tool in the network [38]. 
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2. Intrusion Detection System  

 It is used for monitoring suspicious actions and traffic inside a network, where, if the 

suspicious actions are detected, an IDS informs the administrator of the network by 

triggering an alert in the IDS console. IDS is used to collect the logs from network 

resources and analyze them to detect threats and anomalous activity within a network 

[7], [12], [31], [39], [40].  

 Intrusion detection systems implement a set of technologies for the purpose of 

detecting threats and suspicious activities by monitoring and analyzing events in the 

network devices [31], [41]. It consists of two types according to its deployment, 

which are: host IDS (HIDS) and network IDS (NIDS), depending on the source of the 

collected data. HIDS is deployed on a single machine and is used for the purpose of 

monitoring the activities of users and the behavior of processes within the system, 

such as firewalls and spyware detection, while NIDS is used to collect information 

from the network and then analyze the data to detect threats and breaches and alert 

security operators [42], [43], [44], [45], [46].  

 In addition, IDS can be classified according to their detection into signature-based 

intrusion detection systems and anomaly-based intrusion detection systems. A 

signature-based intrusion detection system is based on identifying a signature for an 

attack pattern, where the attack is detected when the action matches the defined 

signature, while an anomaly-based intrusion detection system depends on defining a 

 

 

 

 

 

 profile 

for normal 

activity 

and detects the attack when there is any deviation from the defined normal activity 

[12], [41]. IDS is used to detect suspicious threats and attacks based on its known 

attack signature database and launch alerts, but it cannot prevent them from accessing 

the system or network [43], [47].  There are some types of IDS tools, such as Snort 

and Suricata [31]. Figure 2 shows the IDS system on the network. 

Figure 2 IDS security in the network [38]. 

3. Intrusion Prevention System 
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 It is a security system that is used for monitoring a network to detect abnormal 

actions and prevent them from accessing the network infrastructure by taking some 

defense actions when the threat is occurring, like reporting, blocking, or quarantining 

it. IPS consists of some types, like network IPS (NIPS) and host IPS (HIPS). HIPS is 

used to monitor the traffic on the personal computer and check the inputs and outputs 

of that computer, while, NIPS is used to monitor network traffic and take action to 

prevent any intrusion or malicious activity against it. Network behavior analysis 

(NBA), which is used to detect abnormal traffic by analyzing the network traffic, such 

as distributed denial of service (DDoS) attacks [48], [49], [50]. In addition, IPS can be 

classified into some methods, including signature-based and anomaly-based [31], 

[51]. 

 Signature-based, which is used for matching the traffic activity with the signatures of 

familiar attacks and threats. This method has disadvantages, including the fact that it 

cannot identify new threats like zero-day attacks. Anomaly-based monitoring is used 

to monitor suspicious activity in the network by comparing the threshold of normal 

activity with the actual activity of the network traffic. The drawback of this method is 

that it can generate false-positive alerts [12]. Figure 3 shows the IPS system on the 

network. 

Figure 3 IPS security in the network [38]. 

 The difference between IDS and IPS is that IDS can focus on detecting when an 

attacker has successfully compromised a system by exploiting a system vulnerability 

and alerting the administrator about the incidents that occur in the network or system. 

While IPS focuses on implementing incident response in order to reduce the negative 

impact of incidents on the system or network, like blocking the source Internet 
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Protocol (IP) addresses that attempt access to the network [52]. Table 1 explains the 

main comparison between IDS and IPS [53]. 

 

Table 1 A comparison between IDS and IPS [53]. 

IDS IPS 

Detect the suspicious activity and launch alerts  Reduce the negative impact of the Attack 

It is not located in the path of traffic It is located in the path of traffic 

NIDS and HIDS: signature-based and 

abnormal-based 

NIPS and HIPS: signature-based and 

abnormal-based 

It is used online or offline  It is used online  

It is not reducing the impact of attacks It is used to reduce the impact of attacks 

IDS and IPS Tools: 

 There are many tools that are used to detect and prevent threats and attacks from 

having a negative impact. Here, the most common IDS and IPS tools are introduced, 

as explained below. 

 Snort is a common IDS and IPS tool that is used to detect suspicious activities 

according to the rules and produce alerts to notify the user. The snort is used 

as a packet sniffer, packet logger, or NIPS [54].  

 Suricata is an IDS and IPS tool introduced by the Open Information Security 

Foundation (OISF) in 2009. It is used to analyze network traffic and threat 

detection and generate alerts to notify users [55]. 

3.Advanced Security Tools 

1. Cyber Threat Intelligence 

 It is a process used to collect, process, and analyze information about attacks and 

threats in cyberspace for the purpose of disseminating information about threats and 

attacks targeting the organization. It is a mechanism that allows the exchange of 

information about security threats and attacks for the purpose of improving the 

detection process between organizations. For example, if a new attack is discovered 

by the organization, the threat information will be published to the rest of the 

organizations that use the threat information for the purpose of preventing the attack 

or dealing with it more effectively. Its aim is to predict security threats and attacks 

based on previous information, taking into account internal and external threats [56]. 

Many tools are used in threat intelligence for the purpose of collecting information 

and creating reports or alerts, and they are combined to work with other security 
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technologies such as SIEM. There are many tools that are used in threat intelligence, 

such as the Cyber Threat Alliance [57]. 

2. Security Information Management (SIM) System 

 SIM is a tool used to collect and store logs from different resources and provides 

automated and centralized reporting of the collected data from log files for 

compliance [58], [59], [60]. 

3. Security Event Management (SEM) System 

 SEM is used for the purpose of collecting, analyzing, correlating, and raising alerts 

and warnings to detect and respond to incidents in real time. The main goal is to 

create a perception and understanding of the events produced by the network from 

different sources by collecting events using a single method through which events are 

analyzed and investigated through forensics, which reduces the time required to 

conduct investigations [59]. Table 2 demonstrates the differences between SIM and 

SEM. 

 

 

 

 

Table 2 A comparisons between SIM and SEM [59]. 

SIM SEM 

Forensics Analysis Real-time monitoring and alerts 

Collect and index logs from different security 

devices for analysis 

Correlation of many events into single incidents 

Searching in the logs and alerting the administrator 

about threats and events  

Reporting, alerting, and incident response to 

mitigate the threat 

Long-term storage of logs Normalization of logs 

4. Security Information and Event Management (SIEM) System 

 Logs are important for information security as they are used for network analysis in 

order to prevent breaches within an organization or provide incident response in 

situations where breaches have occurred. Log management and monitoring is a very 

challenging task, as it is impossible to monitor each log generated from devices and 

applications and detect the source of an incident in real time. So, the SIEM system 

can do all the desired actions effectively [16]. 
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 In recent years, the need for SIEM systems has increased dramatically in order to 

provide protection for companies against cyber security threats and enhance their 

security capabilities. However, one organization's SIEM may not be suitable for 

another. This is because other factors must be taken into consideration besides the 

technical aspect when evaluating a SIEM solution [14], [61]. 

 SIEM is a system that performs the process of analyzing events in real time for early 

detection of threats, intrusions, and attacks targeting the organization. It collects, 

stores, investigates, and reports on logs for the purposes of incident response, 

forensics, and regulatory compliance. The main components of SIEM consist of 

collection logs, normalization, correlation, storage at a central location, and 

monitoring [62].  

 In most cases, SIEM can integrate within a security operations center (SOC). SOC is 

a central unit used for the purpose of monitoring events related to threats and attacks 

targeting the organization’s network [63], [64]. SOC consists of software, operations, 

and a team of experts and analysts [65], [66].  

 SIEM can allow SOC analysts to manage and monitor the security of the network 

infrastructure. The main goal of SIEM is to verify that the concepts of information 

security, which are confidentiality, integrity, and availability (CIA triad), are included 

within the organization [9]. 

 Confidentiality is a term used to refer to protecting valuable information from 

disclosure by an unauthorized person. This information may include sensitive 

information such as a credit card number, and only the authorized person can access 

this information. Integrity is a concept that refers to protecting information and data 

from being tampered with, distracted from, or modified. The common method used in 

integrity is encryption to protect data and ensure it has not been changed. Availability 

refers to the fact that the information is available and the authorized person can access 

and use it when needed. Distributed Denial of Service (DDoS) is a common attack 

that blocks access to information resources. Redundancy and backup are methods 

used to maintain the availability of data [9], [63]. The main differences between IDS 

and SIEM are explained in Table 3 below: 

Table 3 A comparisons between IDS and SIEM 

IDS SIEM 

Used to identify the threats and attacks that target 

host devices. 

Used to collect the logs from different devices, 

analyze them, and monitor the status of network 

infrastructure. 

Not able to prevent or mitigate attacks or block the 

attacks from accessing the target. 

Used to detect and make incident responses 

against threats and attacks that target network 
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resources.   

Passive tool.  Active tool 

Collect the network traffic, detect the attacks 

according to the signature database or abnormal 

behavior, and generate the logs.  

Collect, normalize, and correlate the logs from 

multiple devices and applications like routers, 

switches, antivirus, IDS, IPS, and so on to detect 

and prevent threats and attacks from having an 

effect on the network. 

It can keep logs and alert the administrator if an 

attack is detected. 

Used to store the logs in a central location for the 

purpose of forensics and compliance and take the 

necessary actions (monitor, alerts, and reports) 

and countermeasures against threats and attacks. 

High false positive alerts, which means sometimes 

traffic is normal but IDS produces an alert. In 

addition, it's time-consuming.  

Used to reduce a false positive. 

3.1 SIEM Definitions 

There are some definitions of SIEM introduced by many researchers, as explained 

below: 

 SIEM solutions are used in order to gather logs produced by security devices, 

network infrastructure, systems, and applications. The event is combined with 

contextual information about users, assets, threats, and vulnerabilities, and then it is 

sent to the SIEM server, where it will be normalized and correlated based on 

correlation rules and then triggered to identify abnormal and suspicious activities [61], 

[67]. The term SIEM was presented by Gartner in 2005, as illustrated in figure 4 

below [33], [58]. 

 SIEM is used to process the logs generated from various resources for analysis and 

address the complexity of the collection and normalization of logs. [21], [68], [69].  

SIEM is a combination of security information management (SIM) and security event 

management (SEM) functions into one security management system [63], [65], [70].  
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Figure 4  SIEM architecture [70]. 

 SIM is used to collect events in a central repository for analysis and manipulation, 

and it provides automated and centralized reporting of the collected data from log 

files for compliance [32], [58]. While SEM focuses on storage management, 

correlation of events, notifications, and consoles, it also enables real-time monitoring 

and functionality in a single security management system [20], [22], [71]. For 

instance, when a problem is detected, SIEM may log it as new information, generate 

an alert, and instruct other security controls to stop the progress of any activity [61]. 

 SIEM systems are a powerful tool for preventing, detecting, and responding to 

cyberattacks [24], [72]. It mainly consists of separate processes to assist security staff 

in detecting threats and abnormal events in order to monitor and analyze network 

infrastructure. SIEM components include the source device, log collection, log 

normalization, correlation engine, log storage, and event monitoring that operate 

independently of each other, but without all of them working together, the SIEM will 

not function properly [5], [6], [27], [72]. 

Source devices represent the source that generates the logs, such as network devices 

like: (routers and switches), security software and appliances like (antivirus, IDS, IPS, 

and firewalls), applications, systems, and end-user devices [5], [33]. where the logs 

are gathered and sent to a central location for analysis and storage [27], [73], [74]. 

Log collection represents the process of collecting logs that are generated by the 

source devices and forwarding them to the central location, which is SIEM. A 

collector could be an agents, agentless, or hybrid between them [61], [75]. Log 

collection consists of push and pull methods [5]. 

 The push method means the source devices, like routers and switches, directly send 

the logs to the SIEM, which is called the agentless method because it cannot install 

the agent inside these devices. While the pull method means that SIEM connects to 

the source devices to extract the logs using agents that are installed on the source 

devices and send logs to the SIEM, which is called the agent method [5], [33]. 

Normalizing the collected logs and processing them in their raw form is a difficult 

process; for that reason, the normalizing and parsing process is used to convert the 

logs into a unique format. Normalization is the process used to change the various 

types of log formats generated from different source devices and applications into a 
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single standard format that is readable by analysts to simplify the rules because each 

source has its own format [5], [76]. 

A rule engine is used to trigger alerts on normalized logs inside SIEM according to 

specified conditions in the logs. Alerts that match a certain rule indicate that a threat is 

occurring. Rules are written using Boolean logic to identify if specified conditions are 

matched inside data fields in order to analyze incidents and detect threats in real time 

[5], [73].  

The correlation engine represents the main part of the SIEM system. It is used to 

match several specified events produced from different resources that were generated 

by the rules engine and correlate them with a single alert using different methods that 

can be created by analysts and experts or extracted from another organization in order 

to monitor the network and detect suspicious actions and unknown threats in real 

time, like suspicious login attempts [5], [27], [76]. 

In the log storage process, the logs that are processed within SIEM are stored in 

various formats (database, text file, and binary file), which can be accessed at any 

time for historical search and forensics, where a forensic process is performed on logs 

that are stored within SIEM for historical investigation in order to discover unknown 

attacks to be presented as legal evidence or regularity compliance. The logs can be 

stored in an encrypted format for the purpose of increasing security and reliability and 

ensuring that records are not tampered with during storage [5].  

 SIEM systems provide real time analysis of events produced by devices and 

applications in the network and the ability to respond by identifying and deploying 

countermeasures to threats [6], [77], [78]. In the monitoring process, analysts can 

interact with and manage the SIEM system to provide a unique perspective on the 

status of the organization. Also, the analysts can identify the threats and make 

decisions to determine whether they are false positives or normal traffic. In addition, 

during the monitoring, the analysts can generate reports to inform the administrator of 

the organization about the status of network infrastructure, for the purpose of threat 

intelligence, to exchange information about threats and attacks with other 

organizations, and for the purpose of regulatory compliance because some countries 

have rules for reporting information about incidents and attacks that have occurred 

against the organizations. In addition, SIEM is used to produce reports for regulatory 

compliance [79], [80]. Also, SIEM can send an alert when incidents occur to the 

administrator using email or SMS [60], [81]. Figure 5 shows the basic components of 

SIEM. 
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Figure 5 SIEM basic components [5] 

 Most SIEM systems work by deploying multiple collection agents (collectors) to 

gather security events from end devices, servers, network equipment, and even 

specialized security like firewalls, antivirus, IDS, or IPS. The log collectors forward 

events to a centralized management console, which performs inspections and flags 

anomalies, while agentless means that the source of the event transmits its logs 

directly to SIEM. After the process of collecting logs, the data needs to be normalized 

so that it can be correlated and analyzed. It is also possible to filter the logs associated 

with the processing center, as a preprocessing mechanism is used in edge collectors, 

with only certain events allowed to pass over a central management node. In this 

method, the amount of information being connected and stored can be diminished. 

The SIEM technique offers real-time correlation of events for the purpose of security 

monitoring, inquiry, and historical analysis and provides other support for event 

investigation, compliance reporting, alerting, and alarming as a result of the 

correlation of multiple alerts [58], [82].  

3.2 SIEM Capability 

There are different capabilities of SIEM tools, which are [5], [71]: 

 Real-time security monitoring includes the storage of logs in a central 

location, log correlation for the purpose of real time analysis, and generating 

alerts when suspicious actions or attacks occur to take countermeasures. 

 Cyber threat intelligence: provides information and knowledge on unusual 

threats and attacks that happened on an organization and shares the 

information with other organizations to reduce the impact of the external 

threats and attacks that target it. 

 Data and user monitoring: monitor the authentication and authorization of the 

user. After authentication, it will check for any access or alteration to files. It 
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shouldn't be done, and it generates alerts when any suspicious action occurs. It 

represents one of the requirements for compliance reporting. 

 Application monitoring: attacks are carried out by exploiting weaknesses in an 

application, such as bugs and vulnerabilities, where the ability to parse 

activities allows for monitoring applications. 

 Analytics: used to detect, analyze, and communicate for the purpose of 

security analysis, it consists of dashboard views, reports, and query functions. 

It is used for the investigation of activities to define threats and attacks. 

 Regularity compliance represents one of the problems that face building the 

SIEM system. Regularity compliance depends on the policies and rules of 

countries and organizations to keep the sensitive information of individuals 

secure and prevent any unauthorized access to it. Regularity compliance like 

HIPAA and PCI is used to identify how the logs are stored, what type of logs 

are needed to be stored, and how many times they are needed to be stored for 

the purpose of investigation and forensics. For that reason, SIEM is used to 

provide reports for the purpose of regulatory compliance, where failure to 

meet these requirements can lead to catastrophic results. 

 Log management and reporting: Log management is used for the purpose of 

simplifying compliance processes when SIEM techniques contain predefined 

and customizable reports for user action, resource access, and model reports 

for specific regulations. The functions that facilitate the gathering, indexing, 

and storage of all log and event data from each source and the capacity to 

search and report on that data are essential for the massive information store's 

cost-effective analysis and storage. Predefined reports, the capacity to create 

custom reports, and the use of third-party reporting tools should all be 

included in the reporting capabilities. 

3.3 SIEM Solutions 

 SIEM is used for real-time analysis of the events and alerts produced by network 

devices and applications. Also, it can be applied as software or hardware and produce 

reports for regulatory compliance [32]. The main goal of the SIEM is to assist 

organizations in monitoring events, analyzing huge amounts of data, and responding 

to threats. 

 

3.4 Functionality of SIEM: 

 SIEM provides the following functionality [5], [32]: 
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 Event correlation: collect logs, store, normalize, and correlate alerts for 

incident response and forensics.  

 Situation detection: monitoring the network behavior and detection of 

unwanted and suspicious activities such as anomaly detection methods and 

configuration management. 

 Identity mapping: identify specific information for network users such as IP or 

MAC addresses. 

 Key performance indication: analyze asset details centrally for the purpose of 

security measurement. 

 Compliance reporting: is used to check information technology compliance, 

such as information integrity, risk management, effectiveness of an 

organization, and comparison to the real situation. 

 Application programming interface (API): is used to provide an interface for 

the purpose of integration with various systems.  

 Role based access control: provide a central view of all events that occurred 

within the network under consideration of different responsibilities. 

3.5 SIEM Vendors 

 For the purpose of assisting administrators in planning security policies and 

managing incidents from various resources, SIEM systems have been designed [5], 

[62]. There are many SIEM systems in the market that have the main capabilities, but 

there are differences between these systems, as companies have developed special 

software for SIEMs for the purpose of detecting threats and anomalies in the network 

infrastructure, such as HP, McAfee, IBM, AlienVault, and Splunk [5], [6], [62]. Some 

of the commercial and open-source SIEM solutions are explained below: 

1. Commercial SIEM 

Commercial SIEM is used by organizations to gain powerful capabilities and simplify 

their use [95].   

1. SPLUNK is one of the leading commercial SIEM tools introduced by 

Splunk Enterprise Security, as it includes an easy interface for the 

purpose of monitoring, researching, understanding, and identifying 

violations and anomalies within the network, thus facilitating defensive 

measures and incident response such as  alerts to notify the 

administrator or preventing unauthorized access to the system and 

helping to protect the network infrastructure. Splunk is used for the 

purpose of collecting and organizing data in different fields. This 

https://www.gartner.com/reviews/market/security-information-event-management/vendor/splunk/product/splunk-enterprise-security
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allows for easy search and identification of abnormal behavior and a 

high level of investigation of the events [83], [84]. 

2. QRadar is a commercial SIEM solution introduced by IBM Security 

for the purpose of detecting abnormal behaviors and taking incident 

response actions to mitigate their impact. It is capable of monitoring 

the high number of applications and devices in the network [85]. 

3. McAfee Enterprise Security Manager is used to detect threats and 

manage activity related to producing reports in real time and ensuring 

compliance. It includes a user interface to monitor and deal with 

incidents. It is used to collect and analyze logs from various resources 

and generate alerts when incidents occur [86]. 

4. LogRhythm is a commercial SIEM that includes many analysis tools 

and also uses artificial intelligence and log correlation to enhance 

detection capabilities, reduce false positive-alerts, and minimize 

response time [87]. 

5. NetWitness is a commercial SIEM introduced by RSA that uses an 

open XDR to get the functionality of an artificial intelligent approach 

for the purpose of detecting and responding to incidents. It is used to 

collect and analyze logs from various resources and can be used on 

different platforms, such as physical or virtual [88].  

6. Azure Sentinel is a SIEM solution from Microsoft releasing in 2019. 

It is used to collect, detect, investigate, and respond to events, which 

provide the basic requirements for small and medium organizations 

[89]. 

7. ArcSight is a SIEM system produced by ArcSight Enterprise Security 

Manager. It is easy to deploy and maintain and provides essential 

features like log correlation, action triggers, and log normalization 

[90]. 

2. Open Source SIEM 

 Open source SIEM is used by organizations to minimize the cost of software licenses 

and assess certain capabilities, which offers essential functionality to small companies 

that begin to log and analyze security incidents [91]. 

1. OSSIM is an open-source SIEM presented by AlienVault. It is used to 

detect threats and attacks in real time based on AlienVault’s Open Threat 

Exchange. It is used to merge log storage and correlation features for the 

purpose of building SIEM. The users faced the problem that they were 

unable to manage the logs for large enterprises [92]. 
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2. Wazuh is an open-source security monitoring system. It is used to collect, 

correlate, and store the logs. It has important security features such as 

intrusion and vulnerability detection, incident response, and threat 

prevention [93]. 

3. Prelude is a SIEM system that is used to collect and analyze logs from 

various resources. Also, it is used to correlate logs, generate alerts to notify 

administrators when incidents are occurring, and store logs in a single 

location [94]. 

4. Apache Metron is a SIEM system released in 2016. It is used to process 

and store large amounts of data to detect and respond to attacks and 

threats. It offers essential functionality like log collection, analysis, 

indexing, and storage [95].  

5. Splunk Free is a free SIEM version of Splunk Enterprise that is used by 

users to collect, analyze, and store logs. It is used to store 500 MB per day 

of data or loss, which is used by Splunk for the purpose of forensics. It has 

many restrictions, making it not useful for long-term solutions [84].   

3.6 Commercial SIEM Classification: 

 According to Gartner’s SIEM Magic Quadrant annual report, SIEM solutions are 

classified as leaders, challengers, niche players, or visionaries based on the market 

and major vendors, as explained in Table 4 [6], [83]. Table 4 displays the progress of 

SIEM solutions for the period 2010 - 2020 [4]. 
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TABLE 4 SIEM vendors Classification [4]. 

From Table 4, the symbol (*) refers to the leaders of the market, challengers are 

specified with a (◊), niche players are specified with a ∆, and visionaries are specified 

with a (□). 

Magic quadrants evaluate products in the market depending on a set of criteria that 

represent the ability to implement and the completeness of the vision.  

The ability to implement refers to the economic strength of a vendor to perform the 

relevant functions, while completeness of vision is the ability to understand current 

and future market needs [6], [29], [83]. 
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Leaders mean that the SIEM solution has both high abilities to implement and 

completeness of vision of the market, while challengers have high abilities to 

implement but a limited vision of the market’s direction. Visionaries mean that the 

SIEM solution has a good vision of the market but has no competitive ability to 

implement it, while Niche players focus on a small segment of the market and have 

limited implementation abilities [83]. Figure 6 represents the Magic Quadrant annual 

report, which evaluates products on the market during 2022. 

Figure 6 Magic quadrants for SIEM classification in the market in 2022 [83]. 

4. Related Works 

 In 2014, (Anastasov and Davcev) introduced a method that used the ArcSight ESM 

SIEM system called the Hierarchical Managers Model using multiple hierarchical 

SIEM managers. It consists of three layers, which are: The first layer included source 

devices that generate raw logs. While, the second layer included multiple servers, 

which means centralized systems that are collecting the original logs from the log 

sources and are used to merge and store the logs in the log storage. The third layer is 
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used for the purpose of monitoring and consists of user devices that are used to 

monitor and review the logs and manage the servers from the second layer. The 

purpose of this method is to make data management easier to implement by 

distributing the load, which reduces network overhead [67]. In 2014, (Gao et al) 

produced a method for IDS that used deep belief networks (DBN) as a classifier with 

Boltzmann machines for training and back propagation for the KDD Cup 99 dataset 

[96]. (Anumol) proposed an open-source security information management (OSSIM), 

to perform the event analysis in 2015. It is used to protect the network through log 

correlation and management. A support vector machine (SVM) is used for the 

purpose of processing all normalized data and classification. The main purpose of this 

method is to decrease the high false positive rate, centralize the event analysis, and 

produce an effective report through the correlation process [25]. In 2016, (Gharaee 

and Hosseinvand) introduced IDS that used a genetic algorithm and support vector 

machine (SVM) for selecting features to improve true positive alerts and reduce false 

positive alerts [97]. In 2018, (Chakir et al) proposed a method to select NSL-KDD 

dataset features depending on support vector machine (SVM) with radial-basis kernel 

function (RBF). In addition, for the purpose of optimizing features selected by SVM, 

a particle swarm optimization (PSO) algorithm was used [98]. In 2019, (Suhaimi et 

al) proposed a method using a genetic algorithm to improve feature selection for the 

purpose of detecting malicious activities within the network. Here, various features 

were analyzed to produce a ruleset of classification based on the KDD Cup 99 dataset 

[99]. In 2019, (LEE et al) presented an AI-SIEM based on artificial neural network 

techniques for the detection of cyber threats. The proposed technique converts a 

multitude of collected security events into individual event profiles and uses a deep 

learning-based detection method for improved cyber threat detection. The purpose of 

this method is to reduce false positive alerts, thus helping security analysts rapidly 

respond to cyber threats [100]. (Halimaa and Sundarakantham) introduced the IDS 

method in 2019. In this method, support vector machine (SVM) and naïve bayes are 

utilized to improve the classification of network traffic, and NSL– KDD dataset is 

used to assess IDS. The results depict that the SVM is better than Naïve Bayes 

according to the accuracy of traffic classification [101].  In 2020, (Wang et al) 

proposed a method for anomaly detection using the k-nearest neighbor (KNN) method 

to select the good neighbor, which consists of three parts, which are minhash and 

MVP-tree, which are used to search for neighbors, and after that, k neighbors are used 

for automatic selection [102]. In 2020, (Moukafih et al) present a SIEM system based 

on a reliability approach, which is feedforward neural networks, and generate high 

detection capability with low computation resources. The goal is to improve the 

detection capability within a SIEM system in order to overcome the increasing 

number of attacks using sophisticated and complex methods to infiltrate systems [24]. 

In 2021, (Sulaiman et al) present a way of providing centralized log analysis between 

network devices.  Also, it introduces a method for gathering and displaying all 

potential threats and alert information on a single dashboard using a deep learning 
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approach. The purpose of this method is to provide centralized log analysis [27]. In 

2022, (Akande et al) suggest an approach for anomaly detection using thresholds to 

differentiate between normal and malicious traffic, according to the Hadoop 

Distributed File System (log dataset) [103]. In 2022, (Coppolino et al) presented a 

method to provide effective protection of critical business processes by applying the 

SIEM method, based on two techniques for trusted computing, namely: Trusted 

Execution Environment (TTE) and Homomorphic Encryption (HE) depending on the 

risk assessment results. The purpose of this method is to effectively protect the critical 

workflows of hospital business processes from cyberattacks with high impact [104]. 

In 2022, (Gupta et al) introduced a method using SIEM for digital forensics. The 

purpose of this paper is to minimize the analysis time during an attack by obtaining 

only the required data in real-time without affecting the victim’s machine during 

business hours and also transferring only the essential information for analysis, which 

reduces network overhead and transfer time [105]. 

5. Conclusion:  

      Network security systems are an important field in cybersecurity. It is used to 

detect and prevent threats and attacks that target the network infrastructure by 

detecting, analyzing, and monitoring the resources of the network and taking 

countermeasures against the suspicious activity. There are many methods used in 

network security, such as antivirus, firewalls, intrusion detection systems, and 

intrusion prevention systems, but these tools work independently and will provide a 

lot of false positive alerts. For that reason, the SIEM system was introduced to 

provide a central location for monitoring the network environment. In this paper, an 

overview of network security systems is introduced. In addition, this paper focuses on 

explaining the popular security method and its functionality and capabilities. The 

limitations of this paper are that the topic of network security is too big and it cannot 

cover all the aspects related to this topic, in addition to consuming a lot of time for the 

purpose of gathering relevant references and writing this paper.  
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