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Abstract: 

 

      A method of analysis is presented for the class of binary sequence generators 

employing the product of  outputs of two or more linear feedback shift registers 

with maximum period.The linear feedback shift registers are represented in terms 

of the roots of their characteristic equations in a finite field , and it is shown that 

nonlinear operation inject additional roots into the representation .The number of 

roots required to represent a generator is a measure of its complexity , and equal 

to the length (number of stages ) of the shortest linear feedback shift register that 

produces the same sequence .The analysis procedure can be applied to any 

arbitrary combination of binary shift registers , and is also applicable to the 

synthesis of complex generators having desired properties.Although the discussion 

in this paper is limited to binary sequences, the analysis is easily extended to 

similar devices that generate sequences with numbers  in any finite field. 

 

 ملخص البحث

فٍ هزا البحث  أسخخذمج طشَقت لخحلُل حعقُذ مخخابعت ثنائُت ناحجت من ضشب مخشجاث مسجلٍ اصاحت اوأكثرش       

لكل مسجل اصاحت دوسة عظمً. مسرجتث ازصاحرت  Linear Feedback Shift Registersزَت مشحذة خطُت رواث حغ

الخطُت حم حمثُلها بذزلت جزوس مخعذد الحذود الممُض لذالت الخغزَت المشحذة وقرذ لرىحا اا العملُرت التخطُرت يعملُرت 

صَادة  حعقُذ المىلذ حُث اا عذد الجزوس فٍ  الضشب( حؤدٌ الً اضافت جزوس اضافُت لعملُت الخمثُل أٌ حعمل علً

مخعذد الحذود الممُض  لذالت الخغزَت المشحذة هى مقُاط لخعقُذ المىلذ التخطٍ وهى يأٌ الخعقُذ( مسراوٌ الرً طرى  

اقصرش مسررجل اصاحررت رو حغزَررت خطُررت مشحرذة َىلررذ المخخابعررت الثنائُررت. طشَقررت الخحلُرل َمكررن حطبُقهررا  ٌ عررذد مررن 

صاحت وَمكن اسخخذامها لخصمُم مىلذاث بخعقُذ عالٍ وحمخلك الخصائص المطلىبت. فرٍ هرزا البحرث حرم مسجتث از

وبازمكراا حطبُقهرا علرً مخخابعراث أخرشي فرٍ   binary sequencesحطبُق طشَقت الخحلُل علً المخخابعراث الثنائُرت 

 حقى  منخهُت.
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1-Introduction:  

 

          Shift register generators are commonly used to produce binary sequences for various 

purposes.Most of these generators have nonlinear feedback which is difficult to analyze , and 

they frequently  exhibit undesirable properties , such as output sequences with very short 

periods.Linear feedback Shift Registers(LFSR’s) figure-1 are more readily analyzed and more 

commonly used.However there are  2
r
 linear feedback connections possible with an r-stage 

register .It is easy to that any given periodic binary sequence can be generated by a family of 

LFSR’s[1] The member of this family with least number of stages is called the linear equivalent 

of whatever generator was actually used to generate the given periodic sequence. Although there 

are several ways to determine the linear equivalent   of a given binary sequence or to analyze its 

complexity, the algorithm described by Massey[2] seems at most ideal , Meena Kumari [3] uses 

compound matrices to analyze the complexity of such sequences also cyclotomic cosets are used 

to the same purpose [4].In this paper we define the complexity as the  number of different roots  

in a characteristic polynomial of  feedback function of a given  r-stage LFSR.This paper presents 

a method of analysis based on Galios field theory that enables one to predict the generator 

complexity resulting from nonlinear operations  . 

 

 

    F(a0 , a1 ,…., ar-1 ) 

 

 

 

 

                           ar-1                                   a2                             a1                            a0                            

 

                                          Figure-1 Linear Feedback Shift Register LFSR 

 

   2-Nonlinear generators: 

 

      LFSR’s can be representeds by the roots of their characteristic equation in a Galios 

field[5].This representation is well suited to the analysis of nonlinear feedforward operations on 

LFSR’s.Such nonlinear operations increase the complexity of the resulting sequence by the 

process of introducing new roots.The   representation is also a powerful aid to the synthesis of 

complex generators.There are two kind of nonlinear operations applied to the LFSR: 

 

1-The product of two or more phases of the same sequence from an r-stage primitive LFSR  

gives  
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a nonlinear feedforward sequence and the complexity (linear equivalent)of such sequences  

given by    










m

i

r

i1

r!/m!(r-m)! = r!/1!(r-1)!+r!/2!(r-2)!+….+ 

          where  m is the number of stages entered to a nonlinear operation [5,6]. 

2-The product of two or more binary sequence from different fields each sequence 
generated by LFSR                

    with irreducible polynomail.In the following section we introduce a mathematical 
analysis of complexity of such sequences. 

 

3-Geffe’s generator: 

 

a- Generator description: 

       Geffe’s generator consists of three LFSR’s connected as shown in figure-2.The concept is to 

use LFSR#2 as a control generator to connect either LFSR#1 or LFSR#3 , but not both to the 

output.If the control generator produces a 1, then LFSR#1 is connected  ,if it produces a 0, then 

LFSR#2 is connected. 

 

                           r-stage  

                            LFSR #1                          x    

 

 

 

 

                           s-stage                                                                     output 

                            LFSR#2 

 

 

 

 

                           t-stage 

                            LFSR#3 

 

                               Figure-2 Geffe’s generator 

 

     In  a sense there are really four LFSR’s being employed.The operation of complementing the 

output of the control generator in its relationship to LFSR#3  is equivalent to modulo 2 addition 

of a single-stage LFSR.This device has the characteristic equation x+1=0 , which has the single 

root 1. 

 

b- complexity analysis: 

 

      Suppose that the three LFSR’s have distinct primitive characteristic polynomials of degree 

r,s , and t respectively.Let r,s and t be relatively prime in pairwise.The roots of the characteristic 

polynomials are in GF(2
r
 ),GF(2

s
 ) and GF(2

t
 )respectively.Consider the first two registers , since 

r and s are relatively prime , the intersection of GF(2
r
)and GF(2

s
 )  contains only GF(2).This 

follows from the fact that every subfield of GF(2
n
) is a field GF(2

m
) where m is a divisor of 

+ 

x 
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n.Suppose that α  and β  are elements of GF(2
r
) and GF(2

s
) respectively, and that neither is in 

GF(2)Then their product α β is in neither GF(2
r
) nor GF(2

s
) as we can easily demonstrate.Since 

GF(2
r
) contains α , it also contains α

-1
 ,and if it contains α β ,it also contains α

-1
 α β= β however, 

since β is not in GF(2
r
),neither is α β .Likewise α is not in GF(2

s
).The product α β is contained in 

the superfield GF(2
rs

).The situation is illustrated in figure -3.The first register has r conjugate 

roots in GF(2
r  

), and the other has s conjugate roots in GF(2
s
).If their outputs are muliplied, the 

product sequence from the above arguments has rs distinict roots in GF(2
rs

).It can be shown that 

these roots are the conjugate roots of an irreducible polynomial of degree rs . It can  also shown 

that  the product of two elements βЄ GF(2
s
 ) and  σ Є  GF(2

t
 ) contained in the superfield GF(2 

st
 

),finally the linear equivalent (complexity) of Geffe’s generator is rs+(s+1)t. 
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                                  figure-3  product of elements of different fields 

 

 

 

4-conclusions: 

a- The complexity of Geffe’s generator could be greater in a different configuration of 

the stages,i.e multiplication different phases from the same shift register before multiply the 

outputs of registers this operation produce what is called nonlinear feedforward sequences with 

high complexity. 

b- The output sequence have some desirable properties such as a balanced distribution 

of zeros and ones 

c- Geffe generator offers the advantage of being useful as a module of a superstructure 

of similer arrangements, i.e. , the entire generator of figure-2 could play the role of LFSR#2 in 

the same arrangement with like generator. 

d- The output sequence has no immunity to autocorrelation attack. 
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