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تشكم كثٍز فً انىسائظ  إخفاء انًعهىياخزئٍسً نرىنٍذ انثقح وذًكٍٍ انخذياخ فً انركُىنىجٍا انزقًٍح تًٍُا ذىسعد انعُصز انانرشفٍز هى : الخلاصة

لا ذىفً تًرطهثاخ حًاٌح انثٍاَاخ فً ظم ذطىر طزق انًرسههٍٍ يٍ اخرزاقها تالإضافح انى اسرخذاو انرقهٍذٌح  انحًاٌحٌ اسرخذاو طزق ا انزقًٍح.

خلال ذىفٍز عذج يسرىٌاخ يٍ  يٍ جذٌذجايٍ انًعهىياخ تأسانٍة يٍ انضزوري ذذعٍى  خىارسيٍاخ انرشفٍز وحذها قذ لا ذؤيٍ انثٍاَاخ وأصثح

ثى ، زسانح تاسرخذاو خىارسيٍح ذشفٍز انحًض انُىويانقىو ترشفٍز ، حٍث ذذى اسرخذاو خىارسيٍح يقرزحح نهرغهة عهى هذِ انرحذٌاخ .انحًاٌح

 صىرج َقاطىطح فً ًضغانزسانح انانًزحهح الأخٍزج هً إخفاء  ،GZIPزسانح تاسرخذاو خىارسيٍح انضغظ  ويٍ ثى يعٍٍ ضزب انُاذج تعايم

 انًثال،عهى سثٍم ، ذى انحصىل عهى َرائج جٍذج انرقٍُاخ،عُذ انجًع تٍٍ هذِ %. 55ذصم َسثح ضغظ انثٍاَاخ انى   .(LSB) يعٍُح تاسرخذاو ذقٍُح

و  4.59052هً  UACIَرٍجح و .0.002ٌساوي  MSEو  2.25..6ٌساوي  PSNRو 1ٌساوي  SSIMصىرج غلاف عٍُح انثٍد َرٍجح 

 ٌساهى هذا انعًم فً انحذ يٍ يخاطز خزق انًعهىياخ عُذ إرسال واسرقثال انًعهىياخ انسزٌح تٍٍ الأطزاف.. 0.003.3هً  NPCR رجحد

1. INTRODUCTION 

Recently, a protecting data from hacking has become fundamental issue as an output of the huge 

developing of information technology and the enormous raise in internet access via transmitting and 

receiving information. Therefore, to protect data, researchers concentrated on establishing a new ideas 

and schemes, studies are adopted to improve old methods and providing new ones to securing 

information against intruders [1]. 

DNA encryption is a new field in cryptographic world and many researchers are interested on this 

important technique, there is a unique DNA format for every person, there are four bases Adenine, 
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Guanine, Cytosine, Thymine (A, G, C and T) that represent the bases of DNA. The message 

characters are represented as DNA format (A, G, C and T). The DNA structure was created by 

Watson and Crick in 1953 [2]. 

The Huffman coding and the LZ77 are created the DEFLATE algorithm, DEFLATE reduces of utilizing the 

system size and provides suitable compression results on various data types. The first algorithm was launched in 

1993 [3]. Since then, DEFLATE compression algorithm has become wide ranging, it used in many applications 

such that PDFs, gzip and can be used in ZIP archives (the zip format is considered as a container that contains 

Microsoft Office documents formats (.xlsx, .docx, .pptx) and it embedded into zip [4]. 

The steganography technique in images provides features to conceal secret information without hacker’s 

awareness. Steganography technique is hiding a bits into image through replacing the image bits with the secret 

message. To increase the algorithm robustness, Least Significant Bit (LSB) is employed to hiding the secret 

message, so that it supports and strengthening the algorithm efficiency [5][6], to enhance the task of exchanging 

secret information, it has been utilized the cryptography and steganography to protect data before transmission 

and the data is becoming safer when using this algorithm.  

Cryptography has been connected with the issues of analysing and designing encryption layouts, plans that 

supply confidential communication through insecure connection media. The problem of producing confidential 

communication through insecure media is the most conventional and primary problem of cryptography, the 

connection includes of two sides communicating through insecure media. The proposed algorithm secures the 

confidential information over the communication, the sender will convert the characters of message to ASCII 

number then converts the message to binary format the next stage is applying of DNA basis (A, G, C and D) 

over the message then again convert to ASCII number the output is multiplied by positive integer number to 

increase the complexity of the encryption algorithm, then compress the message by using GZIP algorithm, 

finally the encrypted message is embedded  into cover image by using LSB technique. The receiver will extract 

the encrypted message from cover image and applies the decrypted algorithm that is reverse the algorithm in the 

sender side. 

2. RELATED WORKS 

Pujari and Shinde used a Blowfish algorithm to encrypt a plain text. They concealed encrypt text into image by 

applying LSB steganography. The key length is variable and encryption block by symmetric in the Blowfish [7]. 

Blowfish algorithm is considered  totally insecured becuse it uses 64 bit of block size. 

Dhamija and Dhaka, proposed a method called SCAMS, it is one’s complement transmit protected information 

between servers. To exchange information, they utilized LSB algorithm and symmetric key [8]. The authors 

have to support the algorithm with one of the approved encryption methods 

K. S. Sajisha, S. Mathew, proposed a security system to protect a confidential text by presenting multilayer of 

security. The confidential text is cyphered by using DNA format, the next level is applying the AES algorithm. 

Eventually, another DNA format was used to hide the original encrypted DNA. The presented three levels of 

protection to secure a confidential text [9]. It is better to enhance the protection way by using the feature of hide 

data inside a specific media. 

M. Sabry, M. Hashem, developed and executed technique by using DNA and the AES algorithm [10]. They 

designed an algorithm of DNA instead of bits. To providing the ability of implementing the DNA format by 

creating an evolved system based on DNA algorithm. The proposed algorithm carries the same security features. 

The method used is strong, but it needs to be strengthened by adding the level of concealment into a particular 

media 

A steganography technique was proposed by Khalifa and Atito[11], DNA and playfair cipher were used to 

encrypt data then by using a modified exchanging method data is hidden in the real DNA order to extend the 

hiding capacity. While, it fulfilled maximum concealing capacity than main exchanging method, the concealing 

capacity is not effective adequate caused by ambiguity problem. 

Das and N. Kar, proposed an algorithm that secure data based on two layers of protection and they used two 

layers of media to covering the secret data, the covers are DNA and image. A 2D logistic map is used to build 

the DNA from the image, the degenerate genetic code exchange is required to hide data into DNA. The gained 
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converted DNA is embedded back inside image [12]. The algorithm gives good protection and dual embedding 

layers but the weak point of this algorithm requires more than one key through the taking out of the processing. 

From the above the related works have some clear weak points and require more security and more quality in 

steganography. 

3. DNA CRYPTOGRAPHY 

There are four bases that construct into DNA these bases are Adenine, thymine, cytosine, and guanine (ATCG) 

that are used to represent information. DNA holds enormous storage rang, each gram can store 10
21

 of DNA and 

roughly represents 10
8
 tera-byte, so, it can store enormous amount of data into DNA. These attributes and 

advantages of DNA promoted the notion of the cryptography by using DNA. Cryptography employed to 

protected the significant data for long time. The DNA mechanism bases ordered in random way and the bits of 

secret message is arranged according to DNA bases. This impressive way is the primary of security paradigm of 

the recent protection systems, which should substitute of the classical cryptographic algorithms. In mathematical 

side DNA cryptography used instead of DNA chemistry concept, therefore, the DNA cryptography technique 

can be used and it is unbreakable by traditional methods. First, converting the plain text to ASCII after that 

converting ASCII to binary format and eventually, appling the DNA bases (ATCG). Table 1 illustrates DNA 

bases and the opposite binary format. The DNA bases (ATCG) can be ordered in millions of sequences that is 

used freely. So, the opportunity to discover the correct sequence is very rare [13].  

Table 1 DNA Cryptographic Format 

Bits Base 

00 A 

01 T 

10 G 

11 C 

  

4. GZIP TECHNIQUE 

According to the growing of compression technique demands the GUNZip (GZIP) was constructed to process 

these requirements. The GZIP utility was created instead of LZW and other algorithms that used in 

compression. The LZ77 is integrated with Huffman coding to produce GZIP algorithm and rely on DEFLATE 

algorithm, GZIP algorithm is keeping on data without losing [3]. 

4.1. Lz77 algorithm 

GZIP algorithm search on duplicate strings for data to compress it. The string that appeared in second time 

replaced with pointer to first one. It uses the term sliding window means that there is a record that any particular 

location in the data saves of what symbols went before. In the compression and decompression of 32K sliding 

window there is a record about what the last 32768 symbols were. When the following series of symbols to be 

compressed match to what found inside the sliding window, the series of symbols is exchanged by distance and 

length, the distance is how far return to the window where the series started, the length is the number of symbols 

for which series is matched [14].  

4.2. Huffman coding 

In this algorithm the data is compressed without any missing. Huffman’s concept is fixed length codes (like 

ASCII) is exchanged by variable length codes, The shorter codewords is assigned instead of more repeated 

symbols subsequently reducing the length of total data. It is better to construct a (uniquely dismountable) code 

of prefix by using a variable-length code, preventing the require for a separator to specify code boundaries. 

Code can be created by Huffman coding. A Huffman code tree is used to describe the Huffman algorithm. The 

steps for creating the Huffman code tree are: 

1. The tree is starting with leaf nodes and each node represents a symbol in the text. 

2. From the list choose two leaf nodes with minimum weight. 



Qusay S. Alsaffar 

Wasit Journal of Engineering Sciences.2022, 10(1)                                                                                                                 pg.4 

 

3. Make a parent node for the two leaf nodes, the weight of parent must be equal to the weight of sum of 

two leaf nodes. 

4. From the list delete the two leaf nodes and add the parent node to the list, now parent node became the 

new leaf node. 

5. Repeat the procedure by starting from step two and stop when become single tree. 

When Huffman tree is constructed, A prefix code is created by the algorithm passing through each symbol of 

alphabet in the binary tree, in the tree the left branch is assigned by 0 and right branch is assigned by 1. 

Huffman algorithm needs to know the repeated symbol in the alphabet. The compressed output, the Huffman 

codes and Huffman tree for repeated symbol or symbols must be stored. The Huffman codes and Huffman tree 

for repeated symbol or symbols must be stored in the header of compressed file and this information is required 

when making the decoding processing [14]. 

5. IMAGE STEGANOGRAPHY 

Steganography uses a cover image for concealing a text or encrypted text. The conversion of physical picture to 

array of digits (digital image) called image processing, the image pixels intensity is illustrated by these digits. 

Each pixel has 256 intensity values due to the grayscale image that is represented by 8 bits for each pixel. The 

colored image (RGB) is represented by 24 bits for each pixel, therefore, the cubic of 256 is represented by each 

pixel in the colored image. We can a little modify in pixel intensity to obtain insensible view for pixel 

adjustment and it keeps 

difficult to discover by the Human Vision System (HVS). The Least Significant Bit (LSB) is a valuable 

algorithm and it can be used in steganography. The LSB algorithm works through the replacing of the eighth bit 

of least significant of original pixel with the bit of secret text, this is done after convert the secret text to binary 

format [15].  

6. PROPOSED WORK 

The proposed work is consist of cryptography and steganography, the first stage is divided into three processes 

the first process is encryption  by using DNA algorithm, the second process is multiplication by a factor and the 

third process is compression by using GZIP algorithm. the second stage is steganography by using colored 

image as a cover with (LSB), this work is applied at sender side While on the receiver side, the same steps are 

repeated, but in the opposite format to obtaining the plaintext. 

At the receiver side is consist of two stages:the first stage is extracting the cipher text from cover image, the 

second stage is decryption the cipher text. the seconed stage is divide into three processes: the first process is 

decompression by using GZIP algorithm, the second process is divided on the factor and the third process 

converts the DNA to plain text. 

6.1. Sender side 

Input: Confidential message and original image. 

Begin 

1. The confidential message is converted to ASCII format. 

2. Applying binary format on ASCII. 

3. The DNA bases are assigned on the binary message according to the Table-1. 

4. DNA is converted to ASCII. 

5. ASCII is multiplied by Factor. 

6. The confidential message is compressed through applying the GZIP algorithm. 

7. Now it is used covered image to apply the steganography through: 

a) Looping through image pixels to change the least significant bit of red, green and blue to zero, 

then embed the characters of cipher confidential text into image. 

b) The eight bits of first character is converted to integer then conceal bits into red, Green and Blue 

on neighbouring pixels, the bits of character are concealed in each LSB. 

c) Repeat the procedure after eight bits are embedded and bring the following character. 

d) After embedding all cipher text set a flag to indicate the end of text. 
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Output: Obtained the steganography image. 

End. 

6.2. Receiver side 

Input: Steganography image that contains confidential encrypted message. 

Begin 

1. Extracting of confidential encrypted message from stego image, this operation is done by searching on 

flag then proceed to image pixels, bring the value of least significant bit that related to RGB, after 

obtaining of first eight bits, keep going to obtain all secret message. 

2. Apply GZIP decompression algorithm to convert the message to ASCII. 

3. Divide ASCII over Factor. 

4. Convert ASCII to DNA. 

5. Turn the text to binary then to decimal format. 

6. Convert to Plaintext. 

Output: Plaintext. 

End. 

Figures 1 and 2 explain the algorithm: 

 

 

Figure 1 Sender Side Algorithm.                                                       Figure 2 Receiver Side Algorithm 
 

 

7. FIDELITY MEASURES 

These measures are employed to compute the difference scope between two images the first image is original 

image and second image is stego image. 
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7.1 Mean square error (MSE) 

It illustrates the commutative quadratic fault (pixel changes) after comparing 2 images, the equation of MSE is 

[16]:                                                                                     

                                                                                                                             

                                                     MSE= 
 

  
∑ ∑ [ (   )   (   )] 

   
 
   

2                                          (1)       

 

Where the image measures are m and n, C( ,j) represents original image pixels , S( ,j) is stego image pixels. 

7.2 Peak signal to noise ratio (PSNR) 

The PSNR is utilized to compute peak fault, the maximum PSNR means the quality of image is good [17]. 

                                                                    PSNR= 10      
  

   
                                                          (2)                                                                                                                                              

The higher possible value related to pixels concentration can be represented by R. 

 

7.3. Structural similarity index measure (SSIM) 

It can be made a comparison between MSE and PSNR by using SSIM measure. The SSIM is used to evaluate 

the vision convergence of images [18]. 

                                                            SSIM(x,y)=
(        )(       )

(  
    

    )(  
    

    )
                                             (3) 

The mean density is represented by 𝜇, the standard diffraction is represented by 𝜎. The Two constants C1 and 

C2 are greater than zero and provide the stability when the rest parameters are close to '0'. The other paremeters 

(𝜇x, 𝜇y, 𝜎xy, 𝜇 
 ,  𝜇 

 ,   
  and    

 ) are approach to '0'. 

  

7.4. Number of pixels change rate (NPCR) and the unified averaged 
changed intensity (UACI) 

These measures are utilized to compute failure or efficiency between original and encrypted images by account 

pixels intensity [19]: 

                                                             NPCR=
 ∑  (   )   
     

   
*100%                                                         (4) 

                                                           D(i,j)={
       (   )    (   ) 
       (   )     (   )

                                                  (5) 

                                                 UACI=
 

   
[∑

|  (   )   (   )|

   (  )

   
     ]*100%                                           (6) 

M and N, are the size of image and i,j are pixels, the original image is C1, the cipher image is C2. 

8.  EXPERIMENTAL RESULT                                 

The proposed work is implemented in this section, this section explains the experimental results. The types PNG 

and BMP images cover have been used. The techniques DNA and GZIP was used and cover image to obtain the 

results that show that the proposed work provides a significant security protection. Figure 3 offers the execution 

of the work, the first upper group of images represent the original cover, however the second lower group of 
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images represent the images after applying the steganography on the secret message. The first upper group of 

images are seeming almost identical with the second lower group of steganography images. In other phrase, the 

second lower groups of images (stego images) do not cause detectable faults. 

 

  

 

 

        

 

 

 

 

 

 

 

 

              Mandrill                       Peppers                     Lina                       Boy                      House  

                        
Figure 3 Sample of Results. 

 

Figure 3 demonstrates the extension of the confidential compressed texts which include 89, 109,130, and 170 

characters. 

Figures 4, 5 explain changing on the message. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 Confidential Compressed Text at Sender 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 Confidential Compressed Text at Receiver 

 

For quantitative evaluation, the least value of the MSE means the least error. The highest value of the 

PSNR and SSIM is equivalent to one imply lower faults and good seeing for image quality. Table 2 

illustrates various extensions of secret text according to results of PSNR, MSE and SSIM.  
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To evaluate the rate of image encryption, there are two methods are used (NPCR and UACI). The value of 

NPCR is high and the value of the UACI is low, this means the image is fully encrypted. To make the proposed 

algorithm more robust the operation must be opposite because hiding a text not encrypted image (UACI is high 

and NPCR is low). Table 3 shows the values of UACI and NPCR by using lengths 89, 109,130, and 170 

characters  
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Figure 6 demonstrates the histograms of the base 3 colors Red, Green and Blue to the image before 

steganography and after it. The first line demonstrates the original image and the second one demonstrates the 

results after steganography. A similarity was obtained between them. 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 6 The Histogram. 

9. CONCLUSIONS  

The best results of security can be obtained by utilizing cryptography and steganography, and combining them 

by implementing the DNA and using GZIP compression algorithms, the GZIP decreases the extension of the 

secret text and reduce the size of DNA extension to providing a proper steganography. The system complicates 

the cryptanalysis procedure of attacker when making multiplication by factor with DNA numbers to make the 

breaching very difficult and accordingly develops the system general security, then concealing it in RGB image 

by using LSB steganography method. The perfect values of MSE are small and approximately close to zero 

however the perfect values of PSNR are big and near to 100 while the values of SSIM is close to one, also a 

small scores of NPCR and high scores of UACI were got that mean a greate match between the original and 

stego images. therefore tables 2 and 3 have a good values. There is high similarity between steganography 

image and original image that proved by the histogram. The encryption, compression and data hiding were 

reflecting a robust work and decrease errors and good seeing quality, this means the proposed work provides a 

positive impact. 
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