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Abstract - The development of systems allows
providing the capability of using three-dimension
(3D) pictures over the internet especially in social
media. In previous years, animation pictures and
videos are notused in theintemetdue to the sizes of
these two data and need the huge amount of data to
work overinternetandneed supporting program to
deal with presenting the data to the users of the
internetineither websitesor social media. Most of the
security over internet used on ciphering text or
ciphering images but not cipher video or 3D picture
because video and 3D pictures are not used until
recently. The huge use of these two types 3D pictures
and videos in recent years. It is become an urgent
necessaryto encrypt these sortsof data. The research
will focuson encrypting these types of data by using
special algorithm called as Tiny Encryption
Algorithm (TEA). This algorithm will be used to
encryptanddecrypt 3D pictures and protecting the
privacy of this sort of data. The research shows the
how-to encode and decode of 3D picture and how to
deal with them. The results show the TEA is rapid
algorithm in the coding picture and decoding 3D
pictures. itisonly needing a few portions of time to
cipherand decipher 3D pictures. The program that
usedto test the ciphering and deciphering algorithm
was based on MATLAB.

Index Terms - Tiny Encryption Algorithm,
Tea Encryption, three-dimension (3D) pictures

. INTRODUCTION

TEA is created by WikramReedy Andem
in 2003 and the propose of this algorithmto be
used in as encryption algorithmin the embedded
systemdesign. At first, the TEA is used only for
ciphering only plain text [1], later the TEA is used
ciphering forimages [2]. The uniqueness of TEA,
it is rapid chippering of data and high
performance when it works in the embedded
systemdesign and theimplementation of it is very
easy. Also, another advantage of the TEA is it
required low power consumption and it can design
in low cost [3]. Also, the TEA has the low
memory usageand rapid speed of ciphering so it
doesn’tneed large resources like others algorithm
to cipher. Due to these reasons the TEA is used
for ciphering 3D images. Since the type of the
TEA is Feistel algorithm. This make TEA as
block ciphering method. The TEA has very well
immunity againstcryptanalysis. The TEA used 32
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rounds for cipheringany data. However [4], it can
be release after the sixth round since when
changing 1-bit in the plaintext to be cipher, the
change is affected on the 32-bit code of the
ciphering of the plain text in the output [5].

The most ofthe operationofthe TEA that
usedinit is structure are XOR and accumulative
and shifter which make it very well suited in work
in the workstations and in the computers. Since
these computers and workstations most of their
processer designed to perform these types of
instruction and this led to magnificent time
performance in cipheringwhen using these types
of computers. The TEA used specified Key which
has length of 128 bits [6] [7]. The key is used to
secure the data and give the guarantee that the
structure of the TEA is safe. The basic structure of
the TEA can be shown in figure 1.
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Fig 1. The block diagram of the TEA structure

In this research the system that created for
ciphering three dimensions pictures is based on
the TEA algorithm and the types of the images
that usedin the testing of the algorithmtaken from
random websites of social media [8] [9]. These
pictures are takenbased on testing the algorithm
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in the field of social media and to ensure that
every types of pictures can cipher and
deciphering. All types of image format can be
used in program. Also both color or grayscale
image can be used in the program [10] [4]. The
programis capably of distinguishthe types of the
images and find the best way for ciphering and
deciphering.

Il. TEA ENCRYPTION

The TEA consisted from five blocks and
these blocks are combinedtogetherto produce the
output of single round TEA [11]. The block are
the Shifter and Delta and Key and finally the
accumulative and XOR operation. At first the
input that needed to be ciphered whiter plaintext
or pixels it’s the same it will divide every 64 bits
into two parts and each part will contain 32-bits as
input. The first part will be called InputRight
while the second part will be called InputLeft. S,
there will be two input to the TEA and these two
inputs will generates Two outputs.

Since images is used in this research and image
contain pixels and eachpixel consist from 24 bits.
The programwill divide these pixels in to three 2-
dimensional (2-D) matrixes. Each 2-D matrix will
contain only 8 bits which represents the value of
either RED, Green or Blue. These 2-D matrixes
will processeachonealone. The process of each
of themwill be the same. So that the process for
producing input with 64-bits is to take 8 pixels in
every ciphering steps. The eight pixels will be
share between InputRight and InputLeft and each
one ofthe well takes four pixels of one of the 2-D
matrix of color values. So that InputRight will
take the first four pixels and the data of the
InputRightwill contains pixell, pixel2, pixel3 and
pixel4. In contrast InputB will take the remaining
fourpixels so that the Input data of InputLeft will
contains pixel5, pixel6, pixel7 and pixel8.

Afterproducing the input data that will be ready
to be ciphered using TEA algorithmin each round
the InputLeft will shifted to the right by four bits
and summed with the first key and then XORed
with the summation results of InputLeft Data with
Deltaand then theresults of pervious XORed will
also be XORed with the summation results of

XORed will be XORed again with the summation
results of shifting the InputRightdatato the left by
five bits and added to the fourth key. The final
operation will be summed the InputRight data
with the XORed data that came fromthe previous
three operations as shown in equation The results
will be stored in the InputRight data. Then the
delta accumulated in every round by its self.

InputLeft += ( (InputLeft<<4) + Keyl) | (
InputLeft+delta) | ( (InputLeft>>5) + Key2)------1

InputRight +=( (InputRight<<4) + Key3) | (
InputRight+delta) | ( (InputRight>>5) + Key4)---2

The same operation will be repeated for 32 times
and the output ciphering will be divided in two
parts as shown in the previous equations. The first
ciphering will be inside the InputLeft. Since the
InputLeft datais always stored the summation in
side it be the ciphered output for the he results of
this will be of the after summation the to the
ciphering all these pixels, the next will ciphering
the next 8 pixels in the first row and so on. The
ciphering will continue until finish ciphering all
the pixels row after row.

The color image will be ciphered in the same
process. since each pixel in the color image
consist from three color which are Red, Green,
and Blue so the operation will cipher each color
alone. At first it will extract the three color from
image by making three images with the same size
as originalimage. These new images will contain
only the value of color that specified. Which
means that theimage that contain the values of the
pixels of Red will be ciphered alone and then the
images ofthe Green and the Blue will be ciphered
respectively. Figure 2shows the extraction of the
colorand make new images for the color images.
After ciphering all images color, it will return in
the same process to be return as colored image
again.

Extraction of the color
from the criginal

M
——
shifting InputRight data to the left by 5 bits and N - N

added with the second Key. Then the results of Original Extracted

image

these three operations will be summed with raerimese
InputLeft dataandstoredin the InputLeft data as
output as shown in the equationl while the
InputRightdatawill have the same operation but
it will be summed with key3 and key 4 instead of
key 1 and key 2. The operation done by first
shifting the InputRight data to the right by 4 four
bits and then summed with the third key and then
it will XORed results of the summation of the
delta with InputRight and the results of pervious

Fig. 2. the extraction process ofthe colour image.

The deciphering ofthe TEA is the same of the as
encryption but in reverse way. Theonly change is
that the valuedelta will be shifted to the left by 5
bits before the operation of the rounds is started
and each round the value of the InputRight or
InputLeft will be decrement fromthe total results
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of XORed operation. The equation of deciphering
is shown in the below in equation3and equation4.

InputLeft -= ( (InputlLeft<<4) + Keyl) | (
InputLeft+delta) | ( (InputLeft>>5) + Key2)------3

InputRight -=( (InputRight<<4) + Key3) | (
InputRight+delta) | ( (InputRight>>5) + Key4)---4

At last, the process of the ciphering 3D images is
similar in ciphering of the images the only
difference is that the 3D images contain multiples
images in single images and that images allow to
motion the image. For example, if the 3D image is
color image it will contains 4-dimensional matrix
instead of 3-dimensional matrix the last column is
determine the number of pictures inside the 3D
images and as same way the gray image is
consisted from 3-dimensional matrix not 2-
dimensional image the last column will represents
the number of pictures inside the 3D images. The
programin this research will first determine how
many images is consist and based on this will
cipher each image by call up each image alone.
So, the number of images will be ciphered one
afterone as the sequence ofthe images is sorted in
the image. The holy process is shown in figure 3.
As shown in figure 3 only one image will be
selected at a time to be ciphered and when this
image is ciphered the next image will be selected
to be ciphered until all images that consisted of
3D images ciphered. The same operation will
process on the deciphering process just make
deciphering forthe same way of the ciphering but
in reverse order.
Results

The TEA is very rapid algorithm for
ciphering and deciphering of plaintext and images.
However, this programincreasedthespeed of the
algorithm since it used 8 pixels as its plain text
this led to speedtheperformance ofthe algorithm
by eight times faster. Since, each eight pixels is
used in every ciphering process. the algorithm
provides low memory usagewhen dealing in large
pictures due to its flexibility and its structure. The
results ofthe programon gray images is shown in
figure 4. As it can shown from the figure that
original image will have two ciphered images.
These images represent the outputRight and
outputLeft which represent the final Round from
InputRight and InputLeft respectively.

Fig. 4. the ciphering of gray image pictures

While the second results( in figure 4) of the
image pictures it can shows in figure 5. It can be
shown that there are 8 ciphered images ever two
represent the left and the right ciphered of RED
and Green and Blue images respectively. While
the last two ciphered images representthe left and
right ciphered images for the original image.
The results showeach picture will ciphered in two
part and the size of each part will be half of the
pixels of the original image. This due to the fact
that the combination of both ciphered image the
left and right will result the same pixels of the
original image. To ciphered the image of 3D, it
required 29 images to be ciphered for the images
below in figure 6. The ciphering doneby ciphered
picture after picture. The output of the ciphered
image will be 58 each picture of 29 will have 2
pictures. So, the output results of images will be
58 images, 29 for the left ciphered image and 29
for the right ciphered image. The time required for
each image to be ciphered is approximately 1.952
second. So, the total average for time required of
all image is multiple all images by the average and
the results will be 56.608 second. This time is the
required time for ciphering image with size of
4096X4096 pixels. The figure 6 show only the
first three images of ciphered fromthe total of 29
images. Tablel shows the time required for
different types ofimages with differentsizes. The
results show thatwith the increase the size of the
pixels the time required is more than the time for
fewer pixels also shown in the figure the time
required forthe gray andcolorimages. Thetesting
time is based on thetic toc function of MATLAB
program. The time may change according to the
PC that using this programthe test was done on
Laptop with core i7 8850 U process and the Ram
was 16 GB DDR4 and the Hard type was SSD and
the Graphic card was Nvidia MX 150 with 4
Giga-Byte of RAM.
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Cnly one image at a time

Fig. 3 the operation process for one round on 3D images

RED image Right Ciphered image for RED image Left Ciphered image for RED image

Green Image

Right Ciphered image for Green image Left Ciphered image for Green image

i

Right Ciphered imat

Left Ciphered of color image

Fig. 5 The color image ciphering process.
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Tablel: Time required for ciphering and deciphering 3D images

Fig. 6 three ciphered image of 3D images [12].

Image size Twvpe of Total time | Total Time | Number of | Total time | Total time
image required required multiple for for
for cipher for images ciphering | Deciphering
decipher 3D image 3D image
4096X 4096 613 msec 608 msec 20 ~ 12432 ~12.042 s
2560x2560 Gray 254 msec 259 msec 33 ~ 893 ~9.003
2304x2304 169 2 msec | 166.3 msec 29 ~ 4 89 ~4. 773
4096X 4096 1.952 1.852 29 ~56.608 ~56.718
2560x2560 Color 756 msec 767 msec 21 ~15.37 sec | ~15.221 sec
2304x2304 550.535 353.121 28 ~15.534 ~15.239
msec msec
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I11. CoNCLUSION

The cyberattackis increase day after day and
the data that usage over the internet is increased
day afterday. The way of protectingthe privacy of
the data is by finding best and rapid cipher
techniques to cryptography the data. The TEA is
one ofthe best ciphered techniques and have the
capability to ciphering high Image thatcontain high
resources data such as 3D images with minimum
time. The dividing the images into 8 pixels when
ciphered helpsto rapid the process of ciphering by
eight times. The next steps for this project are to
cipher video graphic and to used it on FPGA or
Raspberry Pi device to test the capability of the
TEA on performing in low cost processer.
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