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Abstract—Random Number Generators are 

fundamental tools for cryptography protocols and 

algorithms. The basic problems that face any crypto 

key generator are randomness, correlations and 

distribution of the state of key sequence. This paper 

proposed a new method to enhance RNA crypto key 

generation. It has been implemented by extending the 

crypto key by applying polynomial convolution 

technique which extracts the mask filter from the same 

RNA key sequence depending on the start and end 

codon properties. This will provide another high level 

of extension and generate random-strength crypto key. 

The proposal approach could pass through the 

statistical measurements successfully and achieved 

high rate of randomness (approximated to 96%). 
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I. INTRODUCTION 
Random numbers generations are   major tools in 

many applications of cryptography such as key 

generation [1]. The security of cryptography methods 

basically   depends on the robustness of encryption 

method and secrecy of key [3]. It is so important to 

provide generators which are capable to produce 

amount of secure random numbers such as polynomial 

Feedback Shift Registers (LFSRs) [2]. Bimolecular 

Computation Methods (BMC) have been developed for 

a several domain of operations on both DNA & RNA 

strands such as  solving hard NP-complete problems 

like; Travelling Salesman Problem (TSP), breaking 

Data Encryption Standard (DES) and for cryptography 

key generation [4].This approach will show   new 

proposal method to improve RNA crypto key 

generation basically by depending on the concept of 

Polynomial convolution 1D, this technique will add 

second level of extension to achieve a desired level of 

secrecy and randomness 

In [5], A. Hassan proposed a method for key 

generation based on the concept of translating RNA to 

protein chain. Their approach first determines a key 

sequence size, for example 9 byte, then it produces 

crypto key with extended length suitable with the 

length of secret message. Their proposed approach 

consists of several steps contain (Mapping, Extended,  

Complementing and Rotation). The generated key was 

acceptable according to statistical tests of randomness. 

 

II.  DNA AND RNA TRANSCRIPTION 

 
 

III. RNA CRYPTOSYSTEM 
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IV. POLYNOMIAL VECTOR 

CONVOLUTION 

      In mathematics and some special particular  

analysis, convolution is a mathematical operation on 

two functions g and f, to produce a third function that 

is usually  showed as a modified version of one of the 

original two functions in which one of the original 

functions is translated. Convolution is similar to cross-

correlation. It has many applications in probability, 

statistics, computer vision, image and signal processing 

[9]. 

 
   

 

The sum is over all the values of j that lead to legal 

subscripts for u(j) and v (k-j+1), 

specifically j = max(1,k+1-n):1:min(k,m). When m = n, 

this gives 

 

V. IMPROVEMENT OF RNA-CRYPTO-KEY 

This approach discusses some drawbacks that 

have been observed by using the previous 

approach of RNA key generation, and we try to 

find an improved version for addressing those 

mistakes stated as follows: 

 Translation of mRNA strand based on start 

and end codons, investigated from which by 

calculating the number of these confined 

codons to apply rotate shift on RNA sequence. 

 

Benefit from mRNA translation just for applies 

"Rotate Shift on RNA sequence "may be 

considered as weakness investment for this 

property, it looks like "simple permutation".  

In this approach, extended RNA-Crypto-key 

basically depends on the "Polynomial convolution 

technique", contributes to provide self-extension 

with variable RNA length by treating RNA 

confined codons as mask filter for convolution 

applied with RNA key chain .The length of 

resultant key  will be approximated to the 

summation of the length of mask filter and the 

length  of RNA chain. It is worth mentioning, that 

mask filter has variable length according to 

confined codons number in RNA key chain, so the 

output of extended RNA-Crypto-key also has 

variable length with a high rate of randomness. This 

approach has two levels of RNA key extension, the 

first one comes from RNA codons table and the 

second one by applying Polynomial convolution 

technique.  Algorithm (1) shows main steps of the 

proposal approach. 
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 Note: Highlight green codon in Table (II) represents 

starts and Red represents end codons in mRNA strand 

 

VI. EXPEREMENT A RESULT AND DISSCUSSION 

This section illustrates the results that are obtained 

from the implementation of the proposed 

approach which is explained in the previous 

sections, these results can be presented as follows: 

Basic Statistical measurements of randomness   

have been done on the improved RNA as shown 

in Table (III). These statistical tests such as, 

frequency, serial, poker and runs are used to 

evaluate randomness and distributed properties of 

several RNA crypto- key samples [11]. 

Randomness tests were applied on various key 

sizes such as 9, 12 72, 96 and 144 bits or bytes to 

use for checking random and distributed 

properties of several RNA crypto- key samples.  

The output of tests have been compared with 

passes values in [10]   

 

 

As shown in table (III), Improved RNA -key is 

achieved to high rate of randomness (96% percentage 

of tests that is passed through statistics) when 

compared with previous method of RNA–key 

generation in table (IV) that shows just Average of 

many tests. While Improved -key size is may be much 

larger than   40%. 

 

 Figure (1) illustrates Chart that shows the 

difference between the key expansion rates of 

the improved and traditional RNA key method 

through several iterations. 

 

Fig (1): comparison in term of key expansion between 

traditional and proposed approaches 
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VII. CONCLUSION 

This paper describes an efficient method for Improving 

RNA-crypto-key generation using Polynomial 

Convolution. It successfully provides an extra level of 

extension and security for RNA-crypto-key when 

compared with the previous approach. . Robust features 

of this proposed method could be as follows: 

 RNA-crypto-key expansion basically depends on 

several factors such as (start and end codons for 

translation, iteration numbers, and self-expansion 

based on codon table). 

  Polynomial convolution provided more than  40% 

expansion on traditional RNA. 

 Improved RNA–crypto-key provides high rate of 

security randomness achieved 96% on other 

traditional RNA key generation method. 

 Size of convolution mask filter may have a 

variable length based on start and end codon of 

each RNA strand and encoding of initial key. 

 

VIII. FUTURE WORK 

Improving -RNA algorithm considered as one of the 

optimization techniques which are used for solving any 

NP-complete problem such as path planning, four 

colors mapping, TSP, CPU scheduling problems. 

 

IX. APPENDIX(1) 

This section illustrates the implementation of the 

proposed approach which is programmed by using 

Visual c#.net 2015 as shown in Fig (2). The following 

example explains in details steps of proposed algorithm 

work: 

 Initial key (12 byte)=       )(*UYHas@#A1 

Step1. Binary coding (96 bits)=  

(1111111001011100010010000010 110 11111100110 

011000100100 1101000 110111101111111000 10001 

01100 01 110110001010010000110110 10100110 0 0 

0 

00001011001010001101110001010010001110001100

11111000011000111000111010100010011001010110

01100100001101110010100110010100100100110110

10010001011111111001101001101101001100011001

0000011101000010100010001100) 

      Step2.  RNA Coding (48 nucleotide) =  

(CUUAAUUAUUUACCCCCUCCAUACCAUCGAG

CAAACGAUACAA CCAGA)  

Step3. Extended (1) based on codon table(96 

nucleotide)= 
(GAAGAGUUAUUGAUAAUGAAUAACGGGGGC

GG AGGGGGU GGA 

AUGAUAGUAGUGGCUGCACGUCGAUUGUUAC

UACUUUGUUGCUGGUGAUCUUCG) 

Step4. Complement RNA & Rotate= 
(GGGGGCGGAGGGGGUGGAAUGAUAGUAGUG

GCUGCACGUCGAUUGUUACUACUUUGUUGCU

GGUGAUCUUCGGAAGAGUUAUUGAUAAUGAA

UAAC) 

Step5. Extended (2) based on Polynomial 

Convolution (Note: mask filter length = 24)  

(GGGCUUGAUACAACGUGGCUCUCACUAGUA

UCGGUGGGAUAUUCAGCGAUUACAUCGUUAG

AAAACGACCAGUGAUUACAGCAGAGGCAUCA

GCAGCCCACUCUUUCUCUAAGUGACCUCUUA

CUAGUCCUAUUGGGCUCCUCGUAGAUCUAAU

GUAACCACAGA) 

Step6. Random Key Generation (330 bit ) = 
(1111111001011100010010000010110111111001100

11000100100110100011011110111111100010001011

00011101100010100100001101101010011000000001

01100101000110111000101001000111000110011111

00001100011100011101010001001100101011001100

10000110111001010011001010010010011011010010

00101111111100110100110110100110001100100000

11101000010100010001100) 

 

Fig (2): Interface of proposed program using c#.net 
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