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 Abstract - The increase in the amount of data in 

encrypted databases has caused problems in data 

processing and retrieval time. In traditional query 

processing methods, there are many difficulties in 

execute query over an encrypted database because it is 

time- consuming. In this paper, proposes technique for 

querying encrypted databases records, allows 

authorized users to execute queries without decrypting 

all  the records of the encrypted database. In this 

technique, inverted tables include the numbers of 3D 

box cover locations that were created to enhance and 

speed up the retrieval time of query and improve an 

approach of data embedding according to the random 

3D box. The proposed method has been examined on 

the Iraqi voter encrypted Database. The retrieval time 

in (second, millisecond) has been computed for the 

traditional method of query processing and proposed 
technique that using inverted tables. The retrieval time 

of query executing of proposed techniques without 

retrieval of all  the records of the encrypted database is 

10.870 (seconds, millisecond) where the retrieval time 

of query executing of conventional method that’s 

retrieval of all  the records of the encrypted database is 

40.682 (seconds, millisecond). 
 

 Index Terms - 3D Box; Encrypted Database; 
Inverted table; Query processing; Retrieval Time  
 

 

I.  INTRODUCTION 

Data are critical resources that must be 

securely saved for the efficient transaction of a 
company. Typically, companies store sensitive 
information in secure databases.  In traditional query 

processing methods, there are many difficulties in 
execute query over an encrypted database because 
requires decrypting all the records of the encrypted 

database to retrieve specific query processing that is 
led to large computations and time consuming.  

Cryptography is an important strategy in database 
security. Unlike encryption, traditional security 
techniques cannot provide optimal data security. 

Data encryption provides an important dimension in 
security and prevents unauthorized users from 
gaining illegal access and stealing sensitive contents 

of database, which are stored in storage media, such 
as CD-ROM, tapes and disks. DBMS can be defined 
as data collection in addition to collection of 

programs for accessing such data. The database 

includes certain information related to an 
organization. The main aim of DBMSs is to provide 

an approach for storing and retrieving database 
information which is simple and effective [1][2]. 
Organization databases include sensitive data that 

can be unprotected from attacks and misuse [3]. 
Many techniques, such as encryption and other 

steganography methods, can solve this type of 
problem [4-6].  Cryptography provides important 
security for the database. Unlike cryptography, 

conventional security techniques cannot provide 
sufficient data security [7]. Data encryption 
produces a significant dimension of security that 

prevents users from gaining illegal access and 
stealing data from the original database when stored 

in storage mediums (e.g. CD-ROM, tapes and disks) 
[8]. Nevertheless, encryption safely assists in system 
execution because querying cannot be directly 

implemented in the structural query language (SQL) 
of an encrypted database. SQL query can only work 
when encrypted data are decrypted. This entire 

process requires a certain amount of processing 
time. Although these mechanisms somehow restrict 

their applicability, several mechanisms have been 
suggested to solve this performance deterioration 
problem [9] [10]. 

 

II.  RELATED WORKS 

Providing sufficient security is a big problem for 
large databases. Thus, the encryption techniques of 
database management systems (DBMSs) can be 

used. Anyway, despite the high security provided by 
encryption, problems, such as system degradation 
efficiency caused by techniques of encryption, still 

exist.  
Reference [11] suggested a private database query 

protocol for seeking encrypted records by using an 
equality test algorithm on the encrypted databases. 
This suggestion aims to find and execute an 

effective form of search condition at each fully 
homomorphic encryption (FHE) cipher-text by 
using the algorithm of an equality test.  

Reference [12] produced a new technique that 
includes an indexing that used for searching the 
range queries in the large database. However, the 
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disadvantage of this technique, is only useful for 
numerical data and not for character data.  

Reference [13] suggested a new method for 
searching queries on the encryption database by 
using a homomorphic encryption technique based 

on the ideas of Gandhi’s method. This method has 
two phases. In the first phase, homomorphic query 

can be used with a ring-based FHE. In the second 
phase, we use the homo-morphic query to build a 
keyword search method in the smart grid. Reference 

[14] suggested that the range of attributes of user are 
dividing into set of intervals. On the client’s side the 
compatibility between the original values of DB and 

intervals are preserved, on the other hand, interval 
information with encrypted tables are saved in the 

original database. Data are queried in efficiently 
manner by matching the original range and 
equivalent query information with the 

corresponding interval values.  
Reference [15] proposed a new method that includes 
a designing of a B+-tree with values of plaintext, and 

then each B+tree node was encrypted and saved at 
an unauthenticated DBMS. The main B+tree was 

then executed at the unauthenticated DBMS as a 
table with ( 2 attributes), called ( node ID) which is 
assigned by the system upon insertion, and the 

contents of encrypted node. This technique has pros 
and cons. the content of B+tree is invisible to an 
untrusted service provider of database is considered 

as pros, whereas cons are that it includes a large data 
processing on client machines. 

According to the previous studies, there are time 
consuming issues when applying  query over an 
encrypted database. Some of researchers, try to 

overcome this issue however, some problems still 
exist in query processing. The main contribution of 
this paper is to suggest inverted table and 3Dbox to 

speed the retrieval time of query processing  without 
decrypting all the records of the encrypted database. 
  

III.  DATABASE OF IRAQI VOTER 

 In order to examine the proposed technique, the 
Iraqi voter database was used, which is a database 

that includes information about (first name, second 
name, third name, ... etc.) as shown in table (1) and 
it encrypted by using Advanced Encryption standard 

algorithm with Galois Field (24) to make a balance 
between time and complexity and enhance query 

processing in terms of eliminating computational 
overhead. 
overhead. 

 
TABLE 1 

 IRAQI VOTER DATABASE STRUCTURE 

 

 

IV.  NVIRONMENT OF THE PROPOSED WORK 

The proposed method consists of two main 
stages, the first included construction of 3D box to 

hide the encrypted records of database in randomly 
manner to increase complexity and the second stage 
included building of inverted tables for speeding up 

retrieval time of query executing. 
 
A. Construction of 3D Box 

In this stage, a three-dimensional box was 
built, the dimensions of the box are (x, y, z) and the 

length of each dimension is (10), meaning that the 
size of the box is (10, 10, and 10). It is used to hide 
the encrypted database records as each of the box's 

locations is a vector that contains all the information 
of the encrypted row as shown in figure (1). 

 

 
Fig.1 Structure of 3D box components. 

 

Before the process of hiding the encrypted rows 
inside the three-dimensional box, a random matrix 

called permutation key was created based on pseudo 
random generator method for the locations of the 
box where it works to generate random values for 

the cells of the box and these values 
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range between (0,0,0 and 9,9,9). Depending on the 
permutation key matrix, the encrypted row will be 

embedded inside one of the cells of the box in 
random manner in order to increase the randomness 
and complexity of the encryption process, thus 

increasing the security level of the database.  

For example: the first encrypted row that has zero 

identification in the original database, will be hide in 
the location (239) in the 3D box, where 2 is represent 
the X dimension, 3 is represent the Y dimension and 

9 is represent the Z dimension of 3D box  . The 
second encrypted row that has one identification in 
the original database, will be hide in location (683) , 

where 6 is represent the X dimension, 8 is represent 
the Y dimension and 3 is represent the Z dimension 

of 3D box  and the process continues for all the 
encrypted rows of the original database with random 
manner. 

The 3D box cover as (shown in algorithm 1) is a 
regular 3D box, but the encrypted records are hidden 
inside it, meaning that each element inside the 3D 

cover is embed inside it an encrypted record from 
the database records I.e, all encrypted records inside 

the box were hidden in a random manner, meaning 
that (xyz) is a random number and not a sequence. 
The main goal of this stage is to hide the encrypted 

records and distribute them randomly to increase 
diffusion and complexity of the system and thus 
immune the database system against many types of 

attacks. 
 

Algorithm 1 : 3D box Construction 

Input: x, y, z  (the length of dimensions of 3D box are  x=100  

y =100  z=100 ) 

Output: 3D Box cover 

Begin 

Step1: Generating random numbers of values with range (0 to 

(x*y*z) -1). 

Step2: Fill the 3D box locations with random numbers of 

values of step1. 

Step3: Embed the encrypted records of the database in 3D box 

according to  random 3D box locations (more diffusion) and 

save as  3D Box cover 

End 

 
B. Construction of inverted tables  
 

At this stage, the original database has been 
divided into a set of tables called (Inverted Tables) 
and the number of them is equal to the number of 

columns of the original database. Each inverted 
table contains two columns, where the first column 

contains the values for the first column that belongs 
to the original database without repeating, which 
means, it is similar to the content of the first column 

in the database with omitting duplicate values. As 
for the second column, it includes the random 

numbers for the three-dimensional box locations, 
which it contains the record numbers that include the 

first name in the first column in the database. Table 
(3-9) shows the structure of inverted table that 
derived from the first column of the original 

database (database of Iraqi voter). We notice that the 
first column in the table (3-9) contains all the names 

of the first column of the database without repetition 
while the second column includes 
numbers )038,849,213,237) refer to the locations of 

3D box that contain all the names of (صدام). At this 
stage, the inverted tables are built for each database 
columns. 

 
 

Table II 
 Inverted table structure. 

 
 
 

 
 
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 
 

 
The main goal of creating these inverted 

tables is to speed up the search process in the 
database and minimize computational and time 
requirements when querying about a specific 

information. When a specific query is generating by 
the user of the database, instead of searching in a 
large database, the search is done in the inverted 

tables, which represents less space compared to a big 
database, due to the fact that the values of the 

inverted tables are non-repeated values and thus 
increase the speed of response to the queries 
received into the database, meaning that the 

proposed system is efficient in terms of responding 
to individual and complex queries. The mechanism 
of working the inverted tables depends on the 

principle of intersection of the information received 
between more than one inverted table to find the 

appropriate query. For more details, the following 
example illustrates the mechanism working of the 

inverted tables .  
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V. QUERY IMPLEMENTATION 
 

At this point, specific data contained in the 
encrypted database is queried by the authorized 
person. This stage depends on a set of operations as 

follows: 
1. When performing a specific inquiry, the 

transition will be made to the inverted 
tables, where the search process will take 
place within it to obtain the specific 

elements of the inquiry, i.e. obtaining 
random numbers that indicate the locations 
of the 3D box cover. 

2. After that, it is moved to the locations 
specified in the 3D box cover to obtain the 

numbers of the encrypted records identified 
in the query which are founded in the 
encrypted database. 

3. Then the encrypted records which were 
previously identified in the above step will 
be decrypted using AES with GF(24), that 

means decrypt only the specific encrypted 
records ,not all the encrypted database. 

4. Then the specified items are decoded and 
then the records become readable by the 
authorized person. 

The following diagram shows the mechanism of 

Query implementation: 
 

 
 

Fig. 2  Diagram of query implementation. 

 
A. Algorithm outline 

 

The proposed algorithm is presented as follows:  

1. The user presents a query to the DB system.  
2. The query is sent to the inverted tables. 

3. From inverted tables we obtain the random 
numbers of 3D Box cover.  

4. The SQL query is performed the searching 
operation on encrypted records.  

         If (the search process does match all the values 
of the query) then 

the record is decrypted and decoded and 

then retrieved with real information to user. 
Else 

 “Information is Not found”.  
5. Exit.  

 

V I.  EXPERIMENTAL RESULTS 
 

Our technique is implemented on Iraqi 

voter database. The table of encrypted database 
includes 1,000 records used for testing. In practice, 

the time of query executing of the proposed method 
is faster than the traditional method without inverted 
tables as our technique divided the large database 

table into smaller tables called inverted tables. 
Moreover, the proposed technique is more effective 
in large databases that contain high repetition, 

especially those that contain Arabic names. Table 
(3) demonstrate the time consumed by the proposed 

technique, as compared with the conventional 
techniques. 

 
Table III  

 shows Retrieval time of query executing between our algorithm 

and conventional algorithm 

Database size (each 
record of Database has 

same size of bits equal 
to 160 bits ) 

Time (second, 
millisecond) 

Conventional method 
(Standard AES) 

Time (second, 
millisecond) 

Proposed method 

1000 record 40.682 10.870 

 
According to Table (3) ,The retrieval time of query 

executing of proposed techniques is faster than the 
conventional method (Standard AES). The proposed 
method doesn't need to retrieval all the records of the 

encrypted database . 
 

V I I.  CONCLUSION 
 
This research proposed an effective algorithm for 

query processing on encrypted database. The main 
goal of this paper  to execute queries without 
retrieval of all the records of the encrypted database 

according to suggested inverted tables and 3D box.. 
In traditional methods, the query implementing from 

a large encrypted database has time consuming as 
the database needs first to be decrypted entirely or 
partially before data retrieval to user . This paper 

addressed the time consuming problem in 
conventional method that causes system 
performance degradation and manipulates it by 

speed up query retrieving time to enhance system 
performance in terms of using inverted tables.  

Based on The retrieval time factor, The query 
processing of proposed techniques requires 10.870 
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(seconds, millisecond) while it requires 40.682 
(seconds, millisecond) in the conventional method  
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