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Abstract
Human history has known many conflicts and wars among nations
and its field has been the ground, and are run by well-known
instruments suited to this or that conflict (land, sea, air). Each
party, regional or international, has its own traditional tools In
deterrence, attack and defense, in a more obvious sense, that all
parties involved in the conflict can determine the enemy and the
friend in advance, what they have and what they have and the goals
they want to achieve when entering into a conflict. However, by the
end of the second century and the entry of the third century and
thanks to the information revolution, which is the vast amount of
knowledge and information and the technological revolution of
satellite and direct communication through smart computers and
the Internet, there is another theater and space is managed by all
kinds of conflicts and their names , This theater is quite different
from the old theaters of conflicts (land, sea, air), it is a theater that
came in line with this era, Technological development, such as
Internet access, computers, mobile devices, broadband Internet
availability and low cost mobile devices, has led to an increase in
the number of Internet users and increased adoption by States of
these technologies for economic and social development. However,
the openness that characterizes the Internet and cyberspace in
general has made it vulnerable to transgressions and non-peaceful
activities. Cyberspace users from both countries and non-states are
vulnerable to violations and threats to their electronic systems. No
government, no management, no third world, The more advanced
countries, to distance themselves from the concern that represents
the penetration of networks, and threaten its security and interests.
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"D Andrew Lohn, Cyber Warfare, (Objective analysis. Efective solutions (RAND), 1 Nov 2018) .
look at : https://www.rand.org/topics/cyber-warfare.html
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https://army-tech.net/forum/index.php?threads
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2 look : Jurgen Habermas, Between Facts and Norms, (Contributions to a Discourse Theory of
Law and Democracy, The MIT Press, Cambridge, Massachusetts , Second printing, 1996) .

Available on : http://blogs.unpad.ac.id/.../J%25C3%25BCrgen-Habermas-Between-Facts-and-
Norms.pdf
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@5 Michael Chertoff, The Cyber Domain And The Evolution of Smart Power,( Symposium
Three, :Employing Smart Power, Co-Sonsored by U.S Naval Institute, March 24,2009),p.25 .
look at : https://www.asymmetricthreat.net/pdf/symposium3_report.pdf
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Y Philip Seib and Dana M. Janbek, Global Terrorism and New Media: The Post-Al Qaeda
Generation, (New York: Routledge, 2011), p. 44 .
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.https:/lul.edu.lb/files/news_20171023.pdf
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https://carjj.org/sites/default/files/wrq_ml_Imrkz_-_d._mn_Ishqr.docx.
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O Barry Jaber, Cyber Security M&A: Decoding deals in the global, (November 2011), p, 5 .
look at : https://www.pwc.com/gx/en/aerospace-defence/pdf/cyber-security-mergers-
acquisitions.pdf
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3 See more: Strategy for Operating in Cyberspace, (US Department of Defense, July 2011).
look at : http://www.defense.gov/news/d20110714cyber.pdf
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