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Abstract— Conventional voting activities are often replaced by electronic voting (EV) in
light of the quick expansion of the Internet. For a variety of reasons, various nations have
lately switched to EV rather than conventional voting. Different EV systems were
presented up to this point. In both practical and theoretical fields, on the other hand,
there is no perfect solution. To meet such objectives, the researchers strive for preserving
cryptographic primitives when developing high-efficiency e-voting schemes. The concept
of fog computing was developed to improve network infrastructure to satisfy the demands
of large amounts of data the same time as also increasing the efficiency of the processing
power. Also, it has been created as well to address concerns with Cloud computing, like
the distribution environment complexity, real-time response, mobility, and loT
application location awareness. The concentration of this study was on a complete review
regarding the systems of EVs through various scholars as a platform to detect flaws or
problems in the deployment of extremely secure EV systems. In addition, nations having
a history of EV system adoption were examined. A concept for future work on establishing
a safe EV system depends on problems discovered in numerous works.

Index Terms— fog computing, security, E-voting, cryptographic, cloud computing.

I. INTRODUCTION

The EV system can be defined as a new voting paradigm. EV has become one of the significant
technologies worldwide in place of conventional paper voting. Developments in communication
technology may make geographically distant locations more convenient and accessible. E-voting
systems come in a variety of types [1]. The fingerprint voting system requires the user to submit her
or his fingerprint as proof of identity. The fingerprint technology scans the data from the fingerprint
and validates data that has already been saved in the database in addional the finger vein recognition
scheme is considered more robust, secure, and emerging biometric traits[2].

Due to its unique characteristics such as live detection, anti-counterfeit, and need small
portable capturing devices. In the case where the provided information matches the database data,
the system permits the person to vote. As a result, the heart of the computerized EV system, where
election data is stored, recorded, and processed as digital information in the modern day, was
confidentiality, security, accuracy, and reliability. At the time of voting, fingerprint sensing could be
used to authenticate online voting. Since National identity is considered one of the system's keys, it
will make the system more secure by utilizing the National identity card number, distinctive for every
individual, ensuring that there is no duplicate voting [3]

Face recognition plays an important role in many powerful types of research. With the current world
security status, governments, as well as the private sector, demand dependable methods to recognize
individuals precisely without contradicting with rights or privacy.[4] Face recognition systems have
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become far more efficient. Yet, the accuracy of the face recognition method could be improved. The
effects of such approaches are influenced by changes in the surroundings, like expression disparity,
illumination deviations, and pose variations [5].

E-voting with the use of biometric has provided a more secure way of voting in a democratic country
compared to the traditional voting where papers are used, and voting is insecure . Biometric is a
physical and biological quality of an individual which is different for every person .There are different
types of biometric traits among which are facial recognition, Fingerprint, iris recognition, and palm
print.[6]

Fog computing can be defined as a method for bringing centralized cloud operations closer to end
users by moving computing applications, services, and data to the network edge[7]. It's a distributed
model that delivers the cloud as a service for network edge devices. Rather than controlling network
devices like the switches and getaways, it creates control, configurations, and administration over the
Internet [8]

Il. RELATED WORK

Different researches on using the voting systems are still underway in the literature. The properties of
such technology enable the creation of decentralized and automatic voting systems in theory. Also,
indeed, scientific research is still a long way from finding a definitive solution for creating an EV
system that can replace conventional voting methods, as evidenced by recent studies in the Table |
below.

TABLE |. RELATED WORK

No Authors and Method Results and features Limitation
name of a paper

[91 Zinah J. Ameen, “Application Web-based This  study introduced a  The dataset very small
Voting System of Web based in system. computer-assisted voting and  where This system was
Iraq” (2017) counting mechanism. Election-  tested on ten persons six

related data is stored and  were recognized and able
managed digitally in an EV  to vote.

system. A web-based EV

program with the use of

ASP.net and SQL server was

proposed. This application

implements the voting

procedure in the voting station

and displays the results of the

election.

[10] A. Ben Ayed “Aconceptual Hash Algorithm Depending on Blockchain ~ The centralization of the
secure  Blockchain  based (SHA-256) technology,  the  research I-VVoting system makes it
electronic  voting  system” presented an EV mechanism.  vulnerable to DDOS
(2017) It's a decentralized system that  attacks what could make

doesn't depend upon trust. Any
registered voter will be capable
of voting via any device with an
Internet connection. No one will
be capable of manipulating
Blockchain because it will be
distributed and  verifiable
publicly.
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[11] M. Pawlak, Towards the intelligent
intelligent agents for agents
blockchain e-voting system” +
(2018) Blockchain

[12] SH. GAO and el., “An Anti-
Quantum E-Voting Protocol in

combining with
traceable ring

Blockchain with Audit  signature
Function” (2019) algorithm
+ Blockchain

[13] S. Aruna, M.Maheswari el., Blockchain

”Highly Secured Block-chain +

Based Electronic Voting SHA3

System Using +

SHA-3 and Merkle Root” RSA

(2020)

[14] A. Santha Sheela et.,
“E-Voting  System  Using
homomaorphic Encryption
Method (2020)

Homomorphic

The goal of this study's agent-
based solution for the ABVS
EV system is to improve voting
security by decreasing the
application's role in polling
stations to that of an
intermediary between agents
and voters, who will handle all
of the tasks that are associated
with vote processing and
transmission. Furthermore, the
agents could be distributed via
nodes, making any attempts for
breaking into the EV system
and steal sensitive data easier to
identify.

This study suggests a
blockchain based EV protocol
that ensures the transparency of
the voting process. By using
certificate-less and code-based
cryptography, this approach
may audit voters acting
wrongly and quantum attacks.

Based upon the block-chain
block generation and sealing,
research created an efficient
approach to create a block for
each vote. Each candidate's
votes could be counted using
the sealed blocks. This
suggested system overcomes
the drawback that votes are cast
by EVMs, and there isn't any
method to ensure that votes are
not cast in any form of electoral
fraud and that just a voter has
access to her/his data and who
voted for them. All information
regarding the EV system is very
secure on a blockchain with the
use of RSA, SHA3, and Merkel
root algorithms.

This voting mechanism makes it
simple for everyone to cast their
votes. Online voting increases
the number of votes cast, and
manual  tallying will be
unnecessary. Therefore, we will
get a very quick and clear result.
We can solve numerous
problems with the present
system by employing this newly
built system. This system is
more effective than the one
currently in use.
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the voters would receive
unique electronic voting
cards. These cards would
not be sent directly, but
as voting agents this
make misuse or attacks
can be get to this card this
make the system
weakness.

This study is suitable for
the small-scale election
and has some advantages
in security and efficiency
when the number of
voters is small.

the main problem occurs
when the clients don't
safeguard their private
credentials. This implies
there is consistently a
danger of private keys
being taken. As an
undertaking or business,
you have to teach clients
on the best way to protect
their private keys.

Using the Aadhaar card
number of the particular
voter and then check
whether  the  given
number is correct or not
from the Aadhaar card
detail database this card
able to wasted and
database to vulnerable to
attacks
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"Real Time Face Recognition
in Electronic Voting System
using RFID and Open CV
(2020)

Onu, Fergus Uche (Ph.D.) Ibe,
Walter EyongEneji, "Analysis
of Strengths and Weaknesses
of Online Voting Systems: the
Way Forward" (2021)

R. Tas and O. Tanr1”

“A  Manipulation Prevention
Model for Blockchain-Based
E-Voting Systems” (2021)

M. Goyal and et.,

“Sustainable E-Infrastructure
for Block-chain-Based Voting
System”(2021)
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Haar  feature-
based cascade
classifiers

Blockchain

Blockchain &

Homomorphic

Ethereum
Virtual Machine

This research proposes a more
efficient method of voting. In
the voting process, we have two
levels of security. The first level
is RFID number verification,

and the second level is
face recognition. The
implementation of a
new approach for each voter has
greatly increased our
system's security. Face
recognition in the
application improves user

authentication in the system,
allowing the application to
determine if the wuser is
authenticated or not.

Online voting systems in their
design for accommodating good
security characteristics which
will shield them from the fraud,
and enable harvesting plenty of
benefits that are related to
systems.

The counting and voting phases
of the suggested system
operated as expected, according
to simulation data. Ballots are
encrypted using homomorphic
encryption and after
that distributed to system nodes.
Only valid voter ballots will be
recorded as transactions that
will then be mined into blocks.
It has been verified as well that
the system continues to function
even in the case where a node
fails. All stakeholders would be
informed of the election results
without any data loss.

The key aspect of this system is
that voters might vote from
anywhere in the world because
the voting process has gone
online and digital. Because
voters from outside the country
might vote from any place
where they are, the total
percentages of voting can be
greatly increased. Because this
EV is based on Blockchain
technology, it's entirely secure
and authorizes the system. The
most essential features of this
system are that it is transparent,
portable, simple, and reliable.

60

voting system is not
secure and time
consuming as well. The
people who are not
eligible to vote can also
cast their votes by
unwanted means, which
may  cause  various
problems

observed that the DEF
CON method of sending
ballots over email like
the military does, is
incredibly insecure

most important
limitation has been the
difficulty of simulations
with as many nodes as a
real election system
needs.

Need to make it simple
and easy so that anyone
can use it without any
professional knowledge
of Computers.
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I11. E-VOTING SYSTEM AND SECURITY REQUIREMENTS

Electronic voting constitutes an important part of democratic governance in an ICT-enabled
environment. This is aimed at increasing the participation of citizens in the nation’s electoral process
while at the same time improving the outcome of an election as compared to traditional voting
systems.[19] Electronic voting supports a critical electoral process including verification of eligibility,
registration stage, voting stage and finally counting of votes electronically. Fig. 1 depicts the
conventional voting system. The following EV requirements must be met by adequate EV
systems[20]:

1. Anonymity The voting turnout should be protected from external interpretation during the polling
procedure. There will be no correlations between the registered votes and voter IDs within an electoral
structure.
2. Accuracy and Auditability
Accuracy, also known as correctness, requires that declared results match election results exactly.
This indicates that no one can influence other citizens' votes, that the final tally includes all of the valid
votes, and that no conclusive tally of the invalid ballots exists.
3. Democracy/Singularity
A "democratic" system is one in which only eligible voters might vote and each registered voter
could just cast one vote. Another feature is that the vote must not be duplicated by anybody else.
4. Vote Privacy
After a vote has been cast, nobody must be able to link a voter's identity to their vote. Computer
secrecy represents a delicate confidentiality form, implying that voting relations will remain concealed
for a long time as computer power and new approaches change the present rate.
5. Integrity and Robustness
This requirement ensures that a sizable group of voters or representatives will not be able to sabotage
the elections. It assures that registered voters will be able to abstain with no difficulty or encourage
others to exercise their right to vote. Officials and citizens who are corrupt are banned from contesting
election results by claiming that another member did not fulfill their part appropriately.
6. Lack of Evidence
While anonymous privacy protects against electoral fraud, no system can guarantee that the votes
are not influenced by bribes or election rigging. From the beginning, this question has been rooted.
7. Fairness and Transparency
It means that no one can learn the details before the count is made public. It prevents acts such as
prediction publishing to affect the decisions of the late voters or presenting a large, however, an unfair
advantage to particular groups or individuals in return for being the first to know.
8. Mobility and Availability
The systems of voting must be available at all times throughout the voting period. Voting systems
must not restrict where people can vote.
9. Verifiable Participation/Authenticity
The desirability criterion allows you to determine whether a single voter participated in the elections
or not. This criterion should be met when voting by voters is made mandatory through the constitution
(as it is in some nations like Germany, Australia, and Greece) or when abstention is considered a
disrespectful act in a social setting (like the medium and small-sized elections for the delegated
corporate board).
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10. Reassurance and Accessibility

To ensure that everyone who wishes to vote has the chance to do so at the appropriate polling station,
which should be open and accessible to voters. Only qualified voters must be permitted to vote, and
all of the ballots have to be counted precisely to ensure that the elections are genuine [20]

Conventional Voting System

Result Declaration

% > g — \\r.J

q — v Voting -]
Voter
a Accreditation | A Re,mh
Voter Collation and
Transmission

FIG. 1 CONVENTIONAL VOTING SYSTEM[21].

IV. ON-LINE VOTING SYSTEM PROBLEMS AND SOLUTIONS

Many conditions must be met for traditional paper-based voting, voting via digital voting machines,
or voting through an internet voting system: the solutions and problems for achieving such criteria in
online voting systems are summarized in Table Il below [20]

TABLE Il. SOLUTIONS AND PROBLEMS OF VOTING SYSTEMS

Problem

Solutions

no properties
1 Eligibility
2 Unreusability
3 Privacy

There are threats: To begin, any
changes to the voter list must be
double-checked to ensure that no
illegal voters are added, and the
mechanism of identification has to
be both secure and trusted to ensure
that a voter's account can’t be stolen
or exploited by intruders.

It's difficult to achieve both voter
anonymity and un reusability.
Furthermore, allowing the voter to
re-vote could be important, making
the task much more difficult.

Privacy in an online voting context
means that nobody but the voter
knows the way a participant has
voted
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The solution to the eligibility
problem is simple. To vote online,
voters must use a recognized
identification system to verify their
identity. All of the legitimate
voters' identities must be added to
the participants' list.

glance, implementing un
reusability could appear
straightforward in the case where a
voter casts their vote, all that is
required to be done is placing a
mark in the list of participants and
not allowing them to vote another
time.

Homomorphic encryption, blind
signatures, and mix-networks are
merely a few of the ways that are
utilized to achieve this attribute. A
blind signature represents a data
signature type where the signer
does not have an idea of what they
are signing. It is accomplished by
employing a blinding function,
which combines signing and
blinding.
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4 Fairness

5 Soundness and completeness

Voters encrypt their selections
before sending them, and these
choices are decoded at the end of the
process of voting, ensuring that no
one gets intermediate outcomes. The
important point to understand here is
that in the case where somebody has
a key to decryption and access to the
encrypted decisions.

Although the soundness and
completeness characteristics appear
to be simple, implementing them
could be difficult based on the
protocol. In the case when ballots
are decrypted one at a time, it’s
simple to differentiate between
invalid and valid ones, yetin the
case where the hemimorphic
encryption is used, things become
more problematic.
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The solution to this issue is
through the distribution of the key
amongst many key-holders.

Zero-knowledge proof is used to
tackle this problem. This represents
a cryptographic way to prove a
statement regarding the value
without releasing the actual value,
according to the definition. Range
proofs, in the instance, show that a
given value belongs to a specified
group in these cases.[22]

V. LIMITATION AND BENEFITS OF E-VOTING SYSTEM

The use of electronic means or information technologies for conducting voting operations is
known as EV. In addition, EV is a broad phrase that encompasses a wide range of technologies,
methods, and applications. EV systems have several drawbacks and advantages illustrate in Table I11

[23] : -
TABLE I1l. DRAWBACKS AND ADVANTAGES

Limitation . Legislature: The current government's unwillingness to pass legislation supporting the
development of mobile voting electoral systems. It could be a fear of not being able to manipulate
the system for personal gain, a lack of basic ICT understanding, or something else.
) Lack of trust in the technology used to enable mobile voting in terms of security and
reliability; Mobile voting represents a relatively new technology that has yet to acquire
widespread adoption in electrical procedures.
. Complete control by the governmental authorities: The purpose of the electoral system
is to fulfill the people's mandate. This is majorly essential to limit the activities of political office
holders while still reaping the benefits of governance[16]
. when that voter will utilize a secure device for casting their votes. Even when the
system is secure, the hackers are capable of casting or altering a vote with the use of malicious
software that has been installed already on the device of the voter. [22]

Benefits o Fraud prevention, through decreasing human involvement.
. accelerating results processing.
. Decrease the spoilt ballots through automatic validation and enhanced presentation of
the ballots.
. Increasing the involvement in the democratic process because of easier availability (i.e.
remote voting).
o Decrease of costs because of the reduction in voting overhead.
. possibility for more direct democracy[11]
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VI. RISK AND CHALLENEGES OF E-VOTING SYSTEM

It is vital to know and prevent financial, technological, and management-related risks and problems

for electronic technologies to be deployed efficiently in the long run the existing challenges can be

divided into two categories: first, those related to the inherent weaknesses of the e-voting system,

which are generally related to issues of data validation and security; and second, those related to the

condition of voters and the completeness of supporting facilities and infrastructure[24]:

1. Lack of transparency: Dissimilar to all other ICT technologies, electoral technologies have a

distinctive feature: they maintain the ballot's secrecy.

2. Security: The transmission of the summary data from polling stations to districts or the upper level

must be protected by security measures. When the transfer is done over the Internet (by modem or

satellite equipment), the risk increases.

3. Foreign interference: A hacking attack/cyber-attack on electron infrastructure is one of the most

common forms of interference. The voting process is subject to hacking attacks and cyber-attacks in

electronic elections through DoS [5]to describe the difficulty of the voting system: -

e The system is only useful for remote voters. Not the voters who are residing in the area in which
voting is held.

e A huge initial investment is required to set up units in different locations.

e The biometric authentication process may consume a little more time as it involves several
processes.

o Biometric authentication sometimes fails to identify even genuine voters and denies them the right
to vote.

¢ Itis functioning largely depends on the sophisticated network infrastructure as most of the operations
are cloud-based.

e As almost all the processes are happening using cloud infrastructure, there may be cause to worry
about the security and safety of data [22].

VII. FACTORS THAT EFFECT ON SECURITY

Threats are the entities or activities that jeopardize the safety and accuracy of an e-voting system.
Based on the source, they can be categorized into internal and external :

1. The internal threats come from those who have authorized access to the e-voting infrastructure and
components, including authorized users or even internet service providers.

2. The second threat source comes from the people that have no authorization to access the equipment
or infrastructure. Voters may access the e-voting system through personal computers, public
computers, or kiosks, and try to use different identities (fake or real) to cast multiple votes.

3. using personal or public computers may impose the voters on the danger of malware vote
modification — changing votes, collecting their information, or even attacking the evoting system .
Election officials access the e-voting system through the consoles. They are authorized users for
manipulating evoting system properties such as adding/removing eligible voters’ groups, defining vote
structure, time, and date of casting votes .

4. External threats — the second source — are from individuals or organizations that do not play any
supportive role in elections, like hostile individuals, criminal organizations, protest groups, foreign
intelligence services, and terrorist organizations . Relying on their technical capabilities, these
individuals may try to ban votes to be cast, monitor the voting process, hurt the e-voting system, and
change election results. Since these attackers are supported by organizations or groups like other
countries or rival political parties, the damages can be significant or even change election results[25]
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VIIl. COMPARISON OF CASE STUDIES OF THE EXPERIENCE OF ELECTRONIC
VOTING FOR DIFFERENT COUNTRIES

E-voting has lately been reported as the unavoidable future of electioneering in various nations
worldwide. Some nations have legally approved the use of EV methods for electing their leaders,
whereas governments in other nations are hesitant. Technical questions about the rejection
and adoption of EV methods were undoubtedly raised. As a result, Table IV show overview of using
EV methods in some nations. [26]

TABLE IV. EV METHODS IN SOME NATIONS

Technologies used

problems

no country

1 Netherlands

2 United States of
America (USA)

3 India

4 Switzerland

5 Estonia, a country in

Northern Europe

6 Nigeria
7 Bangladesh
8 Uganda

direct-recording electronic (DRE)
voting machine

Those technologies are DRE,
Machines of Hybrid Voting, and
Optical Scan.

Adhere card and finger-print are the
main authentication credentials

the voting system that is referred to
as Unisys Internet voting system
which has been launched in 2002
National ID cards and mobile IDs on
the website for the authentication

introduced Permanent Voters Card
(PVC) and card readers for the
accreditations
Automatic fingerprint identification
system (AFIS)

A digital camera was used to
take a photo of the voter, and
biographical data was collected
with the use ofa paper-based
registration form.

When a voter has turned away due to an invalid
ID card, the Netherlands faced a security-based
authentication challenge. Imposters might also
fake an actual voter's ID card. The Neap ES3B's
Erasable Programmable Read Only Memory
(EPROM) might be removed and substituted
with tampered memory to favor one candidate
over another.

In 2016, the US accused Russia's government
of interfering with the US election's cyber
security.

The costs of creating Adhere cards for
authentication are higher compared to non-
biometrics-based cards.

The SMS channel has been discontinued in
2007. Voters' votes were secured using
encryption methods.

Because decryption and
encryption methods create suspicion of the
sensitive results, rigging is feasible.

election malpractices like rigging, false voting,
and false declarations of the winner have been
characterized in the 2019 general elections

BVR encountered major logistical,
legal, political, administrative, social, and
environmental problems during its

development and execution. In particular, (a)
there was no legal framework for collecting
AFIS data or producing and distributing NIDs;
(b) time was limited because the election had
been postponed and there was pressure to hold
it as soon as possible, and (c) the EC required a
considerable amount of money, logistics, and
technical expertise for the BVR process.
Multiple voting was not detected in some
circumstances by the facial recognition system.
The poor image quality influenced the FRS
results, and by 2010, images taken in 2001 had
aged and were no longer easily examined. Since
the images on the floppy drives used for storing
the images were corrupted, certain voters did
not have a photo. [27]
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IX. FOG TO ENHANCE SECURITY AND PRIVACY

Fog computing, dissimilar to cloud computing, has its own set of properties, including resource
constraints, distributed nature, and distant operation. Those properties have created a
distinctive environment in the area of image transfer security and privacy. Despite fog computing
being a featuresrich platform, it is dogged by its susceptibility to several security, privacy and
safety concerns, which stem from the nature of its widely distributed and open
architecture[28], [29]it also used to work with sensitive information which is generated from
several sources. For securing these types of sensitive information, privacy is one of the most
significant concerns in Fog computing. There are lots of privacy issues that arise in the Fog
environment[30]

That is, because it presents specific local privacy and security services like threat detection and local
monitoring, it might improve the overall security regarding the 10T layer. However, the bulk of
research has found that Fog reduces the privacy and security of 10T applications.

In this architecture, three layers can be identified; device layer, Fog layer, and Cloud layer.
These three layers can be connected directly or indirectly with public authorities such as key
generation center and certificate authorityas depicted in Fig. 2 [31],[32]

Device layer: In general, the devices in this layer are geographically distributed and have low
computation capabilities and limited storage resources. These devices collect and send raw data to the
upper layer (Fog layer) for processing and storage. Fog layer: It is located close to the device layer
and it is composed of a large distributed number of Fog nodes. The Fog nodes consist of network
equipment (mobile or static) with higher storage and computation resources than the device layer
capabilities such as gateways, routers, access points, switches, access points, and so on. Cloud layer:
The Cloud layer consists of multiple high-performance servers and permanent storage of an enormous
amount of data. It provides many applications and services such as smart power distribution and smart
transportation. These services are accessible at any time and from anywhere through the internet
connection[28]

Cloud
Layer

Cloud
Server

Apphcatlon

FIG. 2 ARCHITECTURE OF FOG COMPUTING[33].
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X. CONCLUSIONS

The purpose of the present work is to review and assess the present study based on the EV systems.
The latest EV research with the use of various technologies is discussed in this article. First, the concept
and its applications are discussed, followed by present EV systems. After that, a list of problems in
present EV systems is identified, as well as the potential of the addressee to improve EV, present
solutions for based EV, and future research directions on based EV systems. A decentralized EV
system, according to several experts, could be a good fit. Through research and review of research on
electronic voting, were found some limitations in achieving security for voter data and achieving
transparency in the electoral process, some researchers used fingerprints to conduct voting, but this
requires voters to attend voting centers to cast their votes, and some of them used the fact that the face
is exposed to external circumstances, including age Beard, hat, and lenses, and some of them used the
voter's identity to achieve a kind of security. Suggesting new encryption techniques and building a
hybrid system to achieve system security and invulnerability from any attacks.

XIl. A FUTURE WORK

The following are the findings and recommendations for developing a secure EV system:
1. Using fingerprint biometric and face identification, in addition to using techniques recently

found for encryption in transferring voter data to the main center in a way that achieves a kind
of security.

2. The possibility for the election to take place without the presence of voters through the use
of smart devices to conduct the poll safely, and will reduce the time and effort.

3. It will send the data via the Fog computing environment, and it will employ this technology
to address all of the issues raised in this work, as well as to meet the functional and security
criteria of EV to achieve credible elections at all levels.
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