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Algorithm Signing time (sec) | Verification time {5:::£
original DSA 13.83 ' TR
MeCurley 44,24 1.1
proposed 43.94 ' 41.52

Table (1): Gnmputati&m time comparison of the three alporithms

Appendix

A proof that v = r for the proposed DSA

The following steps prove that v=r for the proposed DSA:

v =" mod p) mod g

= (™™ 0d plmod q

= (5 fUHIm} - rhmed ) £} fned g

mod p) mod g

. .(}.[Iﬂﬁfmfl brymned g s) weod g el g e FI-} |:_|'|,|::|d g

B
T {E'eru[t-l[ru]i Aat=ed e g p) mod g

=y {gﬂrﬂ(tHFm}'l rysimod qimad g I'[t':l'd F} mod q

. [g(ﬂ:lim_u-t xr)5] nluﬁdqmt}d P:] miod q

let w = (Him) x = xr)'
= {g[[HIZNM‘ k) mod g med mod p) mod q
= (g ftiHimbe s <) w) mod % mod oy’ g oy q

= (g™ ™V mod py mod g

Simee 0<k<g—kmoedg=k

={g" mod p) mod g

=]'
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recerves T, §° and m’ computes ul, w?
and v.as follows.
u =(H(m")+r" ) modq

iy = (uy.58"Jmodg - (1)

v=(y"{medp))mod q

then he verifies the validity of ' = v

It is anticipated that this method is much
faster than McCurly verification methad
since it includes one modular addition, one
multiplication and one exponentistions as
compared  with  MeCurly  verification
method which consists of three modular
multiplications  and  two  modular
exponentiations.  Such  improvement in
signature  validation speed s highly
welcomed m most applications, For g proof
that v = ' gee the appendix.

V- Results and Conelusion

A comparative study of the computation
time required for signing and verifying an
experimental  message using the three
algonithms, ie., the original DSA of NIST,
McCurly improvement on DSA and the
proposed algorithms is given in Table (1)
below. Tt shows clearly the anticipated
improvement in the verfication time for
the proposed algorithem as compared with
the other two. It should he pointed out that,
similar  computational algorithms  for
multiplication and exponentistion are ysad
on the same computer for the three above
methods  jo order to make sure thas the
noticed decrease in the verification time 15
totally due to the algorithm irzelf

However, the drawback of this work is
that the solution of equation {3) might be 3
bit less difficult especially for small vahies

40
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of x &k than McCurley equation, but thiy
factorization problem gets more difficulr a
the value of x & Kk increases.

The attacks on this problems comes n
two approaches, either deriving the SECTa
key o from rearranging equations or gettmg
% from rearranging equation (1) then fing X
with the help of k, 1.c., discrete algorthm
first and then factorization, the second
approach is achieved by forging a signatuse
pair for a message, then by trial and erre
choosing r and iry to find 5 which is cven
more  difficult than discrete logarithn
problem.
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verify  the signature, A messape digest ar a
condensed version of the data is obtamed
using a hash function. This digest is signed
mnd sent to the intended recipient ropether
with the message. The receiver must s
the same hash fimetion with the senders
public key to verify the signaiure.

DSA Parameterst!
p- a prime modulus where 291 < p< 2 e
4. aprime devisor of (p-1), where 2% <

q - E-I!lfl-i

g =h™¥maeqd P> 1, where h is random
integer 0 <h <p,

X! an integer secrel key, such that ) < x
L q

¥ = & mod p, public key where 0 < V<
P

m: the message to he signed and
ransmitted

H: a random way hash function,
K. a randem integer, 0 <k < q.

The integers p, q and g are public and
can be commen for a group of users, while
X and k are secret. Where k st be
changed each time a message is si gned,

Message Signature and Verification

For a message m, the signer computes
r=(g" mod p) mod g (1
s={k" (H{m) + xr}) mod q T

roand s contain the signamre of the
message m, which are mansmitted alan o
with the message m 1o the receiver,

At the  receiver side,  petting
m’, 5" and r'the simature is verified by

computing

we=g mod g, )
U =w H{m }mod q and
Uy = (r'wimod q,

then verifying the validity of the following
Euation:

W E t'EH] ; E'.l?::l IIEI:H:I ij{ld 1.]1

e (2)

The signature is verified if v = which
makes the receiver confident of the
originator of the message. :

II. T'.lcveluprnen!s of &84

Two  major improvements where
reported on the digital si ¢t alporithm
suggested by mu-:uﬂcﬁ‘“ and Yen and
Laih™  Yen & Laik suggested  an
improvement  which  bemefits  from
computing the modular inverse of the
secret key (ie., x”" mod q) in advance and
use it for each signatire generation, while
MeCureley and Yen & Laih suggested
indecpendently a2 method resulted in the
elimination of the computation of the (s
mod g m the wverification part of the
origimal DSA version. These suggestions
proved to give shorter verification time,
The modified algorithms presented by both
are outlined and compared with each other
and with original DS A inf®

I11- The Propased Alporithm

The message m is sipned hv computing
the following:
= {g" mod pymod g )
s = {kx (H(m} + r}'") mod q

The pair of numbers, r and 5, comstitute
the signature using the user public key y
and secret key x.

Te wvenify the signhature, the recipient
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Shorter Signature Verification Time With Improved Digital Signature Standard, Dss

Hamza A, Al-Sewadi
Department of Computer Engineering, College of Engin eering,
Basrah University

Khaldon 1. Arif
Department of Computer Seicnee. College of Science,
Basrah University

Kev _words: Digital signathire,  Dietial
Sighature Algorithm (DS4), Public key
crypingrapiy,  Ciphering,  Modnlar
arfthimelic.

Abstrace

An miproved wversion of the digital
signamive  algorithm (D54) of the Natona!
Institte  of Standard and Technology
ININE) v developed The modification has
led to considerable Improvement in the
sighature  verification speed. The resuiis
are compared with  those of orizingl D84
and McCurley's suggested algorithms,

The security of the Improved version is
sommewlicl aifecied as it is changing to be a
Saciorization  problem fogether  with
discrete afgorithm rather than discrse
aigarithm  alone.  The difficulyy  of
Jactorizaiion increases as the parameters
merease in value.

I- Introduction

The digital signature standards propased
by National Institute of Standard and
Technology NIST, comprise  of Digital
Signature Algerithim (DSA) It is a pair of
large  digital numbers, appropriate  for
applications  require digital Tather than
wrilten  sigmatuwres™ | Many  differen:
responses o DSA of NIST outlining the
Pro and against aspects of this algorithm
were reported,  such  as those given by
Rivest, Hellman and Anderson™!

However, digital signature is produced
00 a compurter following a set of rules and
parameters enabling it to be used to verify
the identity of originator and the integrity
of the data. The system includes signature
generation and verification, the signature
genetation 15 achieved by using private
key, while verification is achieved by using
public  kev which corresponds  to the
privaie key.

Each wuser processes his own pair of
kevs, one of them i public, which is
published 10 a  direcrory cotfaining all
users public kevs and the other 15 private
énd only  known by  the OTIELRALT.
Signamwe can only be generated by the
cwier of the sceret key while amy one can

verify |
eomdens
ysing a
gnd sen
with the
the sam
public k

DSA Pa
P-af
q: a°

q-

H:
|

B R

The
can he
x and
changec

Messae
For a
I= {gk i
=K
r an
Messag:
with the
At
m', 5
comput




=3 o =
=3 ,a,af;_;.;.f.-_'..-'.r;.-.&" rﬁ':.'{.&'r.’.-:’ﬂ'r.- 'f'glwr'{s.l:-- 3

-
-

-

1998

LFSR

&——o Ourput

#3

Fig.(2): Gefle generaror.




 Paiiamald "'Ei:w;;w&ﬁrw Eaerier= 32 1908

Appendiv (A}
*
Display procedure for the BMP image file formar
L #
woud display-hmp (char * pre-name, int start)
{ int x=0,Y=0, ket =0, right =0
loag it i=0;
char valug ="
FILE Ly |-

LE {{fp = fopen (pic-name, "rb")) = = NUJL L)
Printf ("Cannot open File!™);

if (Bseck (fp, start, SEEX-SET) | = 0)
Printf {"Error on file format 1");

L=x=0; y=734%:

do |
fread (& value, 1, 1, i) left = rghr = value
left = (Teft & 240) == 4; right = npht & 15; | ++;
puipixel (x, Y, legt):, putpixed (x+[, ¥, right);
X+ =3 if (x > 539) fx=0; Y-}
1 while (i < = | [2000);
felose (fp);
}
i ",
o | Plain image P11, P12,
image |
Plain imags
Key K0 PN-sequense [
3 of algarrthm
. Random sernence
Bl K2,

Fig (1): Block diagram of pseudo-randem number cipher.
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AT

i pictures,
- In this project we studied different type of

alrcady executable programs to display
pictures like (SHOWPIC. EXE. ST
EXE), we distinguish between (hese
already  executable  program  and
(SHOWPUT. EXE, SHOWPCX, EXE,
SHOWBMP. EXE) program, ses Tahle
(1) which illustrate a comparison on size
between  these  already  execurable
program and our executable program.
Table (1) illustrates the advantage of
SHOWPUT. EXE, SHOWPCX. EXE.
and SHOWBMP. EXE to help the user
to display pictures without any warred
about the size of memory.

Design of an image encryption program
(incrypt/ decrypt) techmique
(PROTEPIC. EXE) that can be used to
encrypt! decrypt picture under extension
(PUT, BMP, PCX),

Development for an easy and fast Wiy to
display and protect images with Turbo C

Size (Kbyte)
10037
100838
T80
8972

. ouse

Table (1): Size of executable program,
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arc required  shift registers informations

and output is afile is considered as a key

file which will be XOR-ed with plain-

mmage o produce the ciphered image. The

most  important user defined varables

required for this program are as follows:

- Length of each shift register, Len,

- Initial value of each shift resister, §.

- Quiput stage NO. Of each shift register,
OUT.

- Length of sequence, Lenofsey.

- The feedback operations, OPR.

- The coefficients values, COF,

- SEQ1, SEQZ, SEQ3 which are Arrays to
store the sequence,

- Key-Byte, which is kev value correspond-
ing to one pixel valoe of image data.

Synitax
PROTPIC <File name=> [/F, D]
PROTPIC: executable program name.
<File name> name of file vou want to
Prefect it ;
(ext> extension of file (PUT, BMEP,
PCX).

/E: encrypt.
/D decrypr,

Algorithm
PURPOSE: Is used to penerate ey
Scquence  penerated  from  Geffe's
generator, and  save the ourput
sefquence into file.

BEGIN

FOR (i=0; i < 3; 1+ * loop for 3
LFSR #/

i

Ask the user to enter stages information
which are: len, s, outs, and lenofseq.
Ask the user to enmter feedback

information which are; epr, and enf

Compute the sum  of stages data? =

gengrate sequence from LFSR */

Rorate the data

Save the penerated sequence into a filg,

}

* Apply Geffe's algorithm */

Set the key-byte {{seql and seq2) ar (ot
seqd and seq 3)).

Compurter key-byte  wvalue iy
corresponding to each image daty
paint.

Save the final generated sequence in g
filz seq-key

Close all open files

End of Pseudo-Random-Number

Conclusion

In this project we have attempted to oive
the user tools to display under extension
(PUT, BMP, PCX) which are draw or
scanncd by using (Story board live, Image
72. Page scanner) packapes into any
system or programs. The major of our work
focus on the execution time =fficiencies
althoush  storage requirement have been.
taken into consideration.

In our project we constructs a ool to
project the images by using encrypliol
techmiques. The project has demonsmated
that [Pseudo Random Mumber Eiplt't_*r_ﬁ'
Technique) can be an effective, efficien!
image encryplion technique for an encrypt
decrvpt 1mapes, ¥

The main issues revealed by this work
are listed helow: &
- Youneed a less space and time to disp]a}_’_';ﬁ,

piclures under extension (PUT, HMP-%

PCX) into any system or program, this

vperation can be easily performed of
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GET picture names,

OPEN the file, skip the header to the
proper address

INITIALIZE wvariables I, X, Y to zeros,
and Y to maximum number.

ASSIGN  the name location to the
variables L & R.

PROCESS left-nibble, mask 1t with
value 240, shifted nght

PROCESS right-mbble mask it with
value 15,

PLOT the point.

UPDATE position for X, Y.

CLOSE file.

Protection Picture (PROTPIC. EXE}
This project designed to piven vou the
teol to  protect piclues by oreate
PROTPIC, FEXE executable program
written in program language (Turbo C 2,0,
pictures 15 coded by using (Psendo-
Random-Number Cipher Technique).

I-I Preado Random Number Cipher
Technigue
This technique is uaed:

1) Stream Cipher

Stream cipher algorithm are often
nesded for high  data-rate  securiny
applicarions.  Stream cipher can operate on
allocate units as small as a bit or a
character, a fact thar has greatly
tontributed to their popularity. In general
tream ¢ipher consists of two main parts:
- Pzendo-Random Szquence Algorithm,
- Mixer.

The key 1s fed to an efficient algorithm
Which use the key to gencrate an infinits
“equence  (the algorithm is asually referred

1998

to as the key strcam generator). Scquence
penerated by a gond stream cipher is called
a Psendo-Random sequence.

(PN sequence), This sequence generated
then 1s muxed with the plain data by using
the maxer to genarate the cipher data.

Eey stream can be generated m a
number of different ways, but nearly all of

these methods employ shift registers, Shift

register is a cascade eonnection of binary
memory elements, which are controlled in
such a way that the binary contents stored
i the elements may be shifted along the
remster. (Komura, 1986, Gefie, 1973).

2) Encrvpt 2D-Image Using Geffe's

Generator

i[-Image data can be encrypred by
using stream-cipher, see Figure (1). Based
en the good properties of the key sequence
we use an efficient NLFSE (noa-linear
feedhack shift register) proposed by
GEEFE, with shift register of length (23,
19, 7} to generale key.stream of sizc
(112000 bytes). This key stream will be
XOR-ed with the image-data to produce
the cipher mimage. (Komura, 1986, Gelle,
19730,

3) Deerypt 2D-Tmage Using Gefle's -~
Generator
To recomstruct cipher image, apply the
decipher  alporithm by making XOR
belwesn the ciphered image and the same
xey stream generated before, see Figure

(2).

3-2 PROTPIC, EXE Program
This program 15 designed to gencrate 2
file of random number sequence. Iis inputs
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CXICMS10N0.

OPEN the file, READ information from
header part assign the values to the
variables of COLO, COHI, ROLO,

- ROHI

CALCULATE the
rows & Columns.

READ information byte by byte then,
check it bit by bit for cach.

If bit = 0 THEN PLOTE a WHITE pixzl

ELSE PLOTE a BLACK pixel.
CLOSE file.

real valocs to the

The executable program SHOWPUT.
EXE, written by using (Turbo C 2.0),

2-2 SHOWBMP program

SHOWBMP  program used to display
pictures rescanned under page scanner. Bit
Maps (also called pixel or raster graphics)
are the most common type of graphics file
format in the PC world. Bit maps break the
graphic into a grid, with a light value
assigned to each block (or pixel) or the grid
bit 'maps excel at recording complex and
subtle images such as photopraphs and

computer screen displays. (Gracf, 1989,
Dutton, 1996).

Syntax
SHOWBMP <File name=, BMP.
SHOWBMP: executable DPIOETam name,
write in small or capital lerers,
=File name>: name of file vou want o
display it under extension BMP,

Alparithm
A - = K-axis.
Y - = Yoaxis.
I- = total number of pixels.

32

GET picture names.

UPEN the file, skip the header to the
proper address,

INITIALIZE variables L X, Y to zeros,
and Y to maximum number,

ASSIGN  the name location to the
variables L & R.

PROCESS  left-nibble, mask it with
value 240, shifted right

PROCESS right-mibble mask it with
value 15

FLOT the point.

UPDATE position for X, Y.

CLOSE file.

The exccutable program SHOWBMP,
EXE, wrtten by using (Turbo C 2.0), see
appendix [ A).

2-3 SHOWPCX program

SHOWPCX program used to display
pictares rescanned under page scammer, The
PCX bit-mapped format was designed for
PC-based paint programs such as Windows
paintbrush application and is one of the
oldest graphics [ile formats, making it one
of the most widely supported. (Graef,
1989, Dutton, 19946), '

Svntax
SHOWPCX <File name>, PCX
SHOWPCX: executable program name,
write in small or capital letters.
<File name> name of file you want ta
display it under extension PCX.

Algorithm
X - > X-axis.
Y - = Yeaxis.
I- > total number of pixels,

1998
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jnput-output  technology  for  computers
mvolving the creation, manipulation, aned
display of pictures with the aid of a
computer, computer graphics represents the
most recent development in improving the
efficiency  of communications between
human beings and computer {Copyright(c),
1989, IBM, 1990}, but by using these
packages we can not display pictures under
any  programs  because these is  no
commands used o do this operation, also if
there is command uscd to display picture,
this command have a hig size (1o,
SHOWPIC. EXE used to display pictures
draw by using Story Board Live package
have a big size = 10037 Khbyte, if we want
to use it in Foxpro package, the picure can
not display and we see this message "TOO
PIG TG FIT IN MEMORY™).

This project 1s designed to given you the
tools to display pictures under extension
(PUT, BMP, PCX) into any packages or
programs by create  three execiutable
pragrams (SHOWPUT. EXE, SHOWBMEP,
EXE, SHOWPCX. EXE).

By using this project, vou may want to
protect any pictures (o prevent any one to
se¢ it by create executable program
{PROTPIC, EXE).

SHOWPUT. EXE, SHOWBMP. EXE,
SHOWPCX, EXE, and PROTPIC. EXE
arg written using Twrbo C 2.0, because of
Graphics and Twho C are ideal partners,
Tuwbe  Cs  fast,  device-independent
graphics routines allow programmers to
ereate high-qualiny  praphics with minimal
tuss and a speed that is addictive. Asa
tesull, Turbo C 15 the environment of
thoiges for graphics programmers. Besides,

[Q98

15 very close to English lamguage soitis
VEIY easy 10 reéad, write and understand.
D0OS and BIOS are full of powerful senvice
that can be called from written Turbo C.
Turbo C provides exceptionally rich set of
graphics routmes such as draw the forms
and fit it ... ete. That can make graphics
programming much easier, (Hearn, 1997,
Ezzell 1989).

Display Executable Programs
2-1 SHOWPUT program

By using SHOWPUT program we can
display pictures rescanned by using Image
T2 package under any programs or system.
The Image 72 * PUT file format structure
is a language standard. This allows other
software to call the image (picture) file,
where the PUT file format structure is as
follow: {Copwvnighti{c), 1989),

For example: 32 x 10 block

Honzontal pixels + Vertical lines + data
(Word}) (Word) Pixels
32 10 Ofth, Ofth, Ofth, Ofth

10 ROWS

* PUT image total lelngrh: (it ({width
+7W8) x height) + 4 bytes

Syntax
SHOWPUT <file name>. PUT
SHOWPLT:  executable program name,
write in small or capital letters,
<File name>=: name of [ile vou want to
display il under extension PUT.

Algorithm
GET the name of the file of put
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Image Guider

Ahmad 5. Nori, Lahech M. Ibrahim, Najla Badean
Department of Computer Science, College of Seience,
Mosul Universiy

Abstract

SHOWPUT. EXE, SHOWBMP EXE,
SHOWPCX. BXE and PROTPIC. XE are
an executable program weitten In (Turbo €
) amd  tesied swecessfully on M
personal  computer  or compaiibles o
display pictures  wnder extension (PUT
HMP,  PCX) which are  drawing or
rescammed By wsing  (Story  boord live
Image 72, page scamner) packages, inio
aEy spstem or programs, and to proiect
pictures by coding it 1o prevent any human
fo see i, If these pictures are impartance
and securipy.

Introduction
The kinds of tasks we use COmputer
perform  are changing, At one ity
computers  were  used primarily gy
accounting but now they are used fy
everything  you can image. Analviig
software depends on graphics lo revey
every thing for flaws tn merals to weather
pallerns  to the properties of geclogi;
formations. Graphics systems are used i
graphic arts, medical scientific, robaticg
secwity, and quality control applications
Drafting, business planning and desipn
applications are flourishing, {Melson, 1987,
John, 1989, Hearn, 1986, \
Tears ago, computer graphics wee
comsidered unnecessary impractical, ar 130
expensive, Not so today. Hardware and
software are beginning to be fast ﬂnw%
and powerful enough to make graphics nel:
only feasible bur eszential. The ermnergenis
of desktop publishing integrates graphics
with lext in modern computing, Sod
database applications will routinely incl
images as well as text, (Hearn, 1997). &
Image processing is a topic of rapidl
Erowing mmportance in the computer fields
It has always been one of the most visuallf
spectacular branches  of  comp
techmology, producing graphics (imagss
whose appearance and motion make theli®
quit unlike any other form of computet
output (Pavlidis, 1982, Ezzell, 1989),
{(Slory Board Live, Image 72, pad
scanfer) are  a modern vispal pleture-Seyle
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and shift registers.

The design aspect is drawn comparbly
to IBM PC systems in both hardware and
software  objectives. Meither additional
gircuimies nor additional soflware drives
zre needed to mount this peripheral to the
FC. Port 60h and INT 0%h routine are s4ll
valid for peripheral configuration,
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stored. An incremented counter (counter 1)
15 used to SCAN any Segment in sleps 1o
generate the related data of a selected
digital code. To avoid conflicts of an
interrupter appearance of a digieal code. the
digital code 15 controlled by a D-FF to be
triggered at a required intervals assuring
the completion of a cade and mounting a
new one, To integrate this function another
counter (coumter 2) i3 used to allow fora
sufficient time periods between mounting a
scan code and another.

Practically, speeific functions are sought
emergently being driven in their remote
mode. Therefore, a practical keyboard of
64 k bit for AT system is designed to have
8 segmented memory. The first segment
(address = 00} 1s reserved for resting state
that has been filled with FFH. While the
rest ¥ segments consisls of the required
scan codes.

To draw the whole scheme into PC
system  compatibifity, the output s
interfaced td the same port received to link
traditional kevboard via a tri-state buffer. A
switch is mounted (o this peripheral in unit
J to control the two modes of operation,
By enabling and disabling this tri-state
buffer, the remote kevboard 15 emabled or
disabled in response.

3- The Application Scopes

Reasonable experimental investigation
lies the uscfulness of the presented
peripheral to be realized by employing it in
the following application scopes:

1- Control Schemes

As it is mentioned before that computers
are utilized as main controllers in diverse
controlling systems. In such systems, parts

20

1998

of these industrial plants may requir,
adjustment processes or remote orderin
These processes practically invokes [y
free linking to simplify the communicatio,
of the operater to the main controlly
{computer 1o drive speed, position ap
other setting  values of the differs
paremeters of the control scheme.

2- Educational Laboratories

This peripheral may assist laboratory
supervisor in teaching compuler studeny
who group around the compulers. In thes
laboratonies a supervisor often needed i
guide his students in a procedural ordering,
By the presented peripheral the supervisg
assures an error free logeed dara to he fid
to the distibuted system by singe
keyboard. In other words, this peripher
could be regarded as an electronic pointing
stick for local displays of the different
aroups.
3- Wircless Jovstick

The growing up of computer pames may
employ this peripheral to add interactiv
features for driving game activities.

An infra red remote kevhoard i
designed and described in this paper. The
design utilizes  available  successtil

schemes of infra red transmitter receiver
that operate out of the wide band nois
mterference of computers.
Microprogramming methodology chara:
cteristics of this design. Passive network i

chosen o avoid the complexity and cost i1
design when the structure is built on the
bases of processor systems essential 12
control the programmable units of USART
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lunction  of receiving a digital to pe
mterpreted  intg 4 ransmission  gerjaj
synchronised signals of data and clock,

The design ailows the inplementarion of
either local kevboard (traditional) or 3
remote keyhogrd (the proposed kevboard)
when the mode selecting switch 1s set (g
the  desired operation that directs the
signals of either of these keyboards to the
SmS port via the available cotnector
reserved for traditianal kevbaard,

2- Infra Red Remate Kevhoard

Periphera]

Three units tomstitute the presenged
peripheral structure, Fig (1), These unirg
are:!

[- Remotz unip (kevboard and infra ged

ITansinitter),
2- Infra red recejver unit and,
3- Scan code gencrator  and  splect

switching unt,

The first two unirg are widelv used with
different instruments lije Video and TV
These umits, g spite aof  their
Modalities of structyre ang their operating
frequencies  fumish g their resulrane
function g digital output that decodes the
Uperated switch present work i3 given in
Fig(h®  The Present  paper  will
Mvestipate mainly the third unit as forms
the essenuial of e peripheral,

Sean Code Generation and Select
Swin:hfng Unit

The main ohjectives attributed to this
UNit are to catch g switch code from unip 2
and response sefal fwo signals set of data
d clock is to be gencrated (o (he
Computer.

Ses.

199§

The characteristi; specifications of thege
SynChronised signals of data and clock are
presented in many technical references that
thoroughly  discusses computer hardware
view'™, and for (he sake of design them,
these specilications will not be diseussed in
detail  here, However, to show design
mrinciples, an examples of a scan code n
s serial form g adopted, Figure(3) pives
the signals that gre generated  from
raditional  kevboard 0 decode 4 g
character 1n jts press details.

These charaeteristios in facr mnterpret the
design  performance ingo 8 low level pf
“OMPUIEr design in control unjy. code 15
te be interpreted intn g series of control
simals thar is what really m instruction
decoding in the control umit. This fag
molivates  the design  towards MUCH)-
programming merthodology 1o realize the
interpretation progess

Serial signals of a sean cade (dota and
clock) are multiplexed inty a Cconsecylive
cells of memory storing unir, In our
Previous  example  thece sigmals  are
mrerpreted ingo dd code, Fig.(3). It is to be
neted that the depress cade 15 0ot important
o be derived and the press cede is quit
enough 10 satisfy dgpa lransmmission,

Then, the main task of the sean code
Eenerator on  this bed is tq associate g
digital cods with this 44 conseculive codes
that are 10 be transmitted on after another,
A smable strucmype Presented  for thiy
function is piven in Fig.(4),

In this figure, the digital code of unir 2
15 utilized to contribute the addressing
STUCture in order o arganiss the memory
Mo B segments. In eqch segment, the
multiplexed  form of serial sean code ig
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W. A, Jabhar
Computer science Department, College of Science
Basrah University, Basrah, Iraqg

Abstract

An infra red remote keyboard for PC is
presented.  The design aspect of this
keyboard is  based on g passive
architeciure  that multiplexes the main
signais of data and clock of kevboard seen
code i o the bit mapping of a set of

consecutive memory cells of an EPROM.
The devign utilizes o wireless ifra red
lransmitter-receiver umits thar are widely

implemented  in instruments af commercial
Fideo and TV sets.

Infra Red Remote Pe Kevboard

I- Introduction
Developments  of computer systems
fascinate  system desigmers  to  draw
computers mto a wide range of applicaton
fields. One of these important fields denote
Computer Aided Engineering. In this field,
Lomputers - are  implemented  ag main
controllers  for  different functiongf
systems' ™. Computers through  thess
applications  invoke emergently to be
provided with suitable peripherals and
interfacing  circuitries to integrate their
performance in these engineering roles.

In this context, various laboratory
peripherals  were adopted to enhange
compoier set up in conducting control
experimentation’s™. The present work
descnbes a remote PC keyboard peripheral
This peripheral utilizes infra red transmitter
receiver wireless link for data transmisston
due to its successful features of minimizing
the filtering process efforts in COmpressing
the wide hand electromagnetic noise
prablem. In  addition, very successful
schemes of these links appear in most of i
producer  catalognes that caller digital
oupul  signals  convenient for the |
interfacing management. _

The  peripheral scheme is  designed i
a simple passive addressing ¥
stucture of a Read Only Memory drive, ]

s results in cost reduction iy design %‘
when it iz compared with similar structyre
of the peripheral that is based on a
processor system to achicve the main &
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s Apperndix |
Some Primitive Palvnomials Mod 2
edditian
L | 5.6.2. 1.1 13,9, | 151, §7. 1
Y of 2. 1, 1 5904, 2 1 113,15, | 151, ™, 1 i
eraphy 3, 1.1 159. 5 5 4.3, 1,1 113.30, L 157,65, 2 1
5 2.1 (6l, 5 2,1, I (127, 1. 1 (163, 7. 6. 3. 1
Ganir) F 0 67,5,.2,1, 1 127. 7.1 167, 6. 1
NTIPki L2y 7.3. 1 71,53 1.1 127, 63, 1 521, 37, 1
s 1L 2.1 71. 6. 1 121§, 3,2, 1 521, 4%. 1
e 13.4.3.1,1 73, 25. 1 137, 21, | 521, 158. 1 i
lilr:mm 17.3,1 73.4.3.2 | 130.8.5.1. 1 521, 16, 1
17.3; 1 79,4, 1 |149. 10,9, 7, 1 W07, 105, 1
17,6, 1 79:4. 3. 2. 1 1503 1 607, 147, 1
195 2.1, 1 B3, 7, 4, 2, 1 151,91 H0T, 273, 1
23 5.1 [RO_ 38, 1 131, 15, 1 |279.215.1
Do 2L 89,41, 1 151,31, 1 1279, 418, 1
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31. 7. | [01.7.6. 11 151, 46, 1 [3217.67.1
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6- Conclusion

In this paper, we have arpued that
genetic algonthms are a valuable tool in
the cryptamalysis of certain classes of
cipher, and have shown that nonlinear
stream ciphers can be broken using such
GA. A class of pn-generators consisting of
n subgenerators and a combining function £
bias been investigated. Tt has been pointed
out that a weakness of these penerators
may be the stanstical dependence hetween
a single subgenerator sequence and the
keystream.

These are several open avenues for
further research. Variation on the crossover
and mutation procedures may significantly
affect the behaviour of the algorithm.
Different fimmess function might be used.
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The initial population P(0) can be
chosen heunstically or at random. The
operation "evaluate strings in pit)" refers to
the assignment of a figure of ment to each
of the population’s sirings. The strings of
population P(t+1) are chosen from P(t) by
a randomized selection procedure that
ensures that the expected number of times
p sming  chosen s approximately
proportional to that stnngs performance
relative to the rest of the population,

The most important recombinational
operators we have used i our system are
crossover and muration operators,

Under the crossover operator, two
siings 1o the new population exchange
portions  of their intemnal representation.
For example, if the string are represented
a5 binary sirings, crossover can be
implemented by choosing a point at
random, called the crossover point and
-'::mha.n%i.n g the segments to the right of this
point'®!,

Mutation operator 1s 2 secondary search
eperator which increase the varability of
e population. Afler selection, each hit
posiion of each sting in the new
pepulation umdergees @ random change
with a probability equal to mutation rate.
For a problem over a binary alphabet, the
original allele 1s cxchanged for its
tomplement!' ',

+* Results

The simulation of the algorithm was
Proprammed in Paseal. It was applied to
“phertexts created using a nonlinear
*ream  cipher systems whose combining
functions are:

1998

I- Multiplications { And)**!
2- 0

3- J-K Flip flop®

4- Pless system!']

5- Geffe system'™

G- Police!™,

7- Multiplexing®™!,

#- Brer systtmm.

The system proved highly successful in
finding the primitive feedback polynomials
{PFPs)} and the mitial state which are used
by the above nonlinear stream cipher
systems. Variant shift registers lengths and
prmitive feedback polynomizls were used.

[ncreasing the size of the population can
reduce the number of generations required
to find the correct setting, but whether you
search with 10 strings over 100 generations
or 20 strings over 50 generations, they both
involve locking at about 100 strings,

The effcct of the crossover rate and the
mutation rate were explored. Figures 3 and
4 show the result of threc attacks to the
same nonlinear stream cipher. Different
populations size were taken e.z. 4, 6, 8, 10,
12, 14, 16, 18 strings (keys). Three
different crossover rates (CrRate > = 0.70,
CrEate = 0,00, and CiRate < = 30) and
mutation rates (MuRate = 0,035, MuRate =
0.1, and MuRate > = 0.15) were selected.

The hiphest crossover rate the mare
quickly new strings are introduced into the
population. On  the other hand, low
crossover rates, the search may stagnate
due to the lower exploration,

The highest mumation rates clearly
hampered the search effort, on the other
hand, low muration rates seemed 1o be
better results.
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Correlation attacks and wvananons such

tas fast correlagon atacks have been
successfully applied to a number of LFSE-
based key stream generators.

There are other general artacks against
key stream  generators.  The  linear
consistency test attempts to identify some
subset of the encryption key using matrix
techmiques.

There is also the meet in the mddle
consistency attack. The [inear syndrome
algorithm  which relies on being able to
write a fragment of the output sequence as
hnear equation, There is the best affine
approximation attack and the derived
sequence attack'™,

The purpose of the new penetc
algorithm is to find the driving part
subsystem iec., the primitive feedback
polvnomials (PFPs) and the initial states
which are nsed by the attacked generators,

4-1 The Complete Algorithm

In the following algorithm a primitive
feedback polynomials file which contains
all primitive feedback polynomials (PFPs)
for all shift registers length should be
available.

We have used the division method to
find the contents of the feedback file {for
each shift registers length there are a fipige
number of  pomitive feedback
polynomials). The steps of the algorithm
are:

I- A primitive feedback polynomial (no.t)
which corresponds to the length of the
attacked shift register is assigned.

13

2- A random population of strings (keys) i
generated.

3- A fimess value for each string in the
population is determined.

4- A biased random selection of parents i
conducted.

5- The crossover operation is applied,

G- The mutation process is applied to the
children,

7- A fimess value for each string in the
new gencration 15 determined,

This process will stop after a fixed
number of generation or a specified valyg
will met. If the fixed number of generation
(MaxGen) is met and the specified value
(Threshold) is not, the process retums to
step number one of the alzorithm and 1
new primitive feedback polynomial (no. T
¢ 1) which corresponds to the length of the
attacked shift register from the feedback
file is assigned.

This algorithm is repeated until the EOF
feedback file or solution is found. The
above algorithm can be written as:

Max Value: = 0
While Mot Eof Fecdback File And Max Valua
< Threshold Do

Begin

=0

Scarch Feedback File For Shift Register's lenaih
And Choose Primitive feedback Polwnomial No.t:
Initialize P{t):

Evaluate Strings In P(t);

While No. Of Gen. <Max Gen Or Max Value

< Threshold Do

Beegin

el o

Sebect Pit) From P(i-1);

Rerombine String In POt

Evaluate Strings In P(1);

End;

End:

The
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n &(nj n &in)

I I! 13 630
R I 14 756
ey 2 15 1800

4 & 16 2048 |
B & 17 7710 |
e 6 18 8064 |

T 15 19 27504
= 16 20) 24000

g 48 21 84672
[ 10 60 22 120032

e 23 156960

2 | 144 24 276480

Table (I}: The number of primitive poly-
nomuals with degree at most 24,

In general, there is no easy way to
generate primitive polynomial med 2 for a
given degree. The easiest way is to choose
a random polynomial and test it whether it
i5  primitive.  Appendix 1 Jists some
primitive polynomials mod 2 of Varving
prime degree®!

For example the listing (97, 6. 1) means
that the following polynemial is primutive
mojulo 2.

KT+ X g+

The first number is the length of LFSR.
All the numbers specify the tap SE(UENCE,
This listing (97, 6, 1) means that if you
tike a 97-bit shift register and generate the
new  bit by XORing the ninety seventh and
Sixth bits together the resultant LESR will

maximal length: it will cycle through 2
" 97-1 values before repeating.

Prmitive tinomials are  fastest in
*oftware, because only twa bits of the shift
Tegister have o be XORed generats each

new hit,

Actually, all the feedback polynomials
list in appendix | are sparse, meaning the
they only have a few cocfficients.

Sparseness s always a source of
weakness, sometimes  enough to bresk the
algorithm, It is far better to use dense
primitive polynomials, those with a lat of
coelficients’®

Generating  dense primitive polynomials
module 2 is nol easy. In general, to
generate primitive polynomials of degree K
you meed 1o know the factorization of 2 ~ k
-1

3- some Methods for Analvzing Stream
Cipher
Analyzing stream cipher is oflen casier

than analyzing block cipher. One important
mewic  used to analyze LFSR-hased
generators is linear complexity,

This is defined as the length, n, of the
shortest LFSR that can mimic the generator
output, Simple  algorithm  called
Berlekamp-Massy algorithm, can generate
this LFERs after examining only 2n hits of
the key stream™®!,

Cryptographers try to get high linear
complezaty by combining the output of
several oulput sequences in some nonlinear
manner!"!

The danger here is that one or maore of
the initial output sequences can he
corrected with the combined key stream
and attacked using linear algebra,

Thomas Siegethaler has shown that
comelation  immunity can be precisely
defined, and that there is a wadeaff
between correlation immunity and linear
complexity'™!
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530) may only be possible if the correct
LFSR-phaszc could be found faster than by
an exhaustive search.

Al-Hamdani  and Al-Ageelee  have
applied a new approach to crypoanalysis
based on the application of a directed
random search algorithm called a genetic
algorithm™, They used genetic technique
to reduce the number of trials which are
needed to find the correct initial setting of
the attacked penerators assuming that the
feedback polynomial is known.

This paper presents a complete genetic
algerithm to find the primitive feedback
polynomials (PEPs) and the initial setting
of a nonlinear stream cipher systems

2- Linear Feedback Shifi Register

Shift register sequences are used in both
cryptography and coding theory. Stream
ciphers based on shift remsters have been
the workhorse of military cryptography
since the beginnings of clectronics.

A feedback shift register is made up of
two parts; a shift register and a feedback
function see Fig. (1).

The shift register is a sequence of bits.
Each time a bit is needed, all of the bits in
the shift register are shifted one bit to the
Aght  The new lefl-most bit is computed as
a“function of the other bits in the register.
The output of the shift rEgtiSTfrI is ane bit,
often the least significant bir*!,

The pericd of a shift register is the
length of the output sequence before jt
starts repeating, The simplest kind of
feedback shift register is a linear feedback
shift register, or LFSRs see Fig (2).

The feedback function is simply the
XOR or certain bits in the register; the list

of these bits is a tap sequence
Cryptographers like to analyze sequence 1
comvice themselves that they are randop
enough to be secure. LFSRs are the mos
common type of shift registers used 1
cryptography.

An n-bit LFSR can be in one of (2*n)-|
internal states. This means that it can, ip
theory, generate (2°n)-1 bit-lun% Fseudn.
random sequence before repeating™

Only LESRs with certain tap sequences
with cyele through all (2°n)-1 internal
states; these are the maximal-period
LFSEs.

In order for 4 particular LFSR to be
maximal-period  LFSR, the pobmomial
formed from a tap sequence plus the
constant 1 must be a primitive polynomial
mod 2, The degree of the polynomial is the
length  of the shifi register. A primitive
polynomial of degres n 1s am irreducible
polynomial that divides (X ~ (2 ~ n)-1) +1.

To determine the number of primitive
polynomial of a given degree we need o
introduce the Euler function™, For any
positive integer m the Euler function E(m)
15 the number of positive mteger which are
less than or equal to m that coprime to it.

For any given positive intcger n the
number of primitive polynomial of degree

n over GF (2), which we denote by & (n),

Is given by the equation:
E((2"n) -
&(n)= (2" n) 1)
n
Table (1) gives the number of primirive

polynomials over GF (2) of degree n for |
<=p<=7240%
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S

Use of Genetic Algorithm (GAs) in The Cryptanalysis Nonlinear Stream Cipher {(NLSC)

De. W, A, K. Al-Hamdani

& hoAL AI—Agﬁ:Iee

Department of computer Science, University of Technology,
Baghdad-Traq

Ahstract

Prewdonoise  sequences  generated by
imear feedback shift registers (LFSREs) with
some honlinear combining function have
beem proposed as runhing key generators
in stream clphers! ™,

We comsider the wse of genefic
algarithm ((1ds) as powerfil iools in the
breaking of crypiographic sysiems.

We have shown in our previous paper™
theat Cids cam greatly  facilitate
crypianalysis by efficiently searching large
rey spaces and demonstrated their use with
nonlinear siream cipher systems.

This paper presented a camplete genctic
algorithm  which can be used 1o reduce the
mmwber of trigls which are needed o
determing  the  primitive  feedback
polvhomials  and  the imitial siates of
nonlinear stream ciphers,

A well known systems are iaken jor the
cave  of  study: Pless a'T}Jst! i Creffe
system’™,  Bruer system ™, LK OR,
Multiplying, Muf.rfpa'.:ﬂ_w::'njgf Y and police
svsromst 'Y,

Index term

Linear feedback Shifi Registers (LFSRs),
Primitive Feedhack Polwmeomials (PFPs),
Euler Function, Sparse Feedback, Dense
Feedhack,  Linear Complexity, Tap
Sﬂqrmn.;-g_u_

1- Introduction
In the analysis of certain stream ciphers

it is convenlent to divide a runmng key
generator  into a  driving part and a
combimmmng part. The driving subsystem 15
responsible for providing sequences with
large periods and pood statisucal
properties, It is often implemented a5 a set
of linear feedback shift repisters (LFSKEs)
whose output sequences are then fed inta
the (nonlinear) combining subsystem in
order to produce the key stream!®!.

For certain generators of this type, c.g.,
for the penerators of Getfe, Bruer, or pless,
there is a -statistical dependence between
the generator output and output of some
internal shift registers, ;

The cryptanalytic sigmificance of this
fact was first recogmzed by DBlaser and
Heinzmann and was investigated by
Siegenthaler’™. In siepenthaler's analysis
the penerator output sequence Z is viewed
as a perturbation of the appropriate mternal
IFSR-sequence X Dby 2 symmeinc
memorvless noise source with prob (0) = P,

Then if P {corrclation-probability) # 0.5
the unknown sequence X can be found by
correlating all candidates for X with the
given scquence £ a candidate 15 accepted
if its correlation to 7 exceeds a suitable
threshold.

Such correlation attack can sigmificantly
reduce a bruce force attack since the LFSRs
can be attacked individually (divide and
conquer). Attack on long LESR (length > =

15
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systems having a feedback. A number of
examples have been presented which show
the success of this method in breaking
0SS5, further work will examine more
gomplex systems.
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fi- Conclusion

This paper has presented a new class of
attacking cipher systems called adaptive
ciphertext-only  attack, which determines
the cipher systems for a given ciphertext. It
uses GP methodology, and makes use of
lanpuage statistical characteristics as a
measurement  for program fimess. The
proposed method uses the technique of
indexed memory in order to break the
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" nolation, and it is evaluated recursively.
For ecample + * 25 ap represents the
expression (2%*5)+ag, and the interpretation
of it 1s:

Fori=1 to size {chiphertext) do

pi = (2 * 3) +¢i) mod 26
where p; is the ith plaintext letter and ¢; is
the 1th c¢iphertext letterr When the
decryption  algorthm conmin a feedback
such as key feedback, this could be
expressed as m the following example:

fagw+r0111
and the interpretation of it is:

my = 0; m; =m; +1

for t = 1 to size (ciphertext) do

begin

0 = {m; +¢;) mod 26 ,

i =1my + 1

end
where m; is the value of location 1 in the
memory, in which the key is stored. and
updated

I_n cach generation fitness values are

assigned to programs. This value is a
measurement of the text satisfiahility of the
desired language charactenistics, and it is
used to control the application of the
operations that madify the structure in our
pupulgiiﬂn. The fitness value is caleulated

]:-?f using each program to decrypt the given
ciphertext, and then compute the Tollowing
functions:

gl .

dify = 3 jsf; -
i=l
25*

dify = 3" |dsf; —dff, |

i=1

0
dify = 3 uf;
i

dif = dif; + difs + dify

fit

whers
sfi
i
dsf;
dff;
tf;

s1zes and sk

descnb

|
1+ dif

- Standard relative letter frequency.

- Measured relat:

ve letter frequency

: Standard relative bi-gram frequency.
» Measured relative bi-gram frequency,
: Measured relative tri-gram frequency
which never appear in English.
The initial population contains a number
of programs generated randomly, such that
the generated programs are of different

ed in®®

e S0, we use the way
to generate the initial

population. If the block size S 15 kmown, all
ﬂje programs are generated for the block
size, otherwise, the programs are generated

for

different block  size

determined randomly,

3- Examples
section presenls a number of
examples which shows the success of the
adoptive method to determine the cipher
system for a given ciphertext.

This

which are

Fxample (1)
S=1
'I'i:lmu Flifest program | T B Dhxsypied Lemt
| ] == dyida g | L3343 |epebidgrrnmiunrdjbweerbembp |
wetkcti| Fuikjradfroocidase=sduihin | -
|qul i ii |
L Yo ITEZ4rR1A 0, 3378 [ stghociwiraanrfrheperhowhin
pratnchdivedvél szafosiucly
ruafarbae ek sbowe
z T VT =M 1D (0078 ehofostress pithmperesiim
{odruzhdiverbydringa et aobery | |
soat s Hamkahirao ;
3 riawe3d 05788 [samaptdstudent imthroompater: ||
ienccdepartmentolatnologyer | ©
:"-'I|Il.|'|.rnr:!".l'_|:‘ul'|l:lp |
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B

F_a} Evaluate the fimess of ecach
5 individual,
b) Create a new population by applying
the following operations:
1) Copy existing individual to the new

population,
i1) Create two new individuals
{chromosomes) by pgenctically

strings from two existing strimgs.
3- The best individual that appeared in any
generation is designated as the result of
| the GA for the run.

recombiming randomly chosen sub |

(GF 15 a new programming methodaology,
the goal of it is to get computer to solve
problems  without  being  explicity
programmed, thus the space of computer
programs is the place to look™ Givesa
pood illustration abour these applications.
In this paper, we shall show a new
application of GP which is cryptanalysis.

GP is wsed for evolving functions that
perform. well on assigned task These
evolved functions arc represented in GP as
S-expressions comsisting of non-terminals
latomic functions) and terminals (variables
and constants)

There are many problems that traditional
GP  cannot solve, due to the theoretical
limitations of its paradipm Thus, anew
technique has Dbeen added which is the
Indexed memory, and it has been proved
that GP  with the technique of indexed
Memory is Turing mmpfete"zl. This means

At GI with indexed memory can be used
®Volve any algorithm, So, Read (to geta
Value from the memory) and Write (to
*ore a value inta the memory) are added zs
B new non-terminals. and each GP function

1998

15 given aceess to its own atray, indexed
OVEr infeger numbers.

4- The New Attacking Method

Our method uses GP to determine a
cipher svstem for a given ciphertext. The
major S1eps in preparing to use GP 1o solve
a problem involve;

1- Determining the function and terminal

sets, Fand T_

2- Determining the representation schetne,
and
3- Determining the fitness measure.,

The set of terminals includes all possible
valugs of the keys, ie, 1.26, and the
variables - which correspond to input letters
{ciphertext letters), thus
T= {I. vee 203, 8n, ..., ﬂ.s_]}
where S is the block size, for example, § =
1 for direct standard cipher system, and the
value of S could be 2 for Hill svstem.

As  shown, the basic functions are
addition (+) and multiplication (*), so F =
it %fonow, M) where (%) is the power
function, r and w are Read and Write
functions respectively. R and w functions
are necessary in the case where the
feedback is used. The general form of the
Fead function is rf, f; where the value of
f; 15 a location in the indexed memory, and
the value of f; is stored initially m that
location, The walue retumed from this
function is the value of location f;. Also,
the genmeral form of Write function is w I
f: where the value of [} is stored in the
memory at location determined by £, and
the returned value is the value of f,.

The chromosomes in GP are programs,
each program iz a swing of characters
which 15 represented using prefix polish

e e g




Viatianmad Campecter Candor- 32

Ciphertext-Only  Attack, m which only
ciphertext is known, and the interceptor
¢an find decryption algorithm, key, and
hence plaintext.

The need for an adaptive solution to a
problem  arises in a wide wariety of
vomtexts. Typically, the  mhereni
complexity of a problem or the uncertainly
surrounding it prevents  one  from
specifying an acceptable priori solution.
Instead, an attempt is made to solve the
problem adaptively as shown in Fig. (1)1,
Finding a cipher system [or any given
ciphertext is a complex process, and there
1= no acceptable solution to solve this
problem. So, we shall show how the
adaptive method can solve the problem of
cipher system detzrmination for any given
ciphertext.

In the new attacking method, the
structure under adaptanon 15 a set of
programs, and the adapove straresy used is
GA Our method can be used to break any
cipher system, but here only conventional
substitation cipher systems (CS5) are
vonsidered as an example,

2- Cipher Svstem Structure

Any computable function [is regarded
as constructed object, that is, it has to be
built from some components say F, .., £,
which are also computable functions. OF
course, 1t is normally the case that the
components f themselves have to be built.
But, these must be some functions that are
not decomposable which are called hasic

funcrions, the set of basic functions is
Anirel,

The encryption  and  decryption
algorithms  are computable functions,

10

composed of a number of basic functions, |
For C35, the set of basic hunetons 15 {+, -
{. *}. Since:

= {a+ (-b)) mod 26
a/b=(a*(b") mod 26

This set could be reduced o {+, *1
where -b and b  are additive and
multiplicative inverse elements. The basic
functions are combined according to the
composition strategy such that:

If I, g, and x are computable functions,
then a new computable function h can be
constructed from these hmetions usin
composition strategy as follows:

h =T {g(x)}

Alse, cipher systems may confain a
feedback which can  be one of the
following two types as shown o Fig (2)
and (3):

I- Ciphertext feedback.
2- Kev feadback.

3= enetic Programming With Index

Memory

Genetic  prograruming  (GP) 15 an
application of GA which is a simple ractic
for computer learning thar is inspirad by
natural  cvolution!!, GAs were first
sugzested by John Holland in the early
mfeuuasﬁ Owver the last 20 vears if have
been used to solve a wide range -:::-fq:ezm.h.
optimization, and  machine  [gaming
problems™. The steps of a simple GA can
be summarized as follows: !

1- Randomby create an imtial populanon o
imdividuals.

2- Iterative performed the following sub
steps on  the population until the

termination criterion has been satisfied:

1998 [
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Adaptive Ciphertext-Only Attack Using Genetic Erogramming With Tndexed Memaory

Dr. W, AL K. Al-Hamdani, Dy,
Department of Computer Scj

A, F. Abdul Kader, W.S. Awad
cnce, University of Techn ology

Baghdad, Iraq

Abstract
There  are g mumber " methods and
tools 1o atiaek differens cipher systems. 4

general  solution for  ihe problem of

determining g cipher system for amy oiven
CipREMEXt i not Enown 5o, in Y paper,
@it adapiive merhod presemied o solve
s probiem. The proposed merfiod WS
genetic  programiming with _ indexed
MEWOY,  Where  the  Shructure  tnder
ddaptation i a ger af programs which
presented decryption algurithms.,

Rev _wards:  Genaije algorithm, Generg
programming,  indexed memory, Cipher
System,  Crypranalysis, Ciphereect-only
artack.

L X

1- Introduction

Cipher systems are systems which are
used for encrypting plaintext (o produce
ciphertexts, and vice versa, The purpase of
such  systems  is  the protection  of
information from the imauthorzed Persons.
The set of steps which are taken by an
encipherer  are called anervprion alporithm
which depends on a kev, and the reverse
algorithm  is called decryption algorithm
which uses the same key ar o new key
derived from the previous ke,

There are a npumher of altacking
methods to break cipher svstems which can
be classified into®ciphertext-only artack,

* known-plaintext attack® chosen-plaintext

-

attack, & chosen—ciphertext attack ¥chosen-
key attackand adaptive chosen-plaintext

k™. In ciphertext-only  attack, an
intereeptor known ciphertext only, and znoy
part of plaintext is not known, Qug of the
methods  uwsed  for afacking  knowing
ciphertext  anly is by searching the ke
space. It is clear that the cipher systems of
small key space can be easily broken using
the method, also the efficiency of the
search process can be increased using
genetic  algorithm  (GAY®'  another
method used in ciphertext-only attack is
the letters frequencies analysis  which
succeeded in breaking  a number of
conventional cipher systems,

In this paper, a new class of al tacking is
presented  which s called Adaptive

)



Haddareal ‘ﬂﬂm;m#&nf Tanier=- 32

simplifiecd database for swong the
factorisation of N, by extracting the values
of p and g, it is possible to compute the
searet key value (D).

References

M = plaintext,

= ciphertext

E = public key

D = private key

p. q = prime numbers
N=p*q

1- Bavest, Sharmr, A, and Adieman, L "A methed
for obtaining digital signatures and public key
correct value of the privae key, No2, Vol 2]
Fehrary 1978,

2~ Seberry T and Pieprzyk J, "Cryptograph an
mntroduction o commuter secunty”, Advance in
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l

| Block of Numbers
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cipher Text
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EN
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E.p.q N=pq

D=E Mod o(l¥)
a(N)=(p-1)(g-1)

Foand om-MNumber
generator
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Cy =MPMod N
Cy=MiMod N
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ext

M, = CPMod N
M, = COMod N

Receiver

Figure (1): The concept of working of RSA system in details,
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Value of N = 143
Value of g =13
m[[ value {'Jfl:l =11
All the (q) values will be tested for the
primarality before it stored into the data
basc.
This design will make it possible to
store all the possible values in the data hase
without the need for a very large database,
F- It 15 possible to aveid the creation of the
database if the value of 1 is small and
this conld be done by using the
following algorithm.

Enter odd Number say N

Read W

Given set of prime numbers

Divide n by cach one of this ¢lement

Until no fraction 1s remain.

Check p, q if it is prime them stop else

repect

Until one of the set element became

* = N then either p=1& q= M orreject

N.

5- Implementation
If we have the public key E = 5§ N=51

5o the public key (E, N)=(3, 51),

To beak the RSA cipher we should find
e private kev (D, N). We will follow the
lallowing steps:

4- We calculate the square root of 51
which is equal to nearly 7

B- We create the dynamic database starting
from the first prime number which is
less than 7 and its value equal to one
digit with excluding the even value of
N and the non prime value of g

e P hatiavead "E.i-rr.;mf:'rsa- oty 12
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HEBEEAE 3s[11[2ef1a[s1]17[5719]

(- We access the data base to find the
factorial of N (where N=351)andin
this case q= 17 and p=13.

£- We find the value of $(N).

BN) = (p-1) * (g-1)

= (3-1)* (17-1)
=32

E- We find the value of the private key T

from the following equation:

_ GCD ($(N) * () +

E

_GCD((p-1), (g-1))*d(N) +1
E
To find GCD ((p-1), {q-1)):
GCD (2, 16)=2
(2*32)+1 &5
okt i H iy o i =
5 5
The prvate kev is = (13, 51), _
- To make sure that the value of d is
correct, it must satisfy the following
By uation;
E* D (Mod d(N) = 1
5% 13 (Mod 32)
65mod32=1
We succeed | =1 in finding the correct
value of the private key.

D

13

6- Discussion

With a public key encryption svstem,
cach user would have a key that did not to
be kept secret. The public nature of the key
would nat inhibit the secrecy of the svstem,
The public key tansformarion is
essentially a ane-way coeryption with a
secret (private) way to decrvpt.

This  paper introduces an idea for
breaking RSA cipher system by using a
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b = HCDGNI* $(N) +1)
E
_GCD{(p-1), @-1N*e(N) +1
E

To make sure that the wvalue of D is
correct, we can satisfy the following
equation;

ED (Mod $(INY)) = 1

As we discussed above the public key is
{E,N) and its value known to the public.
The problem is how to find p, q values. We
knovwr that:

N=p%qg

50 theoretically it is possible to build a
database containing all the values of p and
q, n practice, it is very difficult to store N
values specially when the value of p or q is
gonsist of 200 digirs.

For this reason, we sugpest our new
techmique to create a dynamic database
with mimmum size but it meets our
requirement in finding the values of p and
q by using the value of N,

To create the dynamic database we must
follow the following steps:

A- N=p*qoarN=q*p

For that we choose eitherp *qorq® p
to store it in the database and in this case
we cut the size of the database to the half,

EX:p=5andq=7

N=35wechooseonly 5 * 7Tandnot 5 *
Tand 7 * 3.

B- We select the odd numbers only for the
vitlues of p and q.

{- We apply the primarility test for the
selected p and q values,

D- Create a relatonal database so the
design of the relation as follows:

|PKEY # |NVAL# |qVvAL |

——

I
oecurs several ames

‘Where;

PEEY # = Valoe of p and at the same time
equals (o the value of N, It is a
key.

NVAL # = It refers to the value of and it
represents a sub key,

qVAL # = Value of the g,

To explain this design let us follow the

3[612[q [3]15[5]
PEKY # NVAL# QVAL

because N=p * q

PEEY =N=3#%*]1=3

PEEY =N = p at the same time.

The first occur which 1s 6 and 2

NVAL = qVAL * PEEY

=243

tmeans N=6,q=2,p=3
E- The creation of the dynamic relational

database will be at the same time of the
analvsis and that means it is noi
necessary  to prepare the database
permanently. The creation of the
database wnll be for the possible
nurnbers combinations that lead to the
value top & q.

For example if the value of M is equal
143. By taking the square root of 143
which 15 equal to nearly 12, This means
that the value of p or q is consists from two
digits.

We take the first primt number which is
equal to two digits. So the creation of the
data base 13 starts from two digits as the
following,

e
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3-2 Computing ¢ (n) Without Facraring N

If a cryptanalyst could compute ¢ (n)
than he  could break the syswem s
computing D as the muluplicative inverse
of E moulo ¢ (n)

This approach is no easier than factorng
N since it enables the cryptanalyst to sasily
factor N using ¢ (N). This approach to
factering N has not twned out 10 be
practical.

How can N be factored using §in)?
First, (p + q) 15 oMained from N and
din}) = N - (p +q)+1. Then (p - q) is the
square root of (p + ) -4N. Finaily, q is haif
the difference of (p + q) and (p - q).

-3 Determining D Without Factoring N
or Computing § (N}

Of course, D should chosen from g large
enough set so that 4 direct search for it is
unfeasibie,

Computing D is no easier for a
cryptanalyst than factoring N, Since once
D is known N, could be fictared aasily.
This  approach to factoring has slso not
turned out to be fuitful.

A kmowledge  of D enables M to be
factored as follows, Cnce a crypranalvst
knows D he can caleulare E * D-1, which
is multiple of § (N}, Therefore, if N is larpge
A cryptanalyst should not be able 1o

determined T any easier than he can factor
N.

I-4 Computing D in Some Other Hay

Although  this problem of "computing
the roots madulo N without factoring N" is
"0l a well known difficulr problem like
factoring. We fecl that it is computationally
intractable,

d- The New Approach

With the RSA algorithm, there are two
kews, D and E thar wark in pairs far
decryption and encrvption respectively.

A plaintext messape M is encrypted to
bea :::iPherm:-:r C by
C=M"modN

The ‘)p]aimm is recoverad by
M = C" mod M

The encryption key consists of integers
(E, N), and the decryption key is (D, N3.
The starting point in finding keys for this
algorithm is to select a value for N,

The value of N should be quite large, a
product of two primers p and q. Nexta
relatively prime to (p-1)*{g-1) means that
E has no factors in common with (p-1}*g-
I). :

Finally it is possible to find D stich that-
E*D mod (p-1)*(g-1) = | 3

The cryptanalysis of the RSA encTyption
is not difficult but it required a large
Amount caleulations, We want to find (1)
{the number of positive integers less than N
that are relatively prime E to (N} (Euler
lotient  function). #(N) can be found by
using the primes number tables thar are
initially proved for this task. Then we can
find the secret key by use method:
let L =1
Eepear
D=(Z*§N)+1VE
L=F+]

Until D is integer number
End

It 15 possible o calculate D from the

following equation;

Ly
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ﬂay The ingenious nppma.ch is certainly

feasible. Some of the algorithms are based

'I}II kpown "hard prul‘rlcﬂlﬁ".l But, the

.m{mlﬂlﬁf dose not necessarly have to

_gfﬁiw the underlying problem to break the

‘encrypton of a single message.

mmd, estimates of breakability are

based on current technology. An enormous

advance in the technelogy of computers
has occurred within the last bty years.

Things that were infeasible m 19405

become possible in the mid 1950s, and

gvery succeeding decade has brought

‘oreater improvement. Operating

characteristics of computers, such as

mumbers of operations per second and
numbers of bits stored, have regularly
increased by an order of magnitude every
few years. It is risky to pronounce an
algorithm secure because it cannot be
broken with current technology.

The amalyst can do any or all of three
different thimgs:

1- Attempt 1o break a single message.

2- Attempt to rccognize patterns in
encrypted message in order to be able to
break subsequent omes by applying a
straight forward decryption algorithm,

3= Attempt to find general weaknesses in
an encryption  alporithm,  without
necessary  having  intercepted any
message,

2- Public Kev System (RS4)

Figure (1) illustrates the concept of
working of REA systemn in details.

How should you choose your encryption
keys, if you want to use RSA method?

You first compute N as the product of
bwo primes p and

N=p*q

These primes are very large, “random"
primes. Although you will make N public,
the factors p and q will be effectively
hidden from everyone e¢lse due to the
enormons difficulty of factoring N, This
also hides the way D can be derived from
E.

You then pick the integer [D to be g
large, random integer which is relatively
prume to {p-1} * (g-1). That 15, check that D
satisfies:

GCD (D,(p-1)* (g-10) =1

"GCD"  means  "pgreatest
divisor”.

The integer E is finally computed from
p, 4 and [ to be the "multiphcative
inverse” of D, Modulo (p-1) ¥ (g-1).

Thus we have:

E * D=1 (mod (p-1) * (g-1))
note that:

¢ (0} = (p-1) * (g-1)

S E*D =1 {mod {d (N))

LOInImoen

J- Breaking RSA
In the following scction we consider

ways a cryptanalyst might try to determine
the secret decryption key from the pnblicly
revealed encryption key,

J-1 Factoring N

Factoring W would enable an enemy
cryptanalyst to break the RSA method, The
factors of N enable lum to compute & (n)
and thus D. Forunately, factoring a
number seems to be much more difficult
than deterrmming whether it is prime or
composite.
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An Approach for Breaking RSA Public Key Cipher Svstem

Dr. Ala'a. H, Al-Hamami
Head of Computer Sciences Department
Al-Rafidain University College

Abstract

The only known crypiosystem which con be
adapied for the authentication and seerecy of
the same time is the Rivest, Shamir and
Adleman  (RSA) scheme(l). To encnypl o
message M with RSA method, wsing a public
encriplion key (E. N). To decrypt  the
cipheriext is by using the decryption key which
15 a pair of pesiive integers (D, N, Fack user
fakes Fis encryprion key prchiic, and keeps the
Corresponding deeryprion key private,

A eryptanalysts chore is 1o hreak an
encryplion; this means that the crpranalyst
will attempt 0 deduce  the meaning of a
cipfertexy message, or determine o wECTyping
algorithm  thal  matches  an encrypring
algoriihm.

There are three basic methods af altack:

d- clpheriexi-only attack,
- kown-plainiext attack,
- and chasen-plaimert attack.

in this  research a new approach s
miroduced for breaking RS4 scheme and this
by extracting the factoring of the publie (N 1o
Find  the prime mumbers (p, q) walues. This
could he dowe through ithe creation ef a
dymamic  databare, By using  different
techriques, it is possible  fo minimize the
database size for possible implemeniation and
efficiency. This could be done Enoring the
even value af N and the no prime value of g

Rey  words: Public key, RS4. Daiabase

Atracks, Crypto Anaivsiy,

1- Introduction

Cryptology, in general, splits into two
subdivisions: cryptography anid. cryptan-
alysis. The cryptographer seeks to find
methods to ensure the secrecy of messages,
while the cryptanalyst seek to undo the
former's work by breaking a cipher or by
torging coded signals that will accepted as
authentic. The objective of this research is
to implement an approach for breaking the
ESA public key system,

An - encryption algorithm may  be
breakable, meaning that given enough time
and data to an analyst could determine the
algorithm, However, practically 15 alsp an
issue. A particular cipher scheme may have
an mverse deciphering scheme hat
requires 10* operations. On a current
technology computer performing on the
arder of 10" gperations per second, this
decipherment would require 10°° seconds,
ar roughly 10" years, In this case, although
we know that theoretically it deciphering
alporithm exists, the deciphering algorithm
can be ignored as infeasible using current
technology.

MNote two things about the breakability
of  encryption  algorithms.  First, the
cryptoanalyst cannot be expected to try just
the hard. long way. In the example above
the obvious decryption might require 107
machine operation, but a more ingenious
approach might i:;-g[ujr&d 10" operations.
At the speed of 10™ operations per second,
10" aperations take slightly more than one

w4l
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