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ABSTRACT .

Many pajeT have  beca published aboul MERpIanG CoOmpuler  wiruses;
instfumions thit n*ect @ compoter  sysem  apd  afler a purnisd of incubation and
reproducion, acts~ 2 and demencirale 1neir presence.

pAost  viumey wee desgned o atlack ricroc MEUlers, =nce MICrssomiEnrers
gpe widely wsso nowadays, 2nd have simpie opersling syslems which result i feck af
qualily ol Ihers sac- iy sysbem,

Connecling ' ampuiers with neworks and using  copies  of programs from
unreliable sources Foch 25 balist in board systems, will inCrease shie s s of wiral Senlact
and the SpEas o = uses, ;

Cala encrypaon  SiSpuses dats Mowing Inrough & network so thal it is uninledligitle L
Ay ene meniecng the dell, Enaryptiza  lechnigques can a0 02 used Lo desest file
madificalion which may caused eaher by unsulhorized vsers o by wirses

This paper sovoem in viruses silaching usess of systen filas {2xa BNd com in
CmEoITEUiEr SyoTems, whens viruSes Iepes, P Sy wiark, aid arti-vinds siisiagqed
are going 0 2 COsfussed, Finally, 3 dpteclion siralegy dependicg an Encryplion
lachnigues Dud v N3 opesating sysiem = suggosts! 13 Emprove s securily and
prevenling onieT: fzed wsers im ingeming Filo programs com mands (hat will causs
SySLEM ComupinT
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1. INTRODUCTION: Computer Viruses

Compuber vinisas can be defined as an instruction {code) that infact a computar
syalem, and allesa parod of reprocduclion, activate and demonstrate their presence.
They have the abiity to atlach themselves (under certain crcumstances) lo
computer systems, pragrams, anc data, rapidly propagate throwgh a system, then
make some damages o the programs with which i comes in contact, Thesa
ga~ages can oocur 3t the time of infection or later, depending on tha design of tha
vings and the chamclersiics of the infected program,

Computer virus not onfy has &n appending characteristic that allows it to modify
othar pragrams, Sul in some cases the virus software may modify itsedf acconding to
the characlenstics of the program Lo which it is appended. An infect program can
then evolve and become another yines and can spread the evabeed virus to athar
SySienm.

Tna activities of virus may da friggered whan infected program is executed,
During program  execution,  virus  may check for soecic condifons such as 2
Fartcular time or catz, a sequence of keystrokes or any event that is guaranteed 1o
cooar rarghe. IF the condition s not satisfied, the vinus may repicate and remaln
dormant until the next tme the infecled program is executed.

Compuler conrectivity 35 @ major reason that wiruses hawve become a seiows
threat, Increasngly compuler syslams are able to- connect with many oiher
camputer systems’ which expands the number of possible poinis of attack.
Furnermeore, wirdies can be ansmited by pacple with -legitimala acocess 1o
computer systems. Conneclivily allows rmary users to share data, programs, and
computers,  onfortunately #oafso afows vandals (o altack these users with a virus
program,

Windses can- also  spresd  thwough  geoups of  systerns thal  can
comTunicate with each olher such as local area networks (LAMZ) and wide ares
nervarks {VWANS):

_ Mainframes and minicompulers may be joss  vulnerable fo viruses than
mergcomouters. -Decause  (arge computers have more  compley  operating

syst@ms with buillin security, In addition, the anplementation of larger syslems is

morg aften unicus, so that virgses that atack one system cannal successiully
atack ancther,

_Th-r.- followirg ssctions concem in winuses atlacking microcompuier sysiems,
Ineir types, work, and antvirug  strategies. A deleclion strafegy depending on
eneryplicn technigues 2 suggesied to improve PCs EEELH'i!'y' and preveating

Lnauthorzed users  from  inserting  inle proprams commands that will cause
swEiem corruplion. L ;

2, VIRUSES QVERVIEW

A% mentioned above, viruses s 3 sat of computer instructions which s nothing

mere than a Yew lings or number of leters that insinuet a computar s change or
dasiroy  information

ard has e ability 2 prepagate conies or versions of isel
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Nt AMAULEr programé of dar when i is exesied within contamnaled prograims
These wiruses are hidden inside a legitimare program fsuch @5  games o
goreadshests) a2l can infect a compuier through a gisk ar  evan thredch &
phaone lina,

Al wiruses work by finging files én thair has campuler wiich will be run 3l some

LTy

point in the fuiure. When these viruses actvated, it MEY TAUSE S2nous prodlam:s
suech @

» allarng files

* filling disk or memary with garoage ifarmation,

* change the Te zllocation tasle (FAT) in a PC sq that files cannoe
e ocaled.

® lecking the key-aang

* ARaring the deot saclors se compuser will not rum,

* Slow program execubicn time.

" Displaying iraporopriate messaoes.

* Formaltng the cisk

* Changing progrars or files.

2.1 TYPES OF VIRUSES:

Vruses werl it three phases: Infecton, reproducticn and dalonatiar, They _
exhibit 2 wide range of techniques and compatence. and can be divided (alo fiue
clagses according to thelr affe ctg: k

2.1.1 Boot Sector Viruses {e.q New Ze aland, Stoned, and F orm]

It infects ine Cos Dootsirap sectar or pardition sector on, a miulizalz pariition kasd
disk by copying the criginal sector (cld secion to another pasiton an the disk &nd
mark il as bad:. seclor dn DOS FaT When the computer i started um, tha wirus
loads and  rurs, © 2nd  then frensfers conlol to the o4 baet seclar. Boot sacior
viruses are cslow % spraad. fles da not camy the bact seclor themfere cannot
spread the in‘action bul they make faw changes o their host and sp are criffrcal]
fo spat.

Infecton cfier hacpens wher ar infectad Nopoy disk 5 aecidentally left in tha
drve of 8 computar wiich is Sub=aquently reset. Al ugh the mesiags "Mon
System disk or <igk aror will he displayed and  the PC will star Lp Epparentty
normally when tha  disk is  removed, e virus will have been made resident in
memary ang will ifec: 1he  bool sectar  of the hard disk. AU writable flopey
disks  isenad subseguently will besome fectad, whather they're suppasad to
Se baotakle or no;

£.1.Z File or Parasitic Viruses (.0 Jerusalem, Jushi]

File or parasibc viuses infect any exsculabls file, ard so spread much fasies
ihan Dool zeclor w-uses. They can find executable eliher by examining he disk or
by moaitorng commen-DO8  operations such as COPYING OF Program axecutiar,
On finding their -armat tay ceay thamiehes in

The growty ‘r program giza michl seem a guaranized way of spottng
niechion. bul sa™r  viruzes hide Famselves by modifying the directory

1




infarmatian abnul =na file, s¢ that the DIR command shways shows the old size

bl
Cithars work ke hoot secior viruses, crealing some BAD sectors and wsing mESE " exe
to hald eitnar themselves or the portion of the host program they"ve replaced. abn
- pricst
2.1.3 Multi-partite Viruses (e.g Epanigh Telecom): aler
e usu
This kind of viruses combires both Boot and File virus techniques o maximize i

i1= infactiousress. This 1ype of viruses oncail has become a boot secior virus, it

| wilf amly spread via boot sactor, and tha same is true for files, 5C

] or

" 214 Two Unc“ﬁm_mn Wirus Types (e DIR ) file

et
The lzst two vém:ias gf vimis are uncoommon. Ong depends on the MS-DDS e
quirk wheseby, If .bath FRED.EXE and FRED.COM are present In a directony, the bt
COM program will Yo executed first S0 a virus may create 3 COM file for eveny B
EXE it finds, and this wall ba ron By DOS ewvery ime the user lypas the name of the
crngiral program:  The  fnal wrus bype direclly modifies the direclory enby of on
exgiulabie  Glas. The dirsctory entry contains the positon on disk o tho Hrl
exaoutable file, a0 the viros can Infercent this posiion and make # pelnd fo the fre
wirgs eode. The vines copies the ongimal posion @le an  unuded panl of the )
dirgclond entry, and uses this to run the original pragram onee the vinas Rself has re
oeen acivated, sl

| i

! 1 2.1.5 Avolding Detection {e.q Maltese Amoeba and Tequila) E
As well B3 stealth, wirusss use encryphion arnd pedymorphism le o hinder
detecton. Whth-encryption, most of a vires changes each Sime R infecls a fila. 2

- The program is scrambled accosding to o different ecde every time, reducing the
cnance of a scanner being able to maich jt to & signalure. In encrypled vinses,
| thaugh, the decrypting code (the part of the virus that unscrambies the main body g
ap of the infection).is not itself encrypted, and this can be used to identily he vinus.

; Same wviruses gees furher, They censistently rewrile the decryption routine sa that N
il it's different each time even thougn it performs the same funclion. Thisis tf
B passible parity because a PC's procasscr has a number of program instructions £

! thzt do  the same thing as olher instroeclions. A vines can mix and match thesze B

withaut changing the way it works while changing the signature each Bme. 8
. il

2.2 VIRUS DETECTION

| There are sewversl software  products that can be used o detect viruses.
[naze products can be dascnbed as:

2.2.1 Mirus Presence Detection

Praducts designed to datest the prasence of vinusas may do o by searching
for Guapicious  code, Suspicious fext stings, of for specific fle names 1o detact

known wiruses. These lim'tad technigues may ol provide adequate prolection.
Thare ate e cElegories of such apbi-viruses:

MIRUS MOMITOR: Wiris meonitors are desioned o remain aclve throoghout e
usual running of the computer. Commonly configured as TSRs (Terminata and
stay residen! programs which are [saded and continue runming in the backgrourd

11
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while e computer camies oul ofher tasks), they scrutinise disk actvity, fio
gexscuficn and copying, and repan if they spol agiivily which :hn::g.- Congiger
gbnormal (0.9 boot seelors EXE and COM files arerit usually modif tad, and if &
monitoe spats | Any allémpt do wiile inio one of these files A will hall soeration ane
aten the usan. This catches most viruses activily, but seme of themn czan bypass the
usual read and write machanisms, 2nd  moedify  files  in cther ways. Hardwara
monilors is ong solution at which virus delection induded in PO Ehips.

SCANNE : Searners are designed 1o be rurt pedodicakly, They search the dizks
ar net'.u-.fnm mums gtiached 12 the computer and check each palen lially infected
fle for wiral code ageinst 2 diclionary  of signafure patters. I a program
conlains viral code, the seanner rapons Both the name of the file 2nd B2 name of
e virus, although it doesml desl with them. This catches most comman viuses,
ot nol those which aren’t in the n:'f*rEeicd':,' As arezult Il is imporant 1o keep
scanning software up-te-date with new diclionares from software de veloper

MEINFECTORE: * Digirlestors need a grecisa idantification of the virus Tound and
&8 usually used in conjunction with scanner, Same viruses can easidy reroved
from an infecled pragram without eny risk of affecting the body of the progras:
code, oiher viruses may be more intricately with their host and sre difficult to
rarmava.  Since s infecled files are going lo be executable files, therefore, as a
standard policy there should be irelsllation or backip version of them for sa® gy
purpnzes. Portaps the safest way ‘e disinfact 2 file 8 to dalete i 2ng neis’l 2 new
Capy in Ms place. The same precedurs 20 be used with boot secior or pamitian
1=hfe,

22,2 The Detection of File Modification Caused by Viruses

Froducts dﬂ‘h.g."lEd to delect changes o & rue cavsed by wirds vsuzlly sum
maihematcal val s c! @ach bylein the |'|I¢ such g5

INTEGRITY CH Eﬂghﬁ, Inlegrity checkers wark rnm;-as.ses ir tha firsi pass
the witegrly checkers go through the disk cresting unique mathe malicaly-cerived
cignaturas, caild Checkswms, for pach  file that might be infected. In secand
pass, e chackiess secreale the checksums on subsesuent runs, and malch Whem
againsl the old values io see whother the fles have boen chanoed in the meandime
it's repoced.

Integrity checkers ¢ nal care avcut the nature of the vins 1heréfore don't Feed
regular updal:ng, Thelr main problems are that new or upda: 2 software wor'l be
covered Lnigss 3 new setof checksums i ereated

2, ENCRYPTION VERSES SECURITY

Encryplion i3 the process of changing plain text =0 1net 11 becomes
unreactakle. Tha resuling cipher texd can nat be read withou: the key used ta
encrypl il Most encipherng melhods 2lse incdude sompdki i) fire s o & checkswm
#rd error coetechan code.

Tnere are. two basic lypes of cryplographic systems used today, these zre
Faovale uma' J"_uH.'c Kay systems. A privale key encryplion sysiem requires st ine
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| sending and receiving parties share a comman key, This key must be kept secred 2 Vit
rprivate) i insure (e security of tha encrypted information. -signat
. fler
1 : - bl
"i A oublic key cryotographic systerm involves pairs of keys, one far arcryplting Sorice
1 messages and arothar for decrypling them. Tre emcrypling key s public, 50 Lnzt ; :

' anyaneg weshing 1o sand a message fo & QiVEn USar Can Use that encryating =2y - .W
I Oy the racipient, nowaver, has the satret decryplion Key, fimish
| ' o
! Encryption  techiigues used to keep secrecy of [files of message

-t'- exchanging through a network, they alke can be used o detact file madification 4- ‘u‘-
i caused by intrudears or by virus attacking. file it
1 : (from
W 'n the next section we are gaing o Suggest 8 new way o detect viruses INat e
(1 fects awscution files (EXE, COM fies) depending on one af the encryption can
| algosithms that could be built as @ part of the operating systam (DCS). it
ok
1.1 Eneryption As a Virus Detectian Tool sys'
Tha mast pepular type of viruses are those wheo infct execution files [usually 5
Lo or EXE fies). Once these vinses lpeated  a suitable e, they atiach LE
thamsalvas ta itn & place that gusdantead bo tie run befora any lsgilimate progran po
eode. The most sutable part in the axecution file thal the virus ensure that it is e
going o be run iz either the axarition fie header or the byies nexi to the haadar. of
Therafore, if we ot a file signature at tha beginning of aach fle before changing it
tn executon  file, this will help. the operaling syslem to check whelher the current 4. O
execution fleis & legimate fie and is origi al (ot medified). This can be cone @s
faliows: W
oehE
and o
] z ] irans
gaffe
_ fila sz = L EiTw apkie
gxienton  auribuls ;a_l'l:m A
- hlﬂ?:l: I;“;*
mummber JlE
a- current directary entry pul
e
| i 2 T -
|
file slze B cizm '5|QEL:H-1E
ey i iy ¥ rre
gxizntion  atribute time date first
: block
number
b- sungested directory entry

Figure -1 Directary entry

1- e néed 1o add new fizld 1o the FAT (File Alleczlion Taolz), 1his field contains
e file signature Haurs- 1) which iz peaded to insure the file idantily.

(]

ia




iaret 2. WWnen ganerating execution fig 108 user should ba gskod toogive the fils
ghan&ra wingh 5 kept im two places: first, at the trul__.-in-ﬁ"-g of execution filz

pling after [il2 beadingj& and second s at (slgnalung figld) i1 the FAT enlry

s that canesming 8 Cument exe cuelican file.

| key. 5. When the aperation of generaling &0 execution  varson of thelllais
Fnienad, the resulled exscution file snould De encrypted {irplicicly during the
conversion caeraton) using public key algoriloim,

igdgs

len I © 4. Wnenevor this e needed to be execuled, tha operating system will lzad the
£l Inio memony, cecrypt tha file using its privet key, then get Lhe file signature

P {rom the ama next fo e file header), compare it with the file signsture i

: ﬂ'fﬂ’[ she FAT. If the signatures matched then the fils is legilimale (not mocified) anc

Piran can be exesited safely. For lunher insurance, file checksum is implemanted, it
1 matches fne checksum st then the file is safe, of else the file will be moves
1 & soecal locked directory whare the suspected fles kept and rebeot the
sysiem,

Lally ] 5 If the tie signawre discovered by (N2 aperating sysiem and he file signature

‘tach i in the EAT =ra not identical, than the aparating system will mava the & fram 5

jram ] pasiion  Bnd keep it in a special loeked directory (this direciory conaing all

bt is : the suspicaus fies), and rebool tha system again in order to rermove she ellect

nder, | af {ng virus |i exist.

g it | S ,

i . 4, DISCUSSICN & CONCLUSION:

Viruges come o many shapes and szes, with widely differng  paterns af
bahavier, infeslgugnass and saverty. AF have 1o atility to indzct legitimate files
and duplicale themselves from cornpuler 10 ComaLtar through any medium hat can
ranspet (nese jues (nebeorks, fleppy cisks are all potential rawles), These arsa
diferen] anti-vircses packages work by detecting the wirus before activaiion and
optionally removing the infegtion.

It was digcovered that the cryptography slgorithms can be used 10 cetact the
presence of viruses since  any  changes in  an encrypted Gile will genersce
different file after gecryplion. Such algorilhm is very wselul in sysiem prowection
ot itwill complicate the operating syslem and alsa may be coctly from processing
lime and space point of vidw,
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