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Abstract— Cybersecurity systems have been taken into account in modern
information systems and methods. This is due to the increase in electronic
attacks on storage information in terms of transmission, reception and storage.
Therefore, the need to produce such systems in a complete way to prevent their
penetration into the network has increased. In addition, artificial intelligence
(Al) methods are used in cybersecurity systems as classifiers, attack detectors,
and components for predicting threats that surround the network. This requires
more information about threats and vulnerabilities to be covered to avoid any
errors. In this paper, a systematic review is conducted to cover cybersecurity
used in various applications, including systems based on wireless, cloud, and
mobile sensor networks (WSN). The systematic review approach is adopted on a
two-way basis to produce a clear view of the research work to date and to
provide a field that can be used for future work.

Index Terms— WSN, Cyber-Security, Cyber Applications, Al.

I. INTRODUCTION

Over the recent years, the cyber issues have been noticed in different information systems that are
related to software and hardware sides. It is well known that the cyber-security includes numerous
phases, such as authentication and encryption. It also completes the Cyber Physical Systems (CPS) to
be more safe [1]. CPS includes three main parts: physical, communications, and webserver. The
physical part is represented by Wireless Sensor Network (WSN) and Internet of Things (loT)
environment. This part is the most attacked part by cyber-attacks due to limitations of abilities of
involved nodes and the high verities. Different attacks can destroy the physical part by flooding the
information to the network as well as injection fake information [2]. The communication part is
represented by the communication systems and related network protocols that are used in data and
information exchange. It is the lowest part that attacked by cyber attackers as it uses safe protocols and
systems, such as MQTT, http, and TCP protocols as well as WiFi, Bluetooth, ZigBee, LTE and GSM
communication systems. The final part of CPS is the webserver that is represented by built website,
database, and cloud based services. They send requests to the physical part for sending the sensor
readings as packets through the communications part. All received data is stored in the designed
database that can be in a server or in cloud [3]. The cyber-attacks are classified according to their
functions into numerous types, such Denial of Service (DoS), Distributed (DDoS), and SQL injector.
Each cyber-attack has its own run procedure to affect the work of such node and CPS. Group of attacks
work on flooding the WSN to increase the congestions and delay as well as packet loss. While another
group inject fake information to the network and database [4].

Acrtificial Intelligent (Al) methods are widely used in the cyber-security system, particularly in
detections, prevention and optimized classification of attacks. Different methods of Al are used
depending on the application and related circumstances. These methods include deep-learning, swarm
intelligence, neural network, and genetic algorithms [5].

In this paper, systematic review of cyber-security applications is presented. This method is
adopted to pint out the main aspects of cyber as systems and methods. Throughout this review, the
literature research works are classified into different sections depending on the used applications.
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Il. GUIDELINES FOR PREPARING YOUR PAPER

As mentioned earlier, the systematic review is adopted in showing the related research
work so far in terms cyber-security aspects and applications. The applications are divided
into different classes to cover all sides as follows:

A. Web applications

In [6], activities of cyber-black hat hackers had been detected in a presented framework that
employed Semantic Web Technologies (SWT). This framework extracted and analyzed the text in on-
line natural languages. The authors of [7] used a multi-level sequence clustering and machine-learning
classifier to detect irregular behavior of the request structure of the adopted HTTP based website. All
requests were represented as tokens, used for authentication and identification. In [8], three parts were
combined in a cyber-security system including: web projection, web crawler, and autonomous. From
the dynamic reconstruction of the collected websites, any cyber-attacks were detected in efficient way.
The attacks here represented the web malicious. In [9], an online cyber-security based monitoring
system for websites was presented. These websites adopted intelligence analysis for centric data
gathering that worked on web logs, browsers and mobile fingerprint. The time factor was considered
for detecting the cyber-attacks. Authors of [10] adopted certification algorithm in verifying the Cyber-
Physical Systems (CPS) that used different websites. Security component properties were employed to
detect the cyber intruders for interface automata. At the other hand, a machine-learning was used in
intelligent cyber-threat detection that came from dark websites [11]. The request forum was considered
and analyzed for confirming the attacks of cyber in accurate way. In [12], the data level and privacy for
HTTP security had been used to assess the websites. The certification method was adopted as well to
ensure the authentication and identification of included nodes. In [13] and [14], the cybercrimes had
been assessed for official websites, such as universities and business. They studied the possibilities of
enhancing the security ability against the cyber-attacks using bird eye and solid barriers methods. While
the authors of [15] took care from the websites using intelligent methods, such as deep-learning, CNN,
and RNN to detect the cyber-threats. Moreover, a visual interactive platform was proposed for easing
the use of the presented cyber-security system.

B. Cloud Applications

It is important to focus on the cyber-security application in the cloud computing based systems. The
Al technologies were applied in the cloud computing applications in terms of cyber-security [16]. This
was for securing the internet transportation in addition to privacy and data encryption. In [17], a cyber-
security framework had been proposed to detect the malicious devices, included in the underlined
network. The application was allocated in the fog layer as a protection against intrusions and virtual
honeypot technologies based attacks. The authors of [18] presented an overview on the research work
that tackled cloud computing cyber-security. It considered the cyber-attacks types as well as all related
threats. In [19], the cloud based block-chain roles had been secured against cyber-attacks. As the block-
chain information was stored in loud, the privacy, and cyber-security were adopted in the proposed
security system to cover the transactions. Moreover, an analytics framework had been financially cyber-
secured with the assistance of Monte Carlo simulations to ensure the effective performance in cloud
layer. This was done by proposing two algorithms with the help of Al [20]. Another platform for cyber-
security for cloud computing application was proposed in [21]. This platform considered the marketing
issues in different aspects, including trading, management, and market competition. These aspects were
constructed to be secured against the cyber-attacks from cloud server and users sides.
In [22-24], different cloud computing based cyber-security systems were presented as platforms. The
systems took care of data and information exchange as well as storage in the institutes of government,
such as health and educational ones. This was done using Al technologies in addition to traditional
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cyber-attacks detection methods. The authors of [25] presented a cyber-security tools for detecting and
minimizing the effects of attacks in Korean government. These tools had the ability in doing training in
terms of cyber-security issues that can face cloud based web applications. At the other hand in [26, 27],
different methods had been proposed to ensure the security of education systems form cyber-attacks.
The aims were to mitigate the effects of cyber-attacks with different types to cover the information safe
delivery.

C. Mobile Applications

In the field of mobile applications, the security and particularly cyber one has to be considered in
efficient way. Numerous researchers adopted the Al and cyber-security systems in the presented mobile
applications. In [28], a review manuscript had been presented to show the types of major problems that
faced mobile applications in terms of cyber-attacks. The attacks could include infrastructure and
information in these applications. The authors of [29] presented mobile based health care systems that
adopted cyber-security methods for social multimedia based on multi-level of cloud services. In
addition, the presented cyber-security system in [30] and [31] tackles two sides: malware guardian and
password. It meant that it solved the problem of users and server using game theory, which proved its
ability in detection and mitigate the security threats. The loT was adopted as well to represent the data
source. In [32], a cyber-crime had been addressed for mobile applications. The proposed system
considered the attacks for information in the mobile network, where the attackers could send malicious
codes to the main system for destroying purpose. At the other hand, behavior dynamic and static
analysis for mobile application had been adopted in [33] to detect the cyber-attacks from unknown
devices.

In [34], cyber-attacks had been detected and addressed using the proposed cyber-security system. These
attacks included DoS, SQL injection and DNS. The authors of [35] studied the effects of increasing the
population in mobile using, in which the cyber-attacks can also increase. They considered the cyber-
crime in different fields of mobile applications and the ways of detection and prevention of threats. In
[36] and [37], the cyber security challenges and related malwares had been analyzed and classified for
different mobile applications, such as banking.

D. WSN Applications

Numerous applications have been listed in the literature over last years. This is due to the importance
of WSN in real life that are presented as solutions for a lot of problems, especially in emergencies and
monitoring systems. The applications of WSN varied from architecture to oil production to system
management to smart housing to traffic control to heath monitoring, and so on [38-47].

Security in WSN has become as trending point by researchers due of the high importance of the
exchanging data and information. Different research work had been presented in this field to deal with
the offering a safe route between the source and destination of WSN, whereas it was cluster based or
not [48] and [49]. In Cyber Physical Systems (CPS), the WSN is the base of physical level. This level
suffers from different types of cyber-attacks. These attacks destroy the designed system and can inject
fake data and information inside the system. In [50] and [51], comprehensive studies and assessments
for cyber security side in WSN was presented. In addition, the communications level in WSN was
considered to be used in attack detection. The authors of [52] and [53] presented a new method of
cooperative security key generation in WSN as a part of CPS. The fading channel randomness was
adopted to generate the key. Moreover, the recent communication standards as well as the cyber-attacks
for WSN had been included. In [54], a CPS is simulated using virtualization tools to represent the work
of sensors that can be attacked in cyber way.

At the other hand, SDN and WSN had shared a collaborative security framework in detection of cyber-
attacks and threats [55]. It was designed for lightweight intrusion prevention aspects. In [56], the RF
based WSN was considered in autonomous vehicle system that used cyber-security method for
preventing attacks. 10T protocols were applied to reduce the challenges in managing vehicle system.
The cyber-security was used in enhancing the privacy of exchanged information in the system. Authors
of [57] proposed a cyber-security method to mitigate the effects of attacks, particularly for low-power
IoT devices. The low powered devices reduced the ability of nodes in WSN in resisting cyber-attacks
in wright way. In [58- 60], the cyber-security systems were built in multi-level to save the traffic
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VANET for police car. The presented cyber systems tackled DoS attacks that can destroy the VANET
and fuzzy the system with fake information regarding the traffic congestion points.

E. Goverment Applications

Due to the high important of employing cyber-security system in the applications of different fields.
Applications that used by government around the world, adopt cyber technologies in order to prevent
the related attacks. In [61], most of the standard roles, and regulations of cyber-security, used by
governments, and its aspects had been explained. It considered the framework recommendations as
well for junior users in cyber-security. All challenges of these system were listed as well. In addition,
the agency information systems for managing the strategies of different governments were proposed
in[62]. The cyber-security and related effected factors were studied and analyzed to produce tools
for collaborating the agencies over different fields. In education level, the strategy of building a
cyber-security course was produced in [63] and[64]. The included divisions of academia were
classified according to the need of cyber-security course. Moreover, the risk of losing the
information was reduced to cover the requirements. The authors of [65] produced a roadmap for five
years to build and improve the cyber-security algorithms used by the government. The building was
based on responsibilities and standards of developments. In [66], cyber hygienic protocols were
proposed to address the critical dangerous of cyber-crime in the time of COVID-19. Governments
adopted these protocols in education, health and other fields to compensate the lack of information
and to keep the accuracy high. At the other hand, different aspects of cyber-attacks had been
presented in[67]. These aspects included critical infrastructure attacks, analyzes attack vectors and
attack methods. They were used to manage the government requirements in terms of information
security. In [68] and [69], the intelligent methods had been used in building Governments' strategical
planning with less effects of cyber-security attacks on the underlined information systems. Authors
of [70] produced reported list of agency readiness from more than thirty Governments to recover the
effects of disasters on the information systems. Different statistical studies using SPSS system were
introduced to study the effects in deep look. In colclusions, the research work sor far [6]-[70] can be
summarized in Table .

TABLE |: RESEARCH WORK [6]-[70] COMPARISON.

© 2017 University of Technology, Irag

Research Work Applications Technologies Drawbacks
[6]-[15] Web Applications 1. Deep_learning. l.Lack of database security.

2. Machine Learning. Authors neglegte the security of

3. Monitoring technology. data inside the database, while a

4. Website frameworks. lot of attacks can dameges it.

5. Website assement technology.  2.Absence of attack prediction,
while the presented methods
dtetcted the cyber-attacks in low
accuracy ratios.

[16]-[27] Cloud Application 1. Cloud based platforms. 1.The low security connection

2. Al methods. between cloud and  web

3. Cloud security. apploication. The trasactions of

4. Block-chain security  data within the network was not

technology. covered to produce more secure

5. Monitoring technology. system.

2. Excluding the security from
available cloud services. The
security in cloud services is
hgihgly important and shuld be

condider to present secured
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[28]-[37] Mobile Applications 1. Maleware and thread
detection technologies.
2. Statical evlauations.
3. Mobile security.

DosS detection.

Security assessment.
WSN protocols.
Authentication methods.
Encryption methods.

[38]-[60] WSN Applications

apsrwh e

Standrization of roles.
Stratigical planning.

[61]-[70] Government 1
2.
3. Data applications.
4

Applications

systems to avoid the absence of a
comperhansive cyber-security
system.

1.Authors neglected the security
of data exchange between the
mobile application nd related
wesites that can be used to
store the data.
2.High  complexity  security
system to be implemented in
mobile devices. The complexity
was the results of using multi-
techniques of secuirity.
3.Absence of a comperhansive
cyber-security system that delt
with all mobule network layers

l.Lack in presenting security
system that control the data
transmition in safe.

2. Authors presented a complex
application to be implemented
on limited resources WSN.

3. Absence of Cyber-predection
system that can prvenet most
of attacks in early stages.

4. Problems of mobility and
clustering were not tackled to
be considered in the presented
system.

1. These systems considered parts
of the whole secuiryt systems
and neglegted others.

High security  data 2. Authors did not consider the

transfer.

early stage of attack
prediction.

I11. PROSPECTIVE CYBER-SECURITY SYSTEM

As explained above, the information systems for different applications require strong security
systems that can guarantee, with high ratio of security, the safe of included data. Therefore, it is
important to figure out and highlight the aspects of producing these systems.

By considering the systematic review in this paper, Fig. 1 shows the classifications of the research work
in literature as a block diagram. The adopted structure is the heretical shape from wide base to narrow,

in which the important fields are covered and explained well.

This figure shows the applications of cyber-security systems as a wide base, and then considers the
specific areas step by step according to the research work in literature [6, 70]. These systems in literature

suffered from drawbacks that varies from heavy to light as follows:

1. The most important problem is the accuracy of detecting the cyber-attacks.

2. Clear lack in cyber-attack prediction.

3. Neglecting important concepts, such as the development of cyber-attacks, in which smart

methods are proposed and considered.

4. The availability of comprehensive cyber-security systems for WSN.
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The pink highlighted blocks represent the hot area that are the considered by the prospective
cyber-security system in this paper. These areas are based on combining the Al, cyber-security, and
WSN for producing a comprehensive security system with high efficiency in tackling different types of
cyber and normal attacks in WSN, which is a part of CPS. To be more precise, the following aspects
should be considered and contributed for prospective cyber-security systems for WSN:

1. Producing cyber-security system that has detection algorithm for discovering the current and
active cyber-attacks on the WSN.

2. Moreover, a prediction algorithm should also be proposed to expect the worst in case of
weakness happened in the underlined security system.

3. Using Al methods in producing the detection and prediction algorithms of point 1. This is to
increase the accuracy of detecting and predicting procedures of cyber-attacks.

4. Combing the produced algorithms and methods in a comprehensive cyber-security system for

WSN.

5. Evaluating the performance of produced methods in regular way to ensure that the system is
working well with high efficiency in terms of detecting and predicting the cyber-attacks.

///

S o

> -

Intelligent Cyber
Security Systems
for WSN

Cyber-
Security Systems

Intelligent Cyber
Security Systems

Prospected
Cyber-Security
System

FIG 1. SYSTEMATIC REVIEW FOR PROSPECTIVE CYBER-SECURITY SYSTEM.

IV. CONCLUSIONS

This paper presented a systematic literature review of cyber-security system for CPS and
particularly for WSN. This was to point out the drawbacks and weak joints of producing a
strong security system for important applications including WSN. Based on the research works
in literature with the assistant of systematic methodology, a prospective cyber-security system
for WSN was presented. This system covered the lack points of previous work and
compensated the missing joints that can be gates for cyber-attacks. The prospective system
considered the Al methods for increasing the accuracy of detecting the cyber-attacks. This
accuracy helped the applications in avoiding the loosing of services by attacks in early stages.
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Moreover, the prospective cyber system adopted the cyber-attacks prediction that can produce
a really strong WSN applications that can resist these attacks before happening. The expected
results can increase the resilience of the prospective cyber-system against attacks in efficient
way to be used for different WSN applications. For future business advice suggests
standardization frameworks new protocol designed for cyber-security in WSN contain suggest
more than one Al algorithm surmise that expected cope bad cases if hung the system suddenly,
then reform the execution of processes for ensuring the system is well.
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