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ARTICLE INFO ABSTRACT

Keywords As the utilization of biometric data grows, it is expected that systems

Biometric, database, will become more dependable and capable of providing successful

I outcomes in challenging scenarios and in the face of counterfeiting.
authentication,

. . Ensuring the security of information is important to the effective
fingerprint, hand,

Face, gait, era, iris, functioning of any system. Hence, a stringent approach is necessary to

speaker,recognition. authenticate the identity of each individual prior to granting them access
to the stored data. Cancellable biometrics can enhance the security and
privacy of users in response to potential threats. This study reviews and
discusses many components of the biometric system, including face
recognition, fingerprint identification, iris recognition, speaker
recognition, gait recognition, ear recognition, and hand scanning.
Authentication for the Biometric database is included in each section.
For each segment, we will evaluate an article and analyze the
discoveries presented in that paper during our review. Authentication is

performed by all sections inside a filed biometric database.
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1. Introduction

Biometric technologies such as fingerprint, iris, retinal scan, voice, palm, and facial recognition are
utilized to identify and recognize individuals. Various ID systems integrate these technologies
alongside biographic data for biometric recognition, which automatically identifies individuals based
on biological or behavioral features. Biometric identification involves searching a database to find the
biometric reference identifier(s) associated with a single individual. Biometric verification, on the
other hand, confirms a biometric claim through comparison. Both processes are integral to biometric
recognition and can serve distinct purposes [1]. Every biometric system necessitates a database to
store existing data and compare it with new data for discovery or authentication purposes. Each
database contains pertinent components tailored to the specific biometric modality. For instance, a
fingerprint database requires images, while a voice database necessitates audio recordings. This
ensures that all relevant information is appropriately stored and accessible within the designated
database [2]. Identity records can often be duplicated, posing challenges for ID systems. To address
this issue, biometric identification can be leveraged to conduct a duplicate biometric enrollment
check, ensuring the uniqueness of each user within the database. This involves comparing a template
generated from a captured biometric to all or a subset of templates stored in the biometric database.
Upon detection of a duplicate registration, appropriate measures are taken, such as adding the new
template to the database while ensuring individual identification integrity [3]. Certain authentication
methods require the user's biometric verification, which involves comparing a template derived from a
captured biometric to a single stored template on a one-to-one (1:1) basis. This stored template could
be on an ID card, mobile phone, or within a database. Biometrics generally fall into two primary
categories: biological and behavioral. Biological biometrics include fingerprints, face, iris, veins, etc.,
while behavioral biometrics include keystroke dynamics, gait, signature, voice, etc. [4,5]. In our
review, we examined various biometric authentication features such as face recognition, fingerprint
identification, iris recognition, speaker recognition, gait recognition, ear recognition, and hand
scanning. Each of these features plays a crucial role in authenticating individuals by leveraging a

biometric database [6].
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1. Biometric System

Biometrics are physical or behavioral features of people that can be used to digitally identify them
and enable them access to systems, devices, or data. Biometrics is the study of people's unique
physical and behavioral features through measurement and statistical analysis. The technology is
mostly used for identification and access control, as well as identifying people who are being watched.
The underlying idea of biometric authenticationis that each individual can be precisely identified based
on their physical or behavioral characteristics [7]. The adoption of e-commerce applications, eaadhaar,
and other similar technologies is on the rise these days. As a result, there is a requirement for secure
network transactions as well as data kept in databases [8]. Because each portion of biometric contact
to preview data, all data is stored in the database, this research will focus on the kind of biometric to
illustrate how biometric databases work in biometric authentication [9]. Biometric authentication is
employed for identity verification and access control, as well as for tracking individuals within
monitored groups. Biometric identifiers, which are unique and measurable characteristics used to label
and differentiate individuals, play a pivotal role in this process. The utilization of biometrics enhances

the security of the system's authentication. Please refer to Figure (1) for an illustration of the biometric

database system [10,11].
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Figure: Biometric Database System.
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Biometric identification technology has become increasingly common in our daily lives asthe demand
for information security and security legislation has grown around the world. Due to its potential to
overcome several fundamental constraints of unimodal bio- metric systems, multimodal biometrics
technology has garnered interest and popularity inthis respect [12]. In this review paper, we will focus
on several types of biometric authentication to examinecertain articles, each of which employed one or
more databases. Figure 2 shown the types of biometrics system. Biometric authentication helps a
human recognize someone in security, and it is the best approach to recognize someone to verify that

person. In this review, focus on this type of biometrics authentication:
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Figure 2: Type of Biometrics System.
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For this work, the authors used this topic and reviewed some papers for each one, each of which
had a different outcome. After reviewing the papers, the researcher presented the outcome in the
form of a table, text, or figure. Finally, show what this topic is about and why this particular aspect
of biometrics is significant. Apart from this topic in biometric authentication having some part or
field like above, everything that is utilized same as in biometric authentication, when each part has
some paper about it, but not reviewed in thispaper, may be reviewed in future work, working in this
filed like DNA [13].

2.1.Face recognition

Face recognition is a technique for recognizing or validating an individual's identificationby looking at
their face. Face recognition software can identify persons in photographs, videos, or in real time.
During police stops, officers may use mobile devices to identify persons. Face recognition software
uses computer algorithms to identify specific, distinguishing features on a person's face. These
features, such as eye distance or chin shape,are then transformed into a mathematical representation
and compared to data from other faces in a face recognition database. A face template is data on a
specific face that differs from an image in that it is designed toonly include certain traits that can be
used to recognize one face from another. Face recognition technology has been utilized in airports,
border crossings, and sporting events such as the Olympics. Face recognition may also be utilized in
private locations such as businesses and sports stadiums, although private sector face recognition
may be subject to various restrictions [8]. In this review paper, we will look at some papers on face
recognition techniques and illustrate how they operate, as well as the methods they use to recognize
faces, because eacharticle uses a different approach to identify faces and detect people using biometric
systems. Figure 3 show face recognition.

Figure 3: Face Recognition

M. Azimi is Effects of Facial Mood Expressions on Face Biometric Recognition System’sReliability,
we gave a one-by-one comparison of all samples from all moods in that paperin order to answer the

following questions: 1- Is there a statistically significant difference in matching scores across
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samples with various emotional facial expressions? (Which mood is more likely to jeopardize the
system's reliability than others?) 2- From the stand-point of the biometric system, what are the best
and worst comparison scenarios for each mood? Images with various expressions from the Jaffe
Database were utilized to answer the first and second questions. It is vital to notice that in the final
answer to the first question, less face-distance indicatesmore matching score, and the best matching
score has been attained for the neutral vs. neutral comparison, and answered second question, all
feasible comparison scenarios werecompared (normal vs normal, anger vs anger, fear vs fear, happy
vs happy, sad vs sad, surprised vs surprised, and fear vs fear) [14]. M. Singh is Multimodal
Biometric Database DMCSv1(Data Management and Control System version 1) of 3D Face and
Hand Scans, The DMCSv1 multimodal biometric database of 3D face and hand scans is presented in
this article. The data was gathered for face, hand, and multimodal recognition research. Struc-tured
light technology was used to compile the database. Using the DMCSv1 database, thisarticle used a
face and hand biometric method to identify people [15]. O.C. Kurban is A Multi-Biometric
Recognition System Based on Deep Features of Faceand Gesture Energy Images, in that paper, the
Eircom Kinect Face dataset and the Body Login Gesture Silhouettes dataset were combined with
score level to generate a virtual dataset. The VGG (Visual Geometry Group) Face deep learning
model was used for the face database. Technique for energy imaging was used to extract and obtain
signal characteristics. While the study used CNNs (Convolutional Neural Networks.) and deep
learning, a set of machine learning methods known as “deep learning” make use of components of
nonlinear transformation models in an attempt to simulate high-level data abstraction. The CNN

model is one of the deep learning constructs for computer vision [16].

2.2.Fingerprint identification

One of the most well-known and well-publicized biometrics is fingerprint identification.
Fingerprints have been used for identification for over a century due to their unique- ness and
constancy through time, but have only recently become automated (i.e. a bio- metric) due to
advances in computing power. The high, peaked component of the friction ridge skin shows a
sequence of dark lines, while the valley between these ridges appearsas white space and represents
the low, shallow component of the friction ridge skin [17]. The minutiae, or the location and

direction of ridge ends and bifurcations (splits)along a ridge path, are used to identify it [18]. Figure

4 shows a block diagram of a typical Auto-Matic Fingerprint Verification system.
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Figure 4: Fingerprint Identification.

Several articles were utilized to review each article, and each article employed some approach or
approach to biometric Fingerprint recognition. P. A. and S. D. are Fingerprint Indexing Approaches
for Biometric Database, when it is reviewing article work in gives a survey of the current fingerprint
indexing methods, as wellas examples of several of them. The local ridge line orientation, global
feature, minutiae, and other features are used to index fingerprints [19]. That article shows some
algorithms used in Fingerprint Indexing, other hand reviewing some articles, shows each article
Summary on fingerprint indexing approaches for rolled, plain and latent prints. OF: orientation
field, SP: singular points, SIFT: scale invariant feature transform, MCC: minutia cylinder code, RF:
ridge frequency, HR: hit rate, PR: penetration rate. Table 1 shows the summary on fingerprint

indexing algorithms for rolled, plain, and latent fingerprints.

Table 1: Summary on fingerprint indexing approaches for rolled, plain and latent prints. OF:
orientation field, SP: singular points, SIFT: scale invariant feature transform, MCC:
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minutia cylinder code, RF: ridge frequency, HR: hit rate, PR: penetration rate [19].

Authors

Fingerprint
Features

Approach

Fingerprint
Database

HR @ PR =10%

Rolled

Bhanu and Tan

[6]

Minutiae

Triplets

] 2,000 queries
and 2,000
templates

(NIST SD4)

85.5%

Wang et al.
[17]

OF

Fingerprint
Orientation

Model based on
2D

Fourier
Expansion

2,700 queries
and
2,700 templates

(last 2,700
pairs of NIST
SD14)

98%

Cappelli et al.
[9]

Minutiae

MCC

2,700 queries
and
24,000
templates
(NIST SD14)

95%

Cappelli [13]

OF + RF

1,000 queries
and
1,000,000
templates
(generated
by SFinGe
v4.l)

99.6%

Plain

Bhanu and Tan

[6]

Minutiae

Triplets

400 queries and
600 templates
(collected by

FIU-

500-F01
sensor)

100%

Liang et al.[7]

Minutiae

Triplets

550 queries and
330 templates
(FvC2004

DB1)

99%

Wang et al.
[17]

OF

Fingerprint
Orientation

Model based on
2D

Fourier
Expansion

Queries and
templates not
indicated (
FVvC2002
DB1la)

99.9%

Shuai et al. [21]

SIFT

500 queries and
300 templates
(FVC2000

DB2a)

98%
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700 queries and
Cappelli et al. . 100 templates
9] Minutiae MCC (FVC2002 99%
DBla)
99%

2.3 Iris Recognition

Iris Recognition is a biometric way of identifying persons based on distinctive patternsin the ring-
shaped portion of the eyeball surrounding the pupil. Because each iris is uniqueto a person, it's an
excellent biometric verification tool. A specialized digital camera is used in the Iris Recognition
procedure. The camera will take a clean, high-contrast pictureof a person's iris using both visible
and near-infrared light. The camera focuses on your eye and locates the center of the pupil, edge
of the pupil, edge of the iris, and your eyelids and eyelashes with Iris Recognition. Iris
Recognition is one of the most accurate kinds of biometric authentication, and NEC's Iris
Recognition technology has been named the most accurate in the industry [20] [21]. For iris,

recognition used some techniques like:

e Pupil detection: - The pupil needs to be detected and removed from the acquired eyeimage
since only the iris pattern is used for matching purposes.

e Iris detection: - Using an intensity variation technique, the outer iris boundary is
discovered.

e Normalization: - The strip is created from the localized iris picture.

e Feature extraction: - The iris' distinctive qualities are determined by extracting the
image's features or values.

e Matching: - The iris codes (IC) generated for the database and query photos are
compared using the hamming distance method.

Iris
Detection

Pupil
Detection [

ation | = ,f}; 7’

Feature

extraction B Matching -

}

.ui\ g

Figure 5: Iris Recognition Technique
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For iris recognition in biometrics, use or review several articles to see how other research ers
worked on this subject and what approach they used to recognize iris. This review has an article
on iris biometric recognition Iris Recognition System: A Novel Approach for Biometric
Authentication, the form, intensity, and localization of the pupil and iris were used in the
proposed method in the article. The normalization technique converts the segmented region into a
rectangular rectangle. The texture-based feature is extracted using the Gray Level Co-occurrence
Matrix (GLCM) and Hausdorff Dimension (HD). A supervisedSVM machine learning technique
was used to classify the retrieved characteristics. The suggested approach is broken down into
two stages: enrollment and verification. In the enrollment phase, the individual's iris image is
enrolled, and in the recognition phase,the enrolled individual is authenticated by checking his or
her iris pattern or characteristic[20]. In these article two Tables; first table compares the result
with other methods show in Table 2 and Table 1 the result shows the result for his paper in the

field of Sensitivity, Specificity and Accuracy shown in Table 3.

Table 2: Compares of Accuracy of The Proposed System with The Other Methods [20].

N Methodology Accuracy (%)
1 Artificial Neural Network 83.65
2 Support Vector Machine 90.25
3 Proposed System 93.75

Table 3: Results in Terms of Sensitivity, Specificity and Accuracy [20].

Database Sensitivity Specificity Accuracy
CASIA 87.50 % 100 % 93.75 %

2.4 Speaker Recognition

Speaker Recognition is the process of automatically detecting who is speaking by analyzing the
speaker- specific information included in voice waves to authenticate the identities of persons using
systems. Speaker identification and speaker verification are two types of speaker recognition. The
technique of determining from which of the registered speakers a given speech originates is known
as speaker identification. The practice of recognizing or rejecting a speaker's asserted identification
is known as speaker verification. The majorityof applications that use speech to validate a speaker's

identification are classified [22]. Speaker recognition is a biometric technique that employs the
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speech samples of individualspeakers as input for recognition. The main purpose of this project is to

improve the accuracy of a speaker recognition system for a huge speech database [23].

Speaker Recognition

Speaker 1denfifica- Text dependent Open set vs. close
tion vs speaker verifi- || vs. Text independent || get
cation

Figure 6: Classification of Speaker Recognition System [24].

This review of speaker identification systems in biometric identification is based on a fewarticles,
each of which employed a different method for identifying speakers and finding them in
databases. In this review, we used an article that was relevant to our work. A comparison of
various combinations of characteristics for a speaker identification systemutilizing feedforward
artificial neural network (FFANN) and support vector machine (SVM) for 10 and 20 speakers is
made in that paper All of the results in the paper can be found in Table (4), which shows
compression between artificial neural network (ANN) and SVM when different data and methods
are used [24].

Table 4: Different Data and Methods Used in ANN and SVM [24].

Features Acc; racy-10 A;%Cel;rkicé'go A;s:;sgs%o AcclL(J racy 20
used speakers- ANN ANN (640 SVM (320 Speakers SVM
(320 voices) . . (640voices)
voices) voices)

MFCC 85.3 % 76.4 % 64.45 62.5 %

LPC 80 % 70.5 % 71.6 % 64.4 5 %

ZCR 63.15 % 50 % 48.15 37.1%
MFCC

2CR 86 % 87.3 % 70.6 % 71.7 %
+
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LPC +ZCR 89.1 % 84.2 % 74.2 % 71.9 %
MFCC+LBC 91 % 86.9 % 80.6 % 78.8 %
MFCC+
92.8 % 93.1% 79.1 % 57.1%
LPC +ZCR

After showing the above table when using Mel-Frequency Cepstral Coefficients (MFCC), Linear
Predictive Coding (LPC), and Zero Crossing Rate (ZCR) characteristics together asan input with
an ANN classifier, the accuracy of the system does not suffer when the number of speakers is
increased from 10 to 20. But when the number of input speech samples rises, the accuracy of
SVM drops. When comparing the results of ANN with SVM, it can be concluded that ANN with
MFCC, LPC, and ZCR provides superior accuracy, even though the database size is larger. As a

result, we can consider thisresult valuable in the field of speaker recognition research [24].
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2.5 Gait Recognition

One of the biometric identification technologies, gait recognition, has received a lot of interest.
There have been numerous suggestions that a person's walking style is a distinct behavioral trait
that can be used as a biometric. Differing from other biometric identification technologies like
facial recognition, gait recognition is widely recognized as the most essential noncontact able,
noninvasive biometric identification technique that is difficult to duplicate. Gait recognition is
likely to be used in settings such as criminal investigationand access control because of these
benefits [25]. S. M. Darkish has developed a multi-model biometric authentication database
specifically for human gait recognition. This database differs from existing ones in the literature
as it utilizes wearable sensors and a smartphone to capture gait data. Unlike the commonly used
databases, which rely on machine vision, floor sensor-based, or wearable sensor approaches, this
database offers a unique combination of technology for gait recognition research. [26]. in this
study, various results were obtained, including Equal Error Rate (EER) values for five wearable
sensors located at different positions. These EER values ranged from 0.17 percent to 2.27 percent
across different walking scenarios. However, the EER results for smartphone data varied from
1.23 percent to 4.07 percent. Additionally, the average Genuine Reject Rate (GRR) of sensors
positioned on the leg, pocket, and hand decreased as the age group increased. Interestingly, no

discernible trend was observed for sensors placed in the upper pocket [27].
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Figure 7: Gait Recognition Technique [27].
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2.6 Ear Recognition

With the progress of technology, people are paying greater attention to biometrics recognition.
The human ear is a fantastic source of information for passive personrecognition. Because the ear
is visible, photographs are easy to capture, and the structure of the ear does not change much over
time, it appears to be a good potential solution [28]. Ear biometrics is becoming increasingly
popular as one of the most significant biometrics. When combined with other biometrics, ear
recognition has distinct advantages that can make identification safer and trustworthy (e.g. face
and fingerprint). The human ear is a relatively new class of relatively stable biometrics that has
recently attracted the interest of researchers [29]. There are several articles concerning ear
biometrics in this section, but just one was used in this review, in that article, in a multimodal
biometric recognition system, numerous information derived from distinct biometric modalities is
combined to alleviate the variouslimitations experienced in a unimodal biometric system. At the
feature level, a new multimodal biometric system based on ECG-ear-iris biometrics is suggested.
ECG, ear, and iris biometrics are subjected to preprocessing techniques such as normalization
and segmentation. To extract the key characteristics from the ECG signal and convert the ear and
iris images to a 1D signal, local texture descriptors such as 1D-LBP (One D-Local Binary
Patterns), Shifted-1D-LBP, and 1D-MR-LBP (Multi-Resolution) are employed. To classify an
unknown user as real or imposter, KNN and RBF are employed for matching. This article works
in some steps to get results, all steps shown in Figure (2). The results of the experiments show
that the suggested method outperforms a unimodal biometric system. With an Equal Error Rate
(EER) of 0.5 percent, a Correct Recognition Rate (CRR) of 100 percent is attained [30].
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2.7 Hand Scanning

Biometrics researchers discovered that the human hand, particularly the palm, has specific traits
that can be used for personal identification. The thickness of the palm area,as well as the width,
thickness, and length of the fingers, are among these characteristics. These qualities are used by a
large number of commercial systems in a variety of applications. Biometrics based on hand
geometry is not a new concept. It is older than palm print, which is part of dactyloscopy, and was
originally referenced in the early 1970sof the twentieth century. The first known application was on
Wall Street for security checks [31]. Although the human hand has enough anatomical traits to allow
for personal identification, it is not deemed unique enough to allow for comprehensive personal
identification. Hand geometry changes throughout time, and the shape of the hand can vary as a
result of disease, aging, or weight fluctuations. It is based on the fact that everyone's hands are made
uniquely [32]. In hand biometrics, the first group is regarded as the traditional approach. Because it
is a part of dactiloscopy, the techniques utilized are similar to those used for fingerprints. The size,
shape, and flow of papillae are all measured, and minutiae are the most important characteristics to
look for during the identification procedure. Figure 3 shows how a biometric system based on hand
form works. Hand shape data is collected from registered users during the registration step, and
feature sets are derived from the collected data. Per person, data and one or more templates are

computed. and then saved in a database [33].

User ID (PIN)

Hand Template
i (. Eesssmsmssss==Ess n
template adaptation :
l_ >»| memory —I :
. Enroliment
template
Hand Feature Hand I Template I
image extraction template matching

T oo = =
oo P ID verified )

= = = = = Enrollment only

— — = Recognition only
""""" = Optional template adaptation

Figure 9: Hand Scanning Method [33].

This article 45 an open access article distributed under 161
the temms and conditions of the Creative Commons Attribution-



Rebin A. Hamaamin et al. Bas ] Sci42(1) (2024)146-167

Conclusions

Biometric identification has arisen as a means of controlling access to both physical and virtual areas
in a precise manner. Biometric characteristics, such as digital imprint probes, face probes, voice
probes, and so on, are increasingly being employed as alternatives to passwords, PINs, and visual
verification techniques. This review paper gives a comprehensive security analysis of the match-in-
database biometric technology. It examines the present threat models and suggests a more
comprehensive threat model. Thisreview paper examines a portion of the biometric database system.
After going through all of the parts, you may find some facts in this section. First, this area gives
greater authority to the authentication person and is employed in the security area. Scorned The
minimal frequency of inaccuracy in this review allows us to have unique identification for each
person. End users do not have to remember their code or anything like that. amount of pinsthe user
can benefit from all-factor authentication in this situation. Secure authentication, a focus on a
decentralized database, and ensures that the data in the database is correct and complete.
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