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ABSTRACT

This study aims to develop an effective framework that addresses the security concerns and user behavior related
to e-wallet adoption. The research methodology entails quantitative data collection through a literature review and
surveys of e-wallet users using convenience sampling, and the proposed model is tested using the Partial Least Squares
Structural Equation Modelling (PLS-SEM). The proposed security factors in this study include phone stolen protection,
app security performance, secure authentication, data privacy protection, secure online transaction and banking info
security. The online survey form was disseminated to Malaysian citizens, and 186 respondents participated in the survey.
Using a two-step approach, this study employed a measurement model to assess indicator loadings, convergent validity,
and reliability. Additionally, a structural model was utilized for path analysis. This study selects the measurement or
dependent variable for e-wallet adoption as "usage behavior." The findings indicate a significant positive relationship
between e-wallet adoption behavior and online trans-action security. The inclusion of secure online transactions in
digital wallets reassures users, fostering confidence and promoting engagement in secure online transactions, thereby
bolstering the efficacy of e-wallet services, especially for critical financial activities. The significance of the research
project lies in its potential to overcome the barriers hindering e-wallet adoption by addressing the security concerns of
potential users. By enhancing security measures and increasing user trust, the adoption of e-wallets can be accelerated.
Through an in-depth analysis of these factors, the research may provide recommendations and contribute to the country’s
overall development and adoption of e-wallets.

Keywords: E-wallet, Security factors, Privacy concern, PLS-SEM, FinTech

1. Introduction

An electronic wallet, also referred to as a “digi-
tal wallet” or “e-wallet,” is a digital representation
of a payment card that is authorized for use in on-
line transactions [1-3] and enables anyone to do
any e-commerce transaction and payments, which are
currently considered one of the most popular trans-
action methods. A digital wallet transaction includes
the advantages of convenience, flexibility, security
[4, 5], cost savings, bill-splitting capability, and the
opportunity to earn toll payment reductions [6].

The application enables customers to organize in-
formation about buying, loyalty and financial in a
centralized location, similar to a real wallet [4, 7].
An E-wallet refers to an electronic card or ap-
plication utilized for online transactions through a
computer or smartphone, functioning similarly to a
credit or debit card. To facilitate payments, an E-
wallet must be linked to the user’s bank account [6].
In Malaysia, e-wallets have gained significant traction
due to their convenience and the government’s initia-
tive to promote a cashless society. Malaysia initiated
a fintech initiative in 2011 as part of its Financial
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Sector Blueprint 2011-2020 to modernize the finan-
cial sector and position Malaysia as a technologically
advanced nation [8].

Based on the Malaysia FinTech Report 2021 [9],
e-wallets are leading at 15% of the Malaysian FinTech
space, with 38 over 233 companies providing e-wallet
services. According to statistics from the BNM [10], e-
payments and the utilization of e-wallets in Malaysia
are emerging trends, but their progress is currently
sluggish. In fact, Statista Research Department re-
vealed that in the fourth quarter of 2022, 45 percent
of Malaysian consumers had utilized digital wallets.
However, this figure exhibited a decline compared to
the previous quarter.

The peak usage of e-wallets in Malaysia was ob-
served in the first quarter of 2022, with a recorded
rate of 68 percent. The current circumstances could
potentially impact the progress of initiatives aimed
at transforming Malaysians into a cashless society,
which offers numerous benefits, including economic
efficiency, financial inclusion, reduced crime, im-
proved transparency, technological advancement,
and environmental sustainability.

However, there are various issues that have hin-
dered Malaysia from attaining widespread e-wallet
acceptance among its residents, and [6, 7], [11-17]
noted that the security component is the biggest
difficulty, including confidentiality, which is also se-
riously affected if the phones are lost or stolen [6, 7],
[18-20]. Furthermore, they must contend with secu-
rity threats such as hacking, malware, and phishing
attempts in online transactions.

E-wallets offer convenient and secure digital pay-
ment solutions, but security concerns hinder their
widespread adoption in Malaysia. While the rise of
COVID-19 has prompted Malaysians to embrace a
cashless payment method, security concerns about
e-wallet applications have been circulating, and most
users are concerned [21]. According to Oppotus re-
port [22], e-wallet usage declined quarterly, reaching
45% in Q1 2022, as consumers had more pay-
ment options with businesses operating normally,
leading to a preference for cash (34%) and debit
cards (19%) over digital wallets. Some small busi-
nesses still do not offer e-wallets as a payment
choice.

The popularity of e-wallets is attributed to their
seamless transactions, but the lack of awareness and
knowledge, coupled with security concerns, remains
a significant barrier. People hesitate to use e-wallets
without trust in information system providers and the
assurance of privacy and security features in place for
transactions [23].

Despite the benefits and convenience of using
e-wallets, user concerns persist due to fraud and secu-

rity issues. Some users are hesitant to use e-wallets as
they do not see smartphones as secure payment meth-
ods. Additionally, linking financial information raises
liability for potential losses from unauthorized trans-
actions, causing inconvenience and time-consuming
reconciliation processes for consumers seeking re-
funds [24]. Understanding and mitigating these risks
is vital.

According to [8], Malaysia has a lot of poten-
tial for implementing the electronic wallet system;
however, there are several challenges. Infrastructure,
e-wallet complexity, cyber security, risk to personal
information and fintech laws are just a few of
them. Therefore, numerous studies have explored the
factors influencing e-wallet adoption, including con-
venience [25], trust [19], perceived usefulness, and
social influence [6]. However, the specific security
factors that influence e-wallet adoption in Malaysia
have not been comprehensively investigated. Under-
standing these factors is crucial for addressing user
concerns and enhancing the security measures of e-
wallet platforms [20].

Previous studies have identified security concerns
as one of the key barriers to e-wallet adoption
[6, 7, 11, 26, 27]. Security-related issues such as
data breaches [28], unauthorized access [29], and
fraudulent [8] activities may lead to skepticism and
hesitation among potential users. Addressing security
concerns is crucial for realizing the full potential of
e-wallets in Malaysia, promoting financial inclusion
and convenience. It is supported by [11], which states
that concerns regarding security and privacy have
arisen as significant obstacles to their widespread
adoption.

This study aims to develop an effective framework
that addresses the security concerns and user behav-
ior related to e-wallet adoption. In pursuit of this
goal, the research will determine the level of security
concern among users and identify the security factors
that impact the use of e-wallets in Malaysia. The
focus of the study is solely on security factors due
to the increasing concerns among smart technology
users regarding security issues during transactions.
Previous studies have only considered security as a
general factor, making it essential to delve deeper
into specific security aspects.

As it is commonly understood, the existing research
on e-wallet adoption in Malaysia has overlooked
specific security factors, hindering the industry’s suc-
cess. By analyzing the problem statement, this study
may assist e-wallet providers in better understand-
ing their customers’ perspectives on e-wallet security
issues, motivating providers to implement appropri-
ately designed regulations that will increase e-wallet
adoption in Malaysia.
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2. Related work

This section will go into greater detail about the
background and several important previous research
efforts related to the security factors that influenced
e-wallet adoption, which will help define the general
model of this study.

2.1 E-WALLET services

In 1997, Coca-Cola allowed consumers in Helsinki
to make payments via text message on vending ma-
chines, serving as a precursor to the development
of digital payments and the eventual replacement of
physical wallets with mobile phones for transactions
and fund transfers [6, 12]. Digital payment does not
entail the exchange of monetary notes; rather, the
process of releasing and accepting money is carried
out digitally [30, 31]. In the early days, electronic
payment could be managed using several methods
such as debit/credit cards, and the ACH network con-
sisting of direct debit, e-cheque, and direct deposit
[15, 32].

Besides, in 2011, Google pioneered the creation of a
mobile m-wallet with NFC technology, enabling dig-
ital payments, loyalty points, discounts, and prizes.
Apple Passbook emerged in 2012 for handling board-
ing passes, tickets, and coupons. Apple Pay, Android
Pay, and Samsung Pay have since adopted NFC
technology. These various types of e-wallets can be
categorized based on themes due to the variable op-
erationalization and usage of e-wallets.

In the meantime, digital payment systems are de-
signed to appeal to a wider range of customers and
to compete with market leaders [14, 27, 33]. These
payment innovations can provide a wide range of
alternative options, raising public awareness of the
advantages of digital payment services [34]. Digital
payments encompass a wide range of payments made
with digital instruments, such as e-wallets, electronic
payments, mobile payments and QR-based payments
[16, 33, 35]. The e-wallet service comprises essential
components: a smartphone, an e-wallet application,
an e-wallet server, an Internet connection, merchant
platforms, and the user’s bank account, as illustrated
in Fig. 1 [36].

E-wallets can be classified according to accessibility
for three types of services which are closed e-wallet,
semi-closed e-wallet, and open e-wallet [6, 20, 36,
37]. A closed e-wallet refers to an e-wallet provided
by a company exclusively for the purpose of enabling
consumers to buy goods and services directly from
that company.

A semi-closed e-wallet enables the user to pur-
chase goods and services, including financial services,

E-Wallet
Server

— (_" Ob «—
ﬁ Shéigsite

Bank

Smartphone with
e-Wallet App

Fig. 1. Components in e-wallet service.

specifically at designated merchant locations and es-
tablishments with a contractual agreement with the
e-wallet issuer. On the other hand, an open e-wallet
al-lows users to purchase goods and services, includ-
ing financial services, at any merchant location and
withdraw cash from ATMs or authorized business cor-
respondents.

Aside from that, e-wallet services vary in techno-
logical bases. Some operate solely online, while NFC
and QR-code-based e-wallets enable over-the-counter
transactions through smartphones. NFC-based wallets
use radio frequencies for contact-based payments,
while QR-code wallets process payments through
scanned QR images, allowing contactless transac-
tions. E-wallets also can be classified as network-
based or card-based. Both types can issue electronic
money and perform transactions with merchants
(open loop). However, only the card-based e-wallet
is linked to a specific card scheme [6].

2.2. E-wallet landscape in malaysia

In 2015, e-wallets made their debut in Malaysia, but
their adoption was still at an early stage. These pay-
ment methods have grown in popularity in Malaysia,
particularly during the COVID-19 outbreak [21, 37,
38]. The COVID-19 pandemic has prompted an in-
creased adoption of e-wallets by consumers as they
seek contactless transaction methods to comply with
social distancing measures. As consumers’ lifestyles
and needs evolve with the changing times, merchants
are compelled to rethink and reformulate their cus-
tomer services accordingly [39].

During the Covid-19 epidemic, especially in Asia,
data reveals a 30-40% rise in online shopping spend-
ing and a 60 percent increase in contactless payments
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[27]. In fact, the advent of e-wallets has caused signif-
icant disruptions within the FinTech industry, leading
to a fundamental transformation in the financial ser-
vices sector operations. Southeast Asia has emerged
as the fastest-growing region globally in terms of the
rapid expansion of mobile wallets [38, 40].

According to [41], in the year 2021, mobile bank-
ing witnessed a significant surge, attracting three
million new customers and driving the adoption
of e-wallets to unprecedented levels, largely influ-
enced by the Malaysian Government’s Movement
Control Order (MCO). Responding promptly to the
trend, merchants embraced digital payments, with
over 400,000 new businesses registering for QR code
payments—a remarkable 164% increase compared to
the previous year.

Despite the significant increase in e-wallet usage in
Malaysia, it is evident that the transaction volume of
e-wallets is not as desirable as that of online banking
[41]. Additionally, there is a lack of comprehensive
sources available on the factors influencing users’ be-
havior to adopt e-wallets in Malaysia.

The adoption of e-wallets in Malaysia has proven
beneficial, contributing to national income, enhanc-
ing business competitiveness, and fostering growth in
the digital economy [42]. To capitalize on these ad-
vantages, the Malaysian government introduced the
E-Tunai Rakyat initiative to encourage e-wallet adop-
tion among citizens. The response from the public
has been positive, with the E-Tunai and E-Penjana
applications gaining popularity and significantly in-
creasing e-wallet usage among Malaysians.

In the meantime, the pandemic led to a surge in
e-wallet usage in Malaysia, with 68% of Malaysian
respondents reporting e-wallet payments in Q1 2022.
However, this percentage declined compared to the
previous quarter [43]. The usage of e-wallet services
remains low in Malaysia, primarily due to the fact
that many Malaysian users are unaware of the nu-
merous benefits offered by e-wallets and have limited
knowledge about their usage. According to an indus-
try report, Malaysian users often prefer debit cards or
online banking over e-wallets for non-cash payment
transactions [6].

2.3. Hypothesis development and proposed
research model

An E-wallet is a digital representation of a payment
card used for online transactions and e-commerce
payments. Due to the proliferation of cyber threats
targeting the financial sector, security has emerged
as an indispensable element in banking [44]. In a
previous study, it was concluded that security plays
a significant role in influencing the adoption of

Table 1. Proposed security factors.

Component Proposed security factor

Smartphone
E-wallet app

Phone stolen protection

App security performance, secure
authentication

Data privacy protection

Secure online transaction

Banking info security

E-wallet server
Internet connection
User’s banks account

e-wallets in general. Nevertheless, there is a scarcity
of research focused specifically on identifying secu-
rity factors related to the adoption of e-wallets, with
limited or almost non-existent existing studies in this
area [20].

As widely understood, this service requires a smart-
phone, an e-wallet app, an e-wallet server, an internet
connection, merchant platforms, and the user’s bank
account. Each of these components carries its own set
of security risks. According to the previous studies
[20], they have proposed six security factors that
have been identified as affecting e-wallet customer
satisfaction. Those security factors are transaction
speed, authentication, encryption mechanisms, soft-
ware performance, privacy details and information
provided. However, in this study, the author also sug-
gests six security factors that are related to e-wallet
service components, as shown in Table 1.

The proposed security factors include phone stolen
protection, app security performance, secure au-
thentication, data privacy protection, secure online
transaction and banking info security. Only two
factors—data privacy and authentication—are used
once more in this study. While the three other
factors—online transactions, banking information,
and app performance—have been re-justified, partic-
ularly in terms of scope. One new variable or factor is
put forth in this study that has to do with smartphone
security concerns [6, 18, 19]. Each of the suggested
factors is considered as a variable in this research.
The next section outlines the variables’ description
and the proposed hypotheses for the study.

Secure Online Transaction. The number of online
transactions has experienced a tremendous surge,
witnessing a significant expansion in the e-commerce
industry with numerous players rapidly expanding
their businesses [28]. The term online transaction
refers to a method of completing financial transac-
tions through the internet. This online transaction is
a way to potentially steal money [26] since it contains
credit card and payment account credentials [45] as
well as personal information [46]. As a result, clients
must feel safe in terms of their personal privacy issues
[26, 47]. Previous research indicates that consumer
hesitation in online transactions stems from secu-
rity concerns. However, when security features are



62 IRAQI JOURNAL FOR COMPUTER SCIENCE AND MATHEMATICS 2024;5:58-69

present, consumers feel more confident and able to
engage in secure online transactions [26]. As a result,
the following hypothesis is put forward:

H1. The e-wallet adoption behavior and online transac-
tion security are significantly related.

Secure Authentication. Authentication is the pro-
cess of validating a user’s identity to ensure that the
action being done is being carried out by a trustwor-
thy and actual person. It functions as a deterrent,
reducing the chances of identity theft. Authentication
has a tremendous impact on the consumer’s experi-
ence, which influences their decision to use a digital
wallet [25, 48]. In the meanwhile, authentication
plays a critical role in safeguarding e-wallets, requir-
ing installation on dedicated devices and utilizing
multifactor operations in today’s digital era [3]. Ac-
cording to the findings of the [25] study, the priority
of importance among factors is led by authentication
methods, with usability and convenience concerns
following closely behind. Because client confidence
is so important, digital wallet providers must ensure
that important components like authentication are
properly controlled to establish user trust [49]. Con-
sequently, the subsequent hypothesis is put forth:

H2. The e-wallet adoption behavior and secure authen-
tication are significantly related.

Data Privacy Protection. In this sense, data privacy
refers to the information collected from clients by dig-
ital services. Private information is usually provided
for registration purposes. Customer satisfaction with
digital wallets is greatly impacted by their capacity to
safeguard their privacy, according to several past re-
search [50, 51]. Consumers are concerned about the
confidentiality of their personal information, which
they fear will be abused by the merchant [52]. En-
suring customer privacy and security is crucial for
digital payment applications to build customer trust
and protect against vulnerabilities like identity theft
and information exploitation [11]. Therefore, the fol-
lowing hypothesis is proposed:

H3. The e-wallet adoption behavior and data privacy
protection are significantly related.

App Security Performance. If users are concerned
about the security of e-wallet apps, they will typically
avoid using them. The app, for example, might con-
tain malicious code that can monitor users’ identities
and collect sensitive information [53]. A comprehen-
sive examination of 693 banking apps found to have
numerous vulnerabilities, revealing inadequate secu-

rity measures [54]. Performance expectation is one
of the most important factors that directly determine
acceptance intention for digital wallets [55, 56]. Con-
sumers may be concerned about incorrect functional
use circumstances and software defects. Therefore,
the following hypothesis is proposed:

H4. The e-wallet adoption behavior and app security
performance are significantly related.

Banking Info Security. Banking information refers
to all information regarding the Bank’s clients and
their affairs that is subject to banking secrecy, is not
accessible to the general public, and is kept in the
Bank’s information system. Consumers are concerned
that their personal financial information may be re-
leased, leaving them vulnerable to fraud and scams
[6, 28]. As a result, the following hypothesis is made:

H5. The e-wallet adoption behavior and banking infor-
mation security are significantly related.

Phone Stolen. Private information is stored on
smartphones and other technological gadgets. Digital
wallets eliminate the necessity for consumers to carry
their wallets or purses. They must, however, have
at least one electronic device, such as a smartphone,
with them at all times [20]. The user risks losing per-
sonal and private information if his or her gadget is
stolen or misplaced [7, 19]. Therefore, the following
hypothesis is proposed:

H6. The e-wallet adoption behavior and phone stolen are
significantly related.

This study adopts usage behavior as the primary
measurement instead of customer satisfaction, con-
sidering its higher significance in the context of the
research to show the degree of e-wallet adoption.
Customer satisfaction with e-wallets is determined by
how effectively the services meet or surpass consumer
expectations [57]. In fact, merely being satisfied does
not ensure action; the offerings of service significantly
influence behavioral decisions [58]. Moreover, the
ongoing utilization of online services may not always
be linked to customer satisfaction in particular ap-
plication contexts. Customer satisfaction is a distinct
outcome that is contingent on the specific experience
during the evaluation of pre-consumption attitudes
[59].

The selection of usage behavior as a dependent vari-
able is seen in line with what is stated in [60], which
is the behavioral factor represents an emotional el-
ement that motivates individuals to embrace mobile
payment methods. And even more clearly, according
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Secure Online
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Fig. 2. The proposed research conceptual model.

to [59], as a certain behavior becomes more habitual,
its predictability by intention decreases. However,
usage intention is a fundamental approach for pre-
dicting human behavior towards possible technology
adoption or rejection, and the intention is commonly
used simply to explain how attitude can impact con-
sumer behavior [21]. The suggested model for this
research is depicted in Fig. 2.

3. Methodology

This section focuses on techniques that have al-
ready been completed or existing solutions identified
in earlier literature but with the addition of new
thoughts to the solution. Since data analysis is quan-
titative and hypotheses and relationships must be
tested, a conclusive research design was used for this
study [61-63].

3.1. Research design

In this research, quantitative methods are employed
to test the theory and draw conclusions that can be
generalized from the findings. A conceptual model
(Fig. 2) has been developed, informed by an extensive
literature review. Through the use of quantitative
methods, the research aims to numerically and math-
ematically depict the relationships between variables,

enabling a comprehensive analysis of their associa-
tions.

3.2. Data collection

In order to ensure the model’s realistic testing,
the study opted for an online survey as it facilitated
reaching a large and diverse participant pool while ef-
ficiently gathering data for multiple questions within
a limited timeframe [64]. The data collection process
involved distributing a self-administered online ques-
tionnaire to a wide range of Malaysian citizens who
met the criteria of using any digital wallet platform,
and the survey was shared on various social networks.
Due to the absence of a sampling frame encompassing
all e-wallet users, convenience sampling was em-
ployed to gather the data [65]. The chosen method
was based on the study’s relatively large sample size,
which necessitated the use of the Slovin formula to
gather a minimum sample of 100 respondents (with
a 10% error rate) [17].

The method was selected to ensure a broader and
more diverse coverage of respondents, encompassing
a wider range of demographics. The survey facilitated
the acquisition of extensive information and valida-
tion of the models by utilizing closed-ended questions
in the questionnaire to standardize the responses
[21]. The research framework involved adapting
statements to assess eight constructs. Each item was
rated on a seven-point Likert scale. The questionnaire
was divided into three parts: the first for respondents’
demographic information, the second for e-wallet us-
age, and the third for the constructs in the proposed
model. Additionally, the questionnaire was available
in both English and Malay versions.

The online Microsoft Form was distributed to the
users of various social media platforms, and data col-
lection took place from 1st July to 29th July 2023.
The survey yielded a total of 186 responses. After
evaluating the data for missing values and outliers,
one response was removed during the data-cleaning
process. Consequently, a total of 185 usable responses
remained for analysis. The demographic information
of the respondents was then analyzed to provide an
overview of their profiles.

3.3. Data analysis

The proposed model is tested using the Partial
Least Squares Structural Equation Modelling (PLS-
SEM) method. Even this method has been widely
adopted by researchers in various fields, including
mobile wallets, internet banking, mobile shopping,
and ride-sharing [48].
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In recent times, [65] stated Partial Least Squares
Structural Equation Modelling (PLS-SEM) has gained
popularity among social scientists and researchers
across various disciplines, including hospitality,
tourism, and Fintech studies. Its application has ex-
panded due to its capacity to handle complex models
and reflective measurement in quantitative research.
Notably, PLS-SEM does not rely on normal distribu-
tional assumptions and does not demand large sample
sizes, making it a versatile tool for both explanatory
and predictive analysis in Fintech studies.

4. Result and discussion
4.1. Profiles of respondents

The research encompasses mobile wallet customers’
profiles distributed across various analytics. Table 2
below shows the characteristics of the respondents in
this study. The data underwent descriptive analysis
using Microsoft Excel. Overall, 66% of the respon-
dents are female and 34% male. Meanwhile, in terms
of education, the majority are undergraduate (49%)
and postgraduate (23%). The respondents’ age distri-
bution ap-pears to be relatively balanced, with 30%
belonging to Gen Z (11-26 years old), 37% to Mil-
lennials (27-42 years old), and 32% to Gen X (43-58
years old). The majority of them were from the North
Region (41%), followed by the Central Region of
Malaysia (32%).

According to the findings, 86% of the respondents
reported having over ten years of Internet experi-
ence, while 65% used an Android smartphone as their
e-wallet platform device. Furthermore, the respon-
dents’ top choices for frequently used digital wallets
were Touch n Go e-wallet (44%) and MAE (30%).
Consequently, more than three-quarters of the re-
spondents (76%) utilize the e-wallet app for financial
transactions more than six times a month, and 71%
of responses report transaction amounts exceeding
RM400 per month.

4.2. Measurement model

In order to validate the proposed hypotheses, they
need to undergo rigorous testing using appropriate
methods and analyses. For this research, Structural
Equation Modeling (SEM) with Partial Least Squares
(PLS) was employed as the data analysis approach.
SEM with PLS is chosen as the preferred method for
examining the relationships between variables and
validating the research hypotheses. PLS is employed
to assess the suitability of the built model in theory
and practice, encompassing stages such as measure-
ment model analysis to evaluate data validity and

Table 2. Demographics of the participants.

Respondents’ characteristics Frequency Percentage
Al: Gender
Male 63 34%
Female 122 66%
A2: Age (years old)
11-26 56 30%
27-42 69 37%
43-58 59 32%
> 59 1 1%
A3: Region
North region 76 41%
Central region 59 32%
South region 28 15%
East coast region 15 8%
East malaysia 7 4%
A4: Education level
Secondary school 13 7%
Certificate 8 4%
Diploma 25 14%
Bachelor’s degree 91 49%
Master’s degree 43 23%
PhD 5 3%
Others 0 0%
A5: Years of internet experience
Less than 1 year 1 1%
1-5 years 8 4%
6-10 years 16 9%
> 10 years 160 86%
A6: Type of smartphone
Android smartphone 121 65%
iPhone 64 35%
Not using any smartphone 0 0%
A7: E-wallet app frequently used
Touch’n go eWallet 81 44%
Maybank2u (MAE) 56 30%
Grab pay 10 5%
CIMB QRPay 13 7%
Boost 4 2%
Shopee pay 16 9%
BigPay 0 0%
AEON wallet 0 0%
FavePay 0 0%
KiplePay 0 0%
Other 5 3%

reliability, followed by structural model analysis to
determine the model’s appropriateness and conclud-
ing with statistical analysis and hypothesis evaluation
[16].

The initial step involved calculating the outer load-
ings of the model. Each indicator’s loading was
thoroughly examined to ensure that the constructs
met the prescribed criteria. Specifically, it was rec-
ommended that all factor loadings should be at least
0.7 [17, 48, 65]. Upon analyzing the data, it was
observed that all the findings exceeded the required
threshold of 0.7, except for three items within the C6
construct. However, the findings from the reliability
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Table 3. Reliability and validity measures constructs.

Descriptions Constructs Item OL CA CR (rho_a) CR (rho_c) AVE
Frequency of usage Bl Bla < — Bl 0.894 0.905 0.926 0.934 0.779
Blb < — Bl 0.903
Blc < — Bl 0.789
Bld < — Bl 0.938
Transaction amount B2 B2a < — B2 0.888 0.931 0.950 0.951 0.829
B2b < — B2 0.855
B2c < — B2 0.953
B2d < — B2 0.944
Secure online transaction C1 Cla<—-C1 0.911 0.914 0.925 0.939 0.794
Clb<-C1 0.849
Cle<—-C1 0.907
Cld<-C1 0.896
Secure authentication C2 C2a < —C2 0.955 0.974 0.976 0.981 0.928
C2b < — C2 0.966
C2c < —C2 0.975
C2d < — C2 0.957
Data privacy protection C3 C3a<—-C3 0.867 0.915 0.927 0.940 0.796
C3b < -C3 0.885
C3c<—-C3 0.924
C3d < - C3 0.892
Apps security performance Cc4 C4a <—-C4 0.927 0.946 0.958 0.961 0.859
C4b < — C4 0.907
C4c < —-C4 0.940
C4d < — C4 0.933
Banking info security C5 C5a < — C5 0.932 0.960 0.970 0.971 0.892
C5b < - C5 0.930
C5c < — C5 0.964
C5d < - C5 0.952
Phone stolen C6 Cba < — C6 0.659 0.723 0.775 0.818 0.532
Céb < — C6 0.678
Cé6c < — C6 0.868
céed < — C6 0.694

Note: Outer Loading (OL) (>0.7); Average Variance Extracted (AVE) (>0.5); Composite Reliability (CR) (>0.7); Cronbach’s Alpha (CA)

(>0.7).

and validity analysis indicate that all three items meet
the required criteria for Average Variance Extracted
(AVE) (>0.5), Composite Reliability (CR) (>0.7),
and Cronbach’s Alpha (CA) (>0.7), then the item
is retained. The detailed results are presented in
Table 3.

The study assessed discriminant validity by cal-
culating the Heterotrait-Monotrait (HTMT) ratio for
correlations. Table 4 presents the results, indicating
that all constructs’ values were below 0.90 [16, 35,
39, 66]. These findings demonstrate strong reliability
and validity in the study.

The comprehensive adaptation model in Smart-PLS
aims to identify each indicator’s significance. SRMR
(Standardized Root-Mean-Square Residual) serves as
an absolute adaptation indicator, assessing the accu-
racy of hypotheses [67]. An SRMR value below 0.10
indicates a better fit. Additionally, the Normed Fit
Index (NFI), with values between 0 and 1, reflects
the fit quality, where an NFI above 0.80 signifies an

Table 4. Discriminant validity using the HTMT.
Bl B2 C1 c2 Cc3 C4 C5 C6

Bl

B2 0.735
Cl 0.469
C2 0.282
C3 0.320
C4 0.325
C5 0.308 0.374 0.681 0.719 0.785 0.886

C6 0.154 0.281 0.483 0.527 0.539 0.547 0.572

Note: Heterotrait-Monotrait (HTMT) (<0.9).

0.557
0.396
0.296
0.386

0.779
0.659
0.762

0.688

0.782 0.772

acceptable fit [68]. In this research, the structural
model’s fit was assessed with SRMR (Standardized
Root Mean Residual) at 0.058 and NFI (Normed Fit In-
dex) at 0.819. As per Smart-PLS regulations for model
estimation, the fit indices met the required criteria,
indicating a good fit of the structural model. There-
fore, it can be inferred that the adaptation model is
appropriate for this study.
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Table 5. Collinearity Statistics (VIF) - Inner Model.

Table 6. Hypothesis testing.

VIF VIF Hypothesis Path B T-stats p-value Decision
Cl — > B1 2.449 C4 — > B1 4.895 H1 Cl —>Bl1 0.495 4.263 0.000 Supported

Cl — > B2 2.449 C4 — > B2 4.895 Cl->B2 0.533 5.273  0.000

C2 — > Bl 2.956 C5 — > B1 4.205 H2 C2—->B1 -0.147 1.055 0.292 Rejected
C2 — > B2 2.956 C5 — > B2 4.205 C2 - > B2 0.003 0.026 0.979
C3 — > Bl 2.489 C6 — > Bl 1.426 H3 C3 —>Bl1 0.095 0.838 0.402
C3 — > B2 2.489 C6 — > B2 1.426 C3—->B2 -0.117 1.027 0.304
Note: Variance inflation factor (VIF) (<5.0). H4 C4->Bl -0012 0.080 0.936
C4 - >B2 -0.057 0.369 0.712
H5 C5—>B1 0.056 0.387 0.699
C5—->B2 0.124 0.945 0.345
H6 C6 —>Bl1 -0.072 0.807 0.420
4.3. Structural model C6 —>B2 0.051 0.619 0.536

In the subsequent phase, the assessment of the
structural model involves examining collinearity con-
cerns and assessing the statistical significance and
relevance of the path coefficients [65]. The re-
search must ensure freedom from collinearity issues,
as it is essential to assess whether the constructed
model is devoid of collinearity. The presence of high
levels of multicollinearity in the formative measure-
ment model can lead to redundancy in indicator
information, rendering certain indicators statistically
nonsignificant [68]. A construct is considered free of
collinearity if its value is below 5 [39].

According to [68], Variance inflation factor (VIF)
values of 5 or higher indicate possible collinearity
issues. However, the findings presented in Table 5
show all constructs’ internal VIF values ranged from
1.426 to 4.895, which are below 5. Consequently,
based on the collinearity assessment results, there
are no concerns regarding collinearities between the
variables in the current research framework.

The structural model depicts the hypothesized re-
lationships between the latent variables in this study.
Table 6 presents the path coefficients (8), t-statistics,
and p-values for each hypothesis. The analysis reveals
that only one hypothesis is significant and supported.
Specifically, H1 (8 = 0.495, t = 4.263, p =0.000) and
(8 =0.533, t = 5.273, p =0.000) show a positive
and significant relationship between secure online
transactions and usage behavior (frequency of us-
age and transaction amount), representing e-wallet
adoption (B1/B2). This finding aligns and is consis-
tent with prior studies concerning online transactions
[2, 15, 20, 48].

On the other hand, no significant relationships
were found between C2, C3, C4, C5, and C6 with
either B1 or B2 (t < 1.96, p > 0.05), leading to
the rejection of H2, H3, H4, H5, and H6, respec-
tively. These results indicate that perceived secure
authentication, data privacy protection, app security
performance, perceived banking information secu-
rity, and the perceived risk of phone theft do not
significantly influence e-wallet adoption behavior in
this study.

The assessment of security concern levels, based on
the proposed construct, involves categorizing them
into three tiers: High, Moderate, and Low. Clustering
is determined based on the mean values of each con-
struct. The findings are presented in Fig. 3, indicating
that secure online transactions are rated at the High
level, followed by secure authentication at the Moder-
ate level. On the other hand, data privacy protection,
app security performance, banking information secu-
rity, and phone theft protection are ranked at the Low
level.

The coefficient of determination (R2) was utilized
to evaluate the predictive accuracy of the dependent
variables. The model accounted for 21.1% of the
variance in frequency of usage (B1) and 28.5% of
the variance in transaction amount (B2). These RZ2
values, 0.211 and 0.285, respectively, exceeded the
recommended threshold of 0.13, as proposed by [69],
indicating a moderate predictive power. The evalua-
tion of a high R? level is contingent on the particular
research discipline, with disciplines like consumer
behavior regarding R? results of 0.20 as high [68].

18 16 14 12 1 0.8 0.6 0.4 0.2 0
I |
0.492
I -0.095
l—: 0.062, 0.044
-0.006, 0.017
T 1
1.8 16 1.4 1.2 1 0.8 0.6 0.4 0.2

Fig. 3. Security level concern.
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Overall, the analysis supports the positive relation-
ship between secure online transactions and e-wallet
adoption, while the other factors do not show a sig-
nificant impact on the adoption behavior. Indeed, the
primary concern for e-wallet users in this study is the
security of online transactions. Based on the survey
findings, the presence of secure online transactions
in digital wallets helps alleviate security concerns
among users. Users perceive that the existence of
robust security features instills confidence and en-
courages engagement in secure online transactions,
thereby enhancing the effectiveness of digital e-wallet
services. This aspect holds particular significance for
critical transactions, especially those involving finan-
cial activities.

5. Limitations and future works

This section has addressed the limitations of the
present study and offered recommendations for future
research. Firstly, it acknowledges the small sample
size and potential outliers, suggesting that future in-
vestigations should involve a larger and more diverse
respondent pool spanning various generational pro-
files. Secondly, the empirical study included 66%
female respondents, indicating an asymmetric gender
distribution. As a consequence, the study’s results
may be biased towards modeling the behavior of
women rather than capturing the overall customer
behavior. Prior evidence has highlighted gender dif-
ferences’ potential to influence the effects of attitude,
perceived behavioral control, and subjective norm on
a user’s behavioral intention [59].

Thirdly, the study successfully identified and exam-
ined security factors impacting e-wallet application
usage, but it proposes enhancing the instruments for
each construct in future studies. Lastly, it empha-
sizes the necessity of testing the proposed model
to optimize its effectiveness in capturing the re-
lationships between security factors and e-wallet
adoption behavior. Implementing these recommenda-
tions will contribute to a more comprehensive and
robust understanding of security influences on e-
wallet adoption.

6. Conclusion

In conclusion, this research introduces a compre-
hensive six-factor security framework that impacts
e-wallet adoption behavior. Among the proposed fac-
tors, only secure online transactions emerge as the
sole significant positive influence on usage behav-
ior. This finding suggests that users’ confidence in
transaction security plays a pivotal role in driving

broader adoption of e-wallet applications, elevating
them from being solely utilized for receiving govern-
ment aid funds.

In this study, it is worth noting that the results may
be subject to the respondents’ demographics, as 86%
of them possess over a decade of Internet usage expe-
rience. This implies the need for further investigation
to explore potential variations in security perceptions
among diverse user groups. Nonetheless, the study
contributes valuable insights for stakeholders seeking
to enhance e-wallet adoption rates by prioritizing
robust security measures to foster user trust and en-
gagement.
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