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ABSTRACT

The use of the internet and advanced technologies enables the distribution of information and data through diverse
digital images. Nevertheless, this ease of use comes with the potential risk of data misappropriation, encompassing
unauthorized alterations, duplications, and reproductions of digital images. Ongoing research is being conducted in the
field of watermarking to enhance the capabilities of protecting digital images. The objective of this work is to enhance the
strength of copyright protection and the vulnerability of watermarking for authentication in digital images by utilizing
the Integer Wavelet Transform (IWT). The watermarking approach involves embedding a durable watermark in the red
layer and a delicate watermark in the blue layer of the host image. The watermark is incorporated into the singular
value of the Singular Value Decomposition (SVD). The red layers with watermarks are generated using a Hash function
and subsequently integrated into the blue layer using the Least Significant Bit (LSB) method. The experimental findings
demonstrate that the proposed strategy effectively enhances both imperceptibility and robustness in comparison to the
previous benchmark research. The suggested scheme attained an average PSNR value of 51,935 and an average SSIM
value of 0.976. The proposed scheme demonstrated an average improvement of 14.19% in PSNR compared to existing
schemes. This study offers efficient and suitable remedies for safeguarding digital images against unauthorised and
alteration without consent.

Keywords: Color image, Watermarking, Copyright protection, Integer Wavelet Transform (IWT), Robust-fragile

1. Introduction

In the rapidly evolving digital era, numerous
sectors are experiencing digital transformation, in-
cluding the field of digital image technology. The
advancement of technology has made the creation
and sharing of colour digital images easier, thanks to
devices such as smartphones. The act of exchanging
information and data in the type of digital documents,
image, audio, and videos has become extremely easy.
The accessibility of information has facilitated the
alteration, duplication, and manipulation of data

through several means [1]. Moreover, the accessi-
bility of software tools for editing has increasingly
become more intuitive, facilitating extensive use. It
is crucial to secure digital images from potential al-
tering risks to maintain their copyright protection.
Watermarking has become an essential component
of information security to combat the unauthorised
use of images in the digital realm and communication
[2].

The method of watermarking involves two essen-
tial steps: embedding, which conceals information
inside a host image, and extraction, which returns the
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hidden information [3]. The watermark data that has
been extracted can be utilised to ascertain whether an
image has undergone any modifications or remains
in its original state. Watermarking techniques are
commonly used to protect copyrights in numerous
areas [4]. Watermarking provides a method to protect
image and video content that is connected to human
visual perception. The success of watermarking is
evaluated based on imperceptibility and robustness,
which are crucial metrics.

The points emphasise various reasons that con-
tribute to the identification of the problem: the
widespread production and dissemination of digital
images, their growing utilisation in various fields, and
the resulting requirement for an effective mechanism
to safeguard copyright protection. This project seeks
to enhance copyright protection for colour digital
images by employing the Integer Wavelet Transform
(IWT) watermarking approach. This process entails
incorporating a resilient-fragile watermark in the R
layer and implementing tamper detection in the B
layer of the original image.

Shaohua Duan et al. [5] examined DWT in robust-
fragile watermarking of colour images. Although it
demonstrated satisfactory imperceptibility and re-
silience, there is still room for improvement in the
PSNR value. DWT is generally utilized to reduce
the computation complexity [6]. Furthermore, the
DWT approach is vulnerable to several attacks such
as noise, filtered images, cropping, and histogram
equalization. The susceptibility mentioned is due to
the sensitivity of DWT to image compression. This
sensitivity can cause considerable changes in DWT
coefficients when the image is subjected to attacks,
which may ultimately result in the loss of the water-
mark.

This study presents a dual watermarking strategy
that utilizes the integer wavelet transform (IWT) for
both robust and fragile watermarking. The IWT is
an efficient and rapid lifting wavelet transform and
its properties are best suited to enhance the robust-
ness and preserve the imperceptibility [7]. The red
channel of the image performed an IWT transfor-
mation to obtain the LL-sub band. This LL-sub band
was subsequently embedded with a watermark logo.
Furthermore, a hash was generated for the blue chan-
nel of the image. Thus, the hash derived from the
created red channel can be effectively utilized to em-
bed information in the blue channel, enhancing its
resilience. The tests utilized eight colour images with
a resolution of 512 by 512 pixels as hosts, along with
two extra host images obtained through a cell phone
camera. The watermark logo is a binary image with
dimensions of 32× 32 pixels.

2. Theoretical framework

2.1. Watermarking

The development of image watermarking can be
traced back to its initial application as a method of
identification for artwork or papers, primarily used
to authenticate and establish ownership. In the digi-
tal realm, a watermark refers to hidden data that is
embedded within an image to convey ownership or
identity details. The process of embedding a water-
mark requires two inputs: the original host image and
the watermark logo. The procedure of removing the
watermark allows for the establishment of copyright
information [8]. The purpose of watermarking is to
verify the genuineness of images and validate rightful
ownership, acting as a protective measure against
the unauthorised abuse of electronic information and
documents [9].

Image watermarking techniques can be classified
into two primary categories: spatial domain methods
and transform domain approaches. Spatial domain
approaches refer to the direct modification of pixel
values within the host image in its original spatial
representation. This procedure involves altering the
levels of pixel brightness in the original image by
incorporating the watermark into these pixels. In
this scenario, the watermark can be concealed using
techniques such as Least Significant Bit (LSB). The
primary advantage of spatial domain approaches is
their straightforward installation and detection capa-
bilities. Nevertheless, they are simple yet susceptible
to assaults such as compression and transformations
[10].

In contrast, transform domain approaches modify
the watermark by applying mathematical transfor-
mations to the host image. The transform domain
encompasses techniques such as DWT, DCT, IWT and
SVD [10]. In the field of image watermarking, the
watermark is inserted into the altered coefficients of
the original image. This watermark can be retrieved
by using the inverse transformation. Transform do-
main techniques provide robustness against image
manipulations such as compression and filtering [6].

IWT is a mathematical technique that utilises oper-
ations using whole numbers [7]. During the process
of embedding, the original image and watermark
are decomposed using the IWT, which produces
wavelet coefficients at different resolution scales.
Subsequently, these coefficients are adjusted to in-
corporate watermark data. During the extraction
phase, the changed image is analysed using the IWT
to get wavelet coefficients. These coefficients are
then utilized to extract the watermark by comparing
them with the original watermark. By employing the
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inverse IWT approach [11], the restoration of water-
marks is accomplished with a high level of precision.

The process of watermarking utilizing the IWT
method comprises multiple sequential steps. The first
phase involves partitioning, whereby the original sig-
nal is divided into two segments: one containing
even values and the other containing odd values.
The prediction step utilises a designated predictor
to forecast odd values based on even values. Subse-
quently, the update process entails producing novel
even values by merging projected odd values with
initial even values via an update procedure. The pre-
dicted odd values correspond to coefficients with high
frequencies, whereas the even values correspond to
coefficients with low frequencies. An inversion op-
eration is done to restore the signal to its original
condition [12].

Robust-fragile watermarking is a method that com-
bines the qualities of being strong and resilient while
still being delicate and responsive to alterations.
This approach is specifically developed to provide
robust security against unauthorized manipulation
and modifications to images, while also facilitating
the identification of adjustments. This watermark
is highly durable and resistant to a wide range of
threats. Any alterations to the image without autho-
rization lead to the destruction or removal of the
watermark, therefore indicating that the image has
been tampered with [13].

Wavelet types consist of a variety of wavelet func-
tions that possess unique properties. Every form of
wavelet has a distinct profile that is well-suited for
different image processing applications. A wavelet
is a high-frequency oscillating waveform that has
a finite duration. Wavelets exist in several forms
and types, with the most prevalent ones being Haar,
Daubechies, Symlets, and Coifflets [14, 15].

Darwish and Al-Khafaji [16] presented a novel so-
lution for image copyright protection through the
combination of segmented and successive water-
marking with dual watermarking scheme. It takes a
number of standards and criteria to develop an ap-
propriate dual watermark embedding. Consequently,
it is not easy to find the best embedding strength
and appropriate embedding sites. Recently, experts
in this subject have paid close attention to the opti-
mization strategies that may be used with the picture
watermarking scheme to increase its efficacy and
performance in many contexts. This scheme presents
an innovative approach to create an intelligent dual
watermarking scheme for color images that ensures
the protection of ownership and publication rights
and can be effectively utilized in various applica-
tions that consider image quality. The scheme was
inspired by the difficulties encountered with dual

image watermarking and addresses them. In order
to achieve resilience and imperceptibility, the water-
marking embedding parameters are optimized here
using a multi-purpose genetic algorithm. High ca-
pacity (Payload) is achieved by the recommended
model. Examining the image’s capacity can reveal
the maximum amount of watermark data that can
be encoded while still meeting the requirements for
resilience and imperceptibility. The proposed scheme
has moderate complexity; the two primary chal-
lenges of difficulty are the number of embedders
and detectors and the speed of embedding and de-
tection. Benchmark photos have been used to assess
the suggested model. The outcomes verified that the
suggested scheme is capable of being both impercep-
tible and resilient. The peak signal to noise ratio is
improved by 23% when using the evolutionary al-
gorithm in place of the conventional, non-optimized
dual watermarking techniques. The scheme may be
improved to take use of additional color spaces like
YUV and CMYK, which could boost performance, as a
blueprint for future projects. By combining the DWT
with other transforms, more characteristics may be
looked at to improve the performance of the dual
watermarking methods. Additionally, if another suit-
able optimization technique is preferred over GA,
it may be used to fine-tune the parameters of the
watermarking embedding. Lastly, connect the sug-
gested paradigm to contemporary e-business tools
like Blockchain.

Sing et al. [17] presented a self-recoverable dual
watermarking system to ensure integrity of the copy-
right. This scheme proposed a dual watermarking
approach that combines ownership assertion and in-
tegrity check functionality. The recovery information
of every non-overlapping block measuring 2× 2 was
reduced to a mere eight bits. These bits were then
further encoded to yield a mere four bits, which
were then embedded into the mapping block of the
cover picture. The resilience element of the method
was added by effectively integrating the copyright
information using the reduced storage needs for re-
covery bits. The plan held up well against a wide
range of attacks, including filtering, rotation, JPEG
compression, histogram equalization, and noise. For
each of the three main categories of natural, texture,
and satellite photos, the scheme’s pixel-level tamper
detection could precisely identify the areas that had
been manipulated. The random chaotic mapping of
blocks enhanced the efficacy of the scheme against
tampers even upto 50%. With acceptable PSNR values
for both watermarked and recovered photos, evalu-
ation of the derived watermark logo using a range
of appropriate error measures further enhanced its
benefits.
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Shi et al. [18] proposed a semi-fragile technique
for dual-watermarking that is region-adaptive. In this
scheme, a dual watermarking technique based on
bit substitution and status code technologies is semi-
fragile and region adaptive. The original image is
converted by IWT in the suggested scheme, after
which it is split into three regions: one without a
watermark, one with a strong watermark, and one
with a weak watermark. Then, depending on the tech-
nology, the strong and weak watermarks are inserted
into various places. The extracted robust watermark
can be strengthened further by the extracted frag-
ile watermark, improving its HVS compatibility. The
robust and fragile watermarks are unrelated to the
embedding order. The experimental findings demon-
strate the robustness of the suggested system, which
can withstand filter attacks, noise, and JPEG com-
pression, as well as its fragility, which can better
accomplish integrity verification and provide dual
function capability. Compared to previous designs
that have been put forth in the literature, the sug-
gested scheme also boasts a greater capacity, stronger
security, and a higher PSNR.

Li et al. [19] introduced a tampering and recov-
ery approach that utilizes a chaotic watermarking
system to identify tampered areas and restore im-
age. In this scheme, a various picture self-recovery
approach based on watermarking technology is ap-
plied to locate the tamper region and validate the
integrity of the digital image. Then, the chaotic sys-
tem creates the mapping link between the subblocks
to improve the security purposes. The content of the
picture block generates both the recovery information
and the authentication. The recovery performance is
improved by using the optimization process to locate
better recovery information. Unlike the conventional
Level-2 recovery system, a weight adaptive approach
is presented to assign distinct weights to the original
block and the primary recovery block, resulting in
improved 3× 3 neighbor block recovery. Numerous
tests and evaluations were conducted to demonstrate
the improved performance of this scheme.

Fang et al. [20] introduced an adaptive watermark-
ing approach to enhance the quality of watermarked
images and raise the resilience of watermark extrac-
tion. In order to fully utilize the direction feature
of the photos, a new digital watermarking approach
for active forensics is proposed in this scheme. This
scheme is proposed a direction-coefficient mapping
that illustrates the relationships between DCT coef-
ficients and direction characteristics. The mapping
ensures that when the associated DCT coefficients are
changed, the picture blocks maintain the intended
directional properties. This is the crucial step in en-
suring that the image retains its high visual quality

even after the message has been included. Based on
the assumption of high visual quality, the studies
demonstrate that the suggested method outperforms
alternative schemes in many circumstances when it
comes to various sorts of distortions. It is important
to emphasize that the suggested technique has a lim-
ited resistance against attacks using Gaussian noise.
Therefore, it will enhance the robustness against
noise attacks in our future work.

2.2. Watermark embedding

This research uses the IWT using the Daubechies
(DB4) wavelet. The integration of IWT (Integer
Wavelet Transform) with DB4 (Daubechies 4) wavelet
is intended to enhance the visual quality of im-
ages after embedding watermarks, making them
imperceptible. The Daubechies wavelet is chosen
and employed in the experiment for this investi-
gation. The Daubechies wavelet is selected for its
multiresolution features, which allow for the effi-
cient representation of signals with gradual frequency
variations. The Daubechies wavelet is characterized
by a set of wavelet functions labelled as “dbN,”
with N indicating the quantity of filter coefficients.
Greater values of N indicate a larger number of fil-
ter coefficients employed in the Daubechies wavelet.
Frequently employed N values consist of 4, 6, 8, and
so forth. The Daubechies wavelet is a highly effective
multiresolution wavelet transform that can be used
to insert logos in digital images [15]. Additionally, it
intends to strengthen the resistance of watermarked
images against attacks, ensuring their robustness. The
method of installing the watermark is visually illus-
trated in Fig. 1. The red dashed lines represent the
procedure of including the durable watermark, while
the dashed blue lines indicate the method of incorpo-
rating the delicate watermark.

Embedding Robust Watermark Explanation:

Step 1: Apply a single-level shearlet transforma-
tion to the R layer to obtain the low-pass
sub band LL.

Step 2: Apply the IWT transformation to LL sub-
band.

Step 3: Divide the low-frequency area (LL) into
8×8 blocks and apply the process to each
block.

Step 4: Choose the middle frequency from the co-
efficients within the block, which consists
of two matrices M1 and M2.

Step 5: Decompose M1 and M2 to obtain matrices
of singular values. The singular value ma-
trices of M1 and M2 are referred to as S1
and S2.
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Fig. 1. Proposed watermark embedding procedure.

Step 6: Utilize the following equation (1) to embed
the watermark:

S1(1,1) =
{
E + λ, ifWe = 1,
E − λ, ifWe = 0 and

S2(1,1) =
{
E + λ, ifWe = 1,
E − λ, ifWe = 0 (1)

Step 7: Repeat steps 4–6 and then perform the in-
verse transform to embed the watermark in
the R layer.

Explanation of Embedding Fragile Watermark:

Step 1: Divide the watermarked color image with
an embedded watermark into blocks of size
8× 8.

Step 2: Generate a hash function based on the wa-
termarked image (Red Layer).

Step 3: Embed the hash function into the B layer
using the LSB technique.

Step 4: Repeat steps 2–3 for all blocks until the
entire image is processed.

2.3. Watermark extraction

In the watermark extraction process, the embed-
ded watermark logo within the host image will be
extracted from the image for subsequent comparison
with the original watermark logo. The watermark
extraction process is illustrated in Fig. 2.

Explanation of extracting robust watermark:

Step 1: Apply the same transformation (IWT) used
during the embedding of the robust water-
mark to the attacked R layer of the image.

Step 2: Obtain the singular value matrices S1 and
S2 through step 1, then use the following
equation (2) for watermark extraction:

W ′e =
{

1, if S′1(1,1) > S′2(1,1),
0, if S′1(1,1) < S′2(1,1) (2)

Explanation of extracting fragile watermark:

Step 1: Split the targeted image into eight-by-eight
pixels.

Step 2: Create a hash sequence using the R layer.
Step 3: Using the LSB technique, extract the stored

hash sequence from the B layer and com-
pare it to the hash sequence that was
produced in step 2.

Step 4: Repeat steps 2–3 for the entire image. If
the comparison results are the same, then
extract the watermark. However, if the
comparison results are different, mark the
area in the image, and subsequently extract
the watermark.

3. Evaluation

The PSNR is a quantitative measure used to assess
the quality and perceived clarity of a digital image.
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Fig. 2. Proposed watermark extracting procedure.

The PSNR is calculated by taking the logarithm of the
MSE present in an image. The PSNR is measured in
decibels (dB), and a greater number signifies superior
image quality attained. PSNR, a metric used to assess
image quality, can be utilised to compare the results
of image compression, measure the amount of infor-
mation lost during processing, and evaluate image
quality in different applications like image process-
ing, video processing, or image watermarking. PSNR,
a frequently employed technique [21], is determined
by comparing the original and processed images. The
definition of PSNR is given by [22, 23]:

PSNR(o,w) = 10 log10
(
MAX2/MSE(o,w)

)
(3)

MSE(o,w) =
1
WH

M∑
x=1

N∑
y=1

(
ox,y − wx,y

)2 (4)

where x, y are the image’s pixel coordinate, ox,y and
wx,y are the cover image and watermarked image,
respectively. The Structural Similarity Index (SSIM)
serves as a quantitative measure for assessing the
structural similarity between two images. SSIM pro-
vides a more detailed assessment compared to simple
measures such as PSNR, as it considers not just varia-
tions in pixel brightness but also incorporates spatial
arrangement and texture inconsistencies within the
image. The SSIM metric measures the similarity in

structure between two images by considering three
main factors: brightness, contrast, and structure. The
SSIM value is a numerical measure that varies from 0
to 1, with a value of 1 indicating complete structural
similarity between two images. A higher SSIM score
indicates a greater similarity in the structure and
texture of the two images [24, 25]. The definition of
SSIM is given by:

SSIM(o,w) = l(o,w)c(o,w)s(o,w) (5)

l(o,w) =
2µoµw +C1

µ2
o + µ

2
w +C1

(6)

c(o,w) =
2σoσw +C2

σ 2
o + σ

2
w +C2

(7)

s(o,w) =
σow +C3

σoσw +C3
(8)

Where l(o,w) is the structural component (lumi-
nance) that measures the similarity of intensity
patterns (mean value), c(o,w) is the contrast compo-
nent that measures the similarity of contrast between
the two images and s(o,w) is the structural compo-
nent that reflects the similarity in texture distribution
between the two images.

Normalized Correlation (NC) is a measurement uti-
lized to gauge the degree of similarity between two
images [22]. This metric calculates the correlation
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Table 1. Various types of attack.

Attack Description Attack Description

1 Salt & Pepper density = 0.001 7 JPEG Compression 30
2 Salt & Pepper density = 0.005 8 JPEG Compression 50
3 Gaussian Noise 0.0001 9 Cropping 15%
4 Gaussian Noise 0.0005 10 Gaussian Filter 3× 3
5 Speckle Noise 0.001 11 Histogram Equalization
6 Speckle Noise 0.005 12 No Attack

between two-pixel vectors, represented as feature
vectors from the two images being compared. Dur-
ing the NC calculation, both the reference image’s
feature vector and the tested image’s feature vector
are normalized beforehand. This normalization step
accounts for variations in brightness and contrast be-
tween the two images. The NC value varies between
−1 and 1, with a score of 1 indicating a complete
positive correlation between two images, a value of
0 indicating no correlation, and a score of −1 repre-
senting negative correlation. NC is frequently utilized
in image processing to evaluate the likeness between
a reference image and a tested image [22]. The NC
calculation is defined by:

NC =

M∑
i=1

N∑
j=1

W (i, j) ·W ·(i, j)

√√√√ M∑
i=1

N∑
j=1

W (i, j)2
∑
i=1

∑
j=1

W ·(i, j)2

(9)

whereW (i, j) is the original watermark andW (i, j) is
the extracted watermark. BER is a measurement uti-
lized to assess the level of bit inaccuracies within an
image or digital signal [22]. This metric computes the
proportion between the count of incorrect bits and the
total count of bits present in the image. Every bit in
the image is scrutinized to ascertain whether its value
matches the corresponding bit in the reference image.
Any disparity between the scrutinized bit and the ref-
erence bit is classified as an error. This methodology
is considered resilient against attacks when the BER
value equals 0, thus indicating that a lower BER value
corresponds to enhanced performance [22]. The BER
is calculated by:

BER =
M∑
i=1

N∑
j=1

W (i, j)×W ′(i, j)
M × N

(10)

whereW (i, j) represents the extracted watermark and
W (i, j) denotes the original watermark. M and N de-
note the row and column size.

3.1. Types of image attacks

An image containing a watermark can be suscepti-
ble to various types of assaults, including the insertion
of extra noise, lossy compression, geometric distor-
tions, and image filtering. Therefore, to assess the
strength of the watermark contained in the image, it
is necessary to expose the image to several assault
scenarios. These assaults are designed to evaluate the
ability of the watermark to withstand modifications
within the image. This study encompassed a variety
of attack categories, as specified in Table 1.

4. Experimental results

This study experiment utilized a total of eight (8)
colour images as hosts, with each image having di-
mensions of 512 by 512 pixels. In addition, two colour
images were taken using a mobile phone camera,
each with dimensions of 512× 512 pixels. For the wa-
termark logo, a binary image of dimensions 32× 32
pixels was used. Imperceptibility plays a vital role
during the watermark embedding procedure, aiming
to ensure that the image containing the watermark
remains visually inconspicuous, thereby safeguarding
the embedded information, which is the watermark
logo, without introducing any significant alteration
to the original image’s appearance. Fig. 3 displays the
host images and watermark logo used in this study:

The assessment outcomes for imperceptibility by
PSNR and SSIM metrics, are presented in the Table 2.

Table 3 presents the results of evaluating PSNR
and SSIM values obtained from experiments done on

Table 2. Evaluation of PSNR and SSIM.

S. Duan [5] Proposed

Image PSNR SSIM PSNR SSIM

Lena 45.46 0.9951 52.0296 0.9976
Baboon 44.44 0.9954 50.5492 0.9981
House 45.05 0.9947 51.3259 0.9978
Peppers 45.73 0.9912 52.2948 0.9968
Sailboat 45.40 0.9930 51.9250 0.9975
Plane 45.29 0.9942 50.8927 0.9969
Splash 46.22 0.9923 53.3329 0.9967
Tiffany 46.27 0.9950 53.1300 0.9977
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Fig. 3. Host images and watermark logo.

Fig. 4. Comparing of the proposed scheme with the scheme by Duan [5] in terms of PSNR and SSIM values.

images captured by a mobile camera. The PSNR and
SSIM values of images captured by the mobile cam-
era exhibit a negligible difference when compared to
the PSNR and SSIM values of the remaining eight
reference images. This suggests that the proposed
technique can efficiently be utilised for images taken
by mobile cameras in real-life situations.

From Table 3, it can be observed that the proposed
method has demonstrated its capability to enhance
imperceptibility in all the utilized host images. This
is evident from the PSNR and SSIM values of each
host image, which have shown improvements when
compared to the PSNR and SSIM values of the S. Duan
[5] method. The following visuals illustrate how the
PSNR and SSIM values of the proposed method ex-
hibit a better performance compared to the S. Duan
[5] method as shown in Fig. 4.

Table 3. Evaluation of PSNR and SSIM for mobile
camera images.

Eval

Image PSNR SSIM

Catze 51.3820 0.9980
Coffee 52.4631 0.9965

Fig. 4 depicts curves comparing image quality met-
rics PSNR and SSIM values. This visual representation
highlights the significance of imperceptibility or the
quality of the host image after watermark embedding
within the IWT method. It also displays a graph com-
paring the SSIM values.

4.1. Robustness

By embedding watermarks into each host image
and analyzing the outcomes under various attack sce-
narios, it is critical to determine the robustness of
image watermarking techniques. Image watermark-
ing technologies that are effective typically exhibit
resilience against several attacks, including noise, fil-
tering, scaling, rotation, and even JPEG compression.
The findings of the studies are presented in Table 4,
which displays the detection outcomes for the 8 host
images after undergoing attacks. The presence of a
delicate watermark is clearly able to expose the spe-
cific regions that have been altered in images that
have undergone attacks.

Fig. 5 presents the experimental results of the
extracted logo watermark from each of the 8 host
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Table 4. Tamper detection for eight watermarked image.

Image

Lena Baboon House Peppers Sailboat Plane Splash Tiffany

Fig. 5. Extracted watermark under various attacks.
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Table 5. The comparison of NC values obtained from the proposed scheme with the existing scheme under various attacks 1–6.

S. Duan [5] Proposed

Image Attack1 Attack2 Attack3 Attack4 Attack5 Attack6 Attack1 Attack2 Attack3 Attack4 Attack5 Attack6

Lena 0.8376 0.8444 0.8376 0.9039 0.8981 0.7940 0.8942 0.9274 0.8849 0.9124 0.9309 0.8509
Baboon 0.8376 0.8801 0.8376 0.9019 0.9219 0.8162 0.8302 0.8414 0.8315 0.9162 0.9142 0.8742
House 0.8360 0.8454 0.8360 0.9092 0.8987 0.7608 0.8369 0.8883 0.8376 0.9142 0.9068 0.8433
Peppers 0.8446 0.9247 0.8470 0.9076 0.9264 0.8078 0.8338 0.9004 0.8469 0.9077 0.8845 0.8463
Sailboat 0.8523 0.8380 0.8326 0.9047 0.9070 0.8570 0.8771 0.8860 0.8368 0.9072 0.9220 0.9215
Plane 0.8450 0.8594 0.8376 0.8886 0.9006 0.7761 0.8812 0.8786 0.8822 0.8996 0.8937 0.8090
Splash 0.8523 0.8971 0.8376 0.9005 0.8996 0.8540 0.8940 0.8483 0.9114 0.8666 0.8530 0.7882
Tiffany 0.8765 0.9121 0.9122 0.8839 0.8534 0.7169 0.8967 0.8959 0.8730 0.8263 0.8138 0.7577

Table 6. The comparison of NC values obtained from the proposed scheme with the existing scheme under various attacks 7–12.

S. Duan [5] Proposed

Image Attack 7 Attack 8 Attack 9 Attack 10 Attack 11 Attack 12 Attack 7 Attack 8 Attack 9 Attack 10 Attack 11 Attack 12

Lena 0.7185 0.7901 0.7567 0.7930 0.7330 0.9981 0.8085 0.8006 0.8975 0.8997 0.9094 0.9981
Baboon 0.7181 0.7175 0.8234 0.8144 0.7574 0.9975 0.8247 0.7961 0.9062 0.8450 0.9144 0.9993
House 0.7497 0.7587 0.8452 0.7841 0.7128 0.9968 0.7499 0.7995 0.9134 0.8596 0.8964 0.9968
Peppers 0.7264 0.7513 0.8331 0.8679 0.7433 0.9987 0.7616 0.7908 0.9200 0.8883 0.9065 0.9981
Sailboat 0.7283 0.7520 0.8868 0.8047 0.6780 0.9987 0.7406 0.7963 0.9099 0.8751 0.9144 0.9981
Plane 0.7513 0.7597 0.8423 0.8149 0.7017 0.9975 0.7666 0.8169 0.8760 0.8741 0.8771 0.9975
Splash 0.7116 0.7671 0.7914 0.8638 0.6953 0.9938 0.7824 0.7869 0.9018 0.9184 0.9224 0.9993
Tiffany 0.7329 0.7612 0.8652 0.8364 0.7499 0.9950 0.7659 0.7991 0.8836 0.8606 0.8830 0.9950

images subjected to attacks 1–5 using the method by
S. Duan [5].

Referring to Fig. 5, It can be observed that the
proposed watermarking achieved better NC and BER
values than the schemes by S. Duan [5], except
against Salt & Pepper noises with density 0.001. The
embedded watermark image through IWT transform
obtains high robust of extracted watermark images
from various attack. The watermark logo clearly
shows alterations during attacks 1–4 and no attack on
the 5 host images. The modification is a result of at-
tacks 1–4 altering the composition of the host images,
resulting in the extracted watermark logo having a
distinct shape compared to the original logo water-
mark. To make a more comprehensive comparison,
an evaluation is performed on each of the extracted
watermark logos stated earlier to compare them with
the original logo. The comparison of NC values of
proposed scheme and scheme by S. Duan [5] can be
seen in Table 5 and Table 6.

Based on the information shown in Tables 5 and 6,
the watermark logos produced by the suggested ap-
proach have superior quality compared to those
generated by S. Duan’s method [5] when subjected
to different attacks. Specifically, even when subjected
to attacks 7–12, the suggested method demonstrates
a higher level of excellence in extracting watermark
logos. It is worth mentioning that in certain cases of
assaults 1–6, the S. Duan [5] technique exhibits a rel-

ative superiority compared to the suggested method,
albeit only inside a small subset of the host images.

The analysis of the NC and BER values for the
extracted watermark logos after attacks 1–12, com-
paring the S. Duan [5] approach and the suggested
method, reveals significant discoveries. While as-
saults 1–6 do not result in higher NC and BER for each
host image, it can be concluded that the suggested
method can improve NC and BER values for a signif-
icant number of the host images used. On the other
hand, attacks 7–12 exhibit a clear increase in NC and
BER for each attack on the host images. This suggests
that the suggested technique outperforms the S. Duan
[5] method in these situations. Additionally, the ex-
perimental findings for detecting applied attacks on
images recorded from the mobile phone are shown in
Fig. 6.

Moreover, the following are the outcomes of wa-
termark extraction from two images taken by the
mobile phone camera. These images were subjected
to watermark embedding and underwent attacks 1–
12. As illustrated in Table 7, the retrieved watermark
logos from attacks 1–6, and 11 and 12 may still be
extracted with results that are visually discernible by
humans. However, for attacks 7–10, the logo exhibits
significant distortion as a result of those attacks.

This is additionally facilitated by the experimenta-
tion conducted on the logo inside the images. The
results showed that after being subjected to attacks
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Table 7. Extracted watermark after attacks 1–12 on mobile phone camera images.

Attack

Image 1 2 3 4 5 6 10 11 12

Catze

Coffee

Fig. 6. Tamper detection on mobile phone images.

1–12, the NC and BER values of the images taken with
the mobile phone camera were similar to those of the
other 8 original images. This illustrates the potential
applicability of the proposed technique to images cap-
tured by mobile phone cameras often employed in
daily activities.

5. Conclusion

This study presents a delicate image watermark-
ing technique that applies the IWT for copyright
protection and authentication. The method’s imper-
ceptibility and durability were assessed by simulation
employing 8 colour images as the host with an
embedded watermark logo. The watermarked im-
ages exhibited exceptional visual quality, typified

by a high average PSNR value of 51.935 dB and
SSIM values of 0.976. Moreover, the method’s abil-
ity to withstand different attacks was proven by
the greater NC and BER values achieved when ex-
tracting watermarks from host images that had been
subjected to various forms of manipulation. An anal-
ysis of the empirical results greatly enhances the
quality of watermarked image, while also showcas-
ing their robustness against attacks. A comparison
study comparing the robustness of the suggested
and referred approaches showed that the suggested
scheme outperforms the existing scheme. In future re-
search, the technique of watermarking images can be
implemented into video data and achieve greater im-
perceptibility and robustness against various attacks.
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