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ABSTRACT

The covert channels of type covert storage channels were used in this research to
hide textual data or an (image hiding secrete data) in the transmission protocol layer and the
internet protocol layer of TCP/IP module. We use IP protocol in designing covert channel
by using Identification field, and use TCP protocol in designing covert channel by using
Urgent Pointer field, and UDP by using Source Port field. Finally ICMP protocol by using
Echo request message and Message field.

The result of Covert channel after analyzing the protocols (IP, TCP, UDP, ICMP)
header depends on the field that used in the designing the Covert channel. The access ratio
of hidden data in the two protocols TCP/IP was %100. UDP protocol on the other hand
depends on a mechanism of unsafe communication. ICMP protocol provided a good
transmission, though unreliable, in that the message structure can be unreliable or clear.
Keywords: Information Hiding, Network Protocols, Covert channel Hiding Information in
TCP, UDP,ICMP, IGMP
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® Frame 1 (74 bytes on wire, 74 bytes captured) ~

® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d (0

= Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)
Version: 4

Header Tength: 20 bytes
® Differentiated Services Field: Ox04 (DSCP 0x01l: Unknown DSCP; ECN: 0x00)
Total Length: 60

Identification: 0x0800 (Z048)
® Flags: 0x00

Fragment offset: 0

Time to Tiwe: 127

Ammbmmn] o TR 001 b
< >
0010 00 3c BEMON 00 00 /f 01 69 07 <O a8 00 0Z Oa Oa .<MM.... T....... =
0020 00 02 08 00 4 Sh 02 0O 57 00 61 &2 63 64 63 66 ..... [.. W.abcdef
0030 67 B8 69 6a 6b 6c 6d Be &F 70 71 72 73 74 75 76 ghijklimn opgrstuv
0040 77 Bl 62 63 64 65 66 67 68 69 wabcdefg hi

alall aas lgd e 1P JsSgig 0 g 5 -(10) J<d)
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@ Frame 2 (74 bytes on wire, 74 bytes captured) ~

® Ethernet IT, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed4:49:7d (0

= Internet Protecol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.23
version: 4
Header length: 20 bytes

@ Differentiated Services Field: 0x07 (DSCP 0x01: Unknown DSCP; ECN: 0x03)
TotaT Length: 60

= FTags 0x00
Fragment offset: 0O
Time to liwve: 127 -

20 28 09 df 08 00 45 07 ...If.. (....E. -~
0f 98 <0 a8 00 02 Oa Da . J
58 00 61 62 63 &4 B% 66 [.. ®.abcdef
6f 70 71 72 73 74 75 VB ghijkTmn opgrstuw

0040 77 61 B2 63 64 65 66 67 68 69 wabcdefg hi =
= Frame 3 (74 bytes on wire, 74 bytes captured) A

@ Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_e4:49:7d (0

= Internet Protecol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)
version: 4
Header length: 20 bytes

® Differentiated Services Field: 0x07 (DSCP 0x01: Unknown DSCP; ECM: 0x03)
Tota1 Length 60

® FWags 0;00
Fragment offset: 0
Time to Tiwe: 127 v

< | »

0000 00 14 2 ed 49 7d 00 0 20 28 09 df 08 00 45 07 .. Tt.. T....E. -

0010 00 3c s 00 00 7f 01 11 97 ¢0 aB 00 02 Da Oa .. e
0020 00 02 OB OO0 f2 5b 02 Q0 59 0D 61 62 63 64 65 66 .. [.. v.abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6F 70 71 72 73 74 7% V6 gh1jk1mn opgrstuy
0040 77 61 62 63 &4 65 66 67 68 69 wabcdefg hi

M Gl e e [P US55 s 5 -(12) JS)

®= Frame 4 (74 bytes on wire, 74 bytes captured) ~
® Ethernet IT, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettF_ed:49:7d (0
= Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 {10.10.0.2)
version: 4
Header length: 20 bytes
# Differentiated Services Field: 0x07 (DSCP 0x01: Unknown DSCP; ECN: 0x03)
Total H

® F]ags 0x00
Fragment offset: 0

Time to Tiwe: 127 -
< | Ed
D00 00 14 c2 e4 49 7d 00 e0 20 28 09 df 08 00 45 07 -~
0010 00 3Ic [flEE 00 00 Ff 01 01 91 <0 aB 00 02 0a 0a
0020 00 02 08 OO f1 5b 02 00 5a 00 61 62 63 64 65 66 L
0030 &7 68 69 ba 6b 6c 6d 6e &6f 70 71 72 73 74 75 76 ghijklimn opgrstuwv &
0040 77 61 62 63 64 65 66 &7 BB 69 wabcdefg hi v

0S Oléd)adl L 2aa IP JsS4ig g fi (13) Jsad)
® Frame % (74 bytes on wire, 74 bytes captured) ~

® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d (O

= Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)
version: 4
Header length: 20 bytes

® Differentiated Services Field: 0x07 (DSCP 0x01l: Unknown DSCR; ECN: Ox03)
Total Length: &0

Fragment offset: 0

Time to live: 127 v
5 | ¥
0000 00 14 CZ ed 49 7d 00 0 20 Z8 09 df 08 00 45 07 P T R = ~
0010 00 3c | @ 00 00 7f 01 fh 97 <0 aB 00 02 Oa Oa (.1 |
0020 00 02 08 00 fO 5k 02 00 5b 00 61 62 63 64 65 &6 veses[.. [.abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6F 70 71 72 73 74 75 76 ghijklmn opgrstuv B
0040 77 61 62 63 64 65 66 K7 BE 69 wabcdefg hi

153

Ul Gaall \gd cida 1P JoSgig 0 dumg i . (14) JSa)
TCP Jall JsSsign b slaaY) -2

Ay Jas ?\ML’ deaaall a5l e al mosul 4. Jlyy FYES @)\ CradAi
) b WS JlyY) dlee mauasi (Sang TCP Jaill JoSsig Ay 55 & Urgent pointer a3l
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ntrol Fr

Source port: 1503 (15033
Destination port: 1107 (1107)

Sequence number: O (relatiwve sequence number)
[Mext sequence number: 30 (relative segquence numberl]
Acknowledgement number: 0 (relatiwve ack number)

Header length: 20 bytes 0
= Flags: 0x0018 (PSH, ACK)
u] . = Congestion Window Reduced (CwR): Not set

ol = ECN-Echo: Mot set

L0 = Urgent: Mot set ~
L2 | >
0000 00 14 ed 43 7d 00 e0 20 08 00 45 0 ~
0010 Se 00 00 7f 05 01 0z 0.
0020 t 04
0030 1 | |
0040 10 08 00 00 00 0O 00 73

8
nosn /3 00 00 00

|4

Source port: 1503 ({1503)
Destination port: 1107 (11072

Sequence number: 0 {relative sequence number)
[Next sequence number: 86 (relative sequence number)]
Acknowledgement number: 0 (relative ack number)

Header length: 20 bytes =
= Flags: 0x0018 (PSH, ACK)
0 . = Congestion window Reduced (CwR): Mot set
EChN-Echo: Mot set
Urgent: Mot set

€

e 5F 6d 00

N
Source port: 1503 ClSOE)
Destination port: 1107 (1107)

Sequence number: 0 (relative sequence number)
[Mext sequence number: 226 (relative seguence number)]
Acknowledgement number: 0 (relative ack number)

Header Tength: 20 bytes —
= Flags: 0x0018 (PSH, ACK)
0 . = Congestion window Reduced (TWR): Mot set

.6:: .... = ECN-Echo: Mot set

L0 = Urgent: Mot set v
L7 | >
D010 01 Da 6Ff B1 00 00 7F 05 00 b0 0 a8 00 02 Oa Da . s
0020 00 02 04 53 42 7F 61 56 46 43 be 0D 50 10 =
0030 6f 73ERY
0040 9e 0 10 08 00 00 00 0O 00 0O 00
D0SO 63 00 00 00 03 00 00 ic 02 fO 80 64 9a F3 9e d8

<

[ArmA LA AL AR AR AR AA AA AR me e S m e e e e e

= Transmi ro
Source port 1503 {1503)
Destination port: 1107 (1107)

Sequence number: 0 {relative sequence number)
[Next sequence number: 450 ({relative sequence numberl]
Acknowledgement number: 0 {relative ack number)

Header length: 20 bytes =
= Flags: 0x0018 (PSH, ACK)

0... . = Congestion window Reduced (CWR): Mot set
L0.. .... = ECN-Echo: Not set
.0 = Urgent: Not set 2
< >
2

[aTatNe] i Na N2 A0 0N 0N nn 0N anonn A3 AN 20 nn AN nn

ul sl b a3 TCP JoSgig g 5o -(18) J<idl

UDP Jiill JsSsigs b sliay) -3

I£:3

e oy Jos aladiol deaad) L) 5LE) sae al_mosul dalS JlusY ads ao)l crerii)
IS 8 LS Sl ddee aass oSasg il U5 dang 5 (8 SOUTCE POIt auadll
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Frame 2 (102 bytes on wire, 102 bytes captured)
Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_e4:49:7d ({00:
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)
User Datagram Protocol, Src Port: 24940 (24940), Dst Port: 49609 (49609)
Source H ) )
Destination port: 49609 (49509)
Length: 56521
Checksum: 0Oxb8fd
Data (60 bytes)

]
@
=

e
12 [

0020 00 02 cl c% dc c§ D8 fd al c9 00 07 dZ ba
0030 21 f9 d3 dB el 22 00 00 01 b8 00 00 ca 9c 00 0O
0040 01 96 12 ec eb <O 00 04 7d <0 81 ca 00 06 d2 ba
0050 21 £9 01 Of 48 4f 4d 45 2d 356 45 42 43 32 33 38
O0&R0 34 37 38 00 00 00

al Q@) lgd eaa UDP JsSsig 5 dang 5 -(19) J<i)

@ Frame 4 (78 bytes on wire, 78 bytes captured)
= Ethernet II, Src: Techomen_2B8:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d (00:
= Internet Protocol, Src: 192.168.0.2 (192.168.0.20), Dst: 10.10.0.2 {10.10.0.2)
= User Datagram Protocol, Src Port: 24429 (244295, Dst Port: 49609 (49609)
port: 2 ]

Destination port: 49609 (49609)
Length: 11644

Checksum: 0xb98b
Data (36 bytes)

- 1
I.. . HOME -6EBC238 =
478

£

2 |2

o100 U 40 ch ce OO OO 7 IT a% 21 cU ag OO U2 Ua Ua

0020 00 02 cl cd 2d 7o b% 8b a0 c9 00 01 d2 ba
0020 21 f9 81 ca 00 06 d2 ba 21 f9 01 OF 48 4F 4d 45
0040 2d 36 45 42 43 32 33 38 34 37 38 00 00 0O

_M Gall L aie UDP JsS53 5 Ay 53 -(20) Jei

® Frame 6 (B2 bytes on wire, 82 bytes captured)
® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d {00:
® Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)
= User Datagram Protocol, Src Fort: 28531 (28531), Dst Port: 49609 (496039)
1

|

Destination port: 496039 (439609)
Length: 7550

Checksum: Oxd8af
Data (40 bytes)

< | >
T — T e T — T @

0020 & cl ¢9 1d 7e d8 af a0 <9 00 01 d2 ba ..FE...~ ........ =

0030 f9 81 ca 00 07 d2 ba 21 9 01 Of 48 4f 4d 49 | I, .. HOME

0040 2d 36 45 42 43 32 33 38 34 37 38 02 04 61 6d &F -BEBC238 478, .amo 3

0050 &6F 00 a. =

08 Glisall lgd ada UDP JsSgig p dug i -(21) J&d)

Frame 8 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_e4:49:7d (00:
Internet Frotocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 ¢10.10.0.2)

User Datagram Pr 1 Port: 30060 {30060), Dst Port: 49609 (49609)

=

F :
Destination port: 49609 (49609)
Length: &3470
Checksum: 0xb98hb
Data (36 bytes)

|3 [»

0010 00 40 cc 4c 00 00O 7f 11 ad ad cU as 00 O Ua Ua
0020 00 02 GEMEE <l <9 7 ee b9 8b al c2 00 01 d2 ba ..m. ...
0030 21 f9 81 ca 00 06 d2 ba 21 f9 0l OF 48 4f 4d 45 1....... I ROME
0040 2d 36 45 42 43 32 33 38 34 37 38 00 00 00 -BERC23E 476, ..

ul pléall led aae UDP JoSsig 3 A 5 .(22) JS&d)

ICMP sUsalfl aSaill JoSgign b sUAY) -4

Al Jas aladinls deciaal) 4nedal) 5Ll ye 256 4wss cile Sl ais ol it
IS 8 LS JlsY) ddlee maasi (Sag lCMP JS5i 3 dumg 55 5 Message
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Frame 2 (74 bytes on wire, 74 bytes captured)

®
@ Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettR_ed:49:7d
@ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)

0 1

| %

045 05
2 0a 0a

2028 09 df 0

0
d0dcOag 000
d i ;

ICMP JsSsis5a0 Js¥) daiall Ay 5 . (23) Sl

@ Frame 3 (74 bytes on wire, 74 bytes captured)

@ Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed4:49:7d i
®m Internet Protocol, Src: 192.168.0.2 {192.168.0.23, Dst: 10.10.0.2 {10.10.0.2)

® Internet Contral Me 1

| %

0000 00 14 c2 ed4 49 7 00 0 20 28 09 Jf 0B 00 4% 0%
0010 00 3c 13 fa 00 00 7f 01 5d Oc <0 a8 00 02 0a 0
0020 2 [ ) [§ al

0030
0040

ICMP US55 ol sl Zuusy 5 -(24) IS

Frame 4 (74 bytesz on wire, 74 bytes captured)
Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d |
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)

GG

]

~
|2 [

6b00 00 14 c2 ed 49 7d 00 e0 20 28 09 df 08 00 4% 0%
0010 00 3¢ 13 fc 00 00 7f 01 5d Oa cO aB 00 02 0a Oa
nz2 i 58 al F i [ fi 2

ICMP JsSsig5al LG dajall dusg i . (25)JSid)

® Frame 5 (74 bytes on wire, 74 bytes captured)
® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d
® Internet Protocol, Src: 192.168.0.2 {192.168.0.2), Dst: 10.10.0.2 (10.10.0.23

~
|»

6b00 00 14 c2 ed 49 7d 00 e0 20 28 09 df 08 00 45 0%

0010 00 3¢ 13 £f 00 00 7f 01 5d 07 <0 a8 00 02 0a Oa
0020 00 02 [ th 4c : 5
00320 y 3

0040

ICMP JsSs5i5 5 dahll dajall dss 55 . (26) Il

Frame & (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed4:49:7d i
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 {10.10.0.2)

EEHE

]

| [l

L I L ed N g el AU Sy IO Ul U 45 1T
0010 00 3c 14 00 00 00 7f 01 5d 06 cO af 00 02 Oa Oa
0020 [

0030
0040

[

ICMP JsS5ig 5l dealall dajall duwg 53 . (27)J
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® Frame 7 (74 bytes on wire, 74 bytes captured)
® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_ed:49:7d
@ Internet Protocel, Src: 192.168.0.2 {192.168.0.2), Dst: 10.10.0.2 (10.10.0.2)

B Internet Control Message Frotocol

< | >

0N ST T T P I A 0 I ST 0TS SN A~

0020 00 02 d =

0030 Y

0040 & a
W

ICMP JsS5ig 5 dnaalad) dajall duwg 5 .(28)Jsddl

® Frame & (74 bytes on wire, 74 bytes captured)
® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_e4:49:7d
@ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 10.10.0.2 ({10.10.0.2)

0000 00 14 2 e4 49 7d 00 0 20 28 09 df 08 00 4% 05
0010 00 3c 14 07 00 00 7f 01 Sc ff <0 aB 00 02 0a Oa
0020 00 02 [ D c3 e 73
0030 [

0040

ICMP U555 4 Aald) Zujall sy 5 - (29) IS
® Frame 9 (74 bytes on wire, 74 bytes captured)
® Ethernet II, Src: Tecnomen_28:09:df (00:e0:20:28:09:df), Dst: HewlettP_e4:49:7d |
® Internet Protocol, Src: 192.168.0.2 (192.168.0.23, Dst: 10.10.0.2 {10.10.0.23
B Internet Control Message Protocol

0000 00 14 cZ e4 49 7d 00 e0 20 28 09 df 08 00 45 05
0010 00 3¢ 14 0e 00 00 7f 01 S5c f8 <0 a8 00 02 Oa Oa
0020
0030
0040

ICMP JsSsis ) 4l Lajall duwsy i .(30)JSal
alalitiuy -6

lgially sUniall LS A aladials Loy Claglas sl s jiall cldY) il gadsi DA (g
V) Slalina) ) deasill & Lo Jsaantl @ 1 bl (DA (g Apiial
& Ll (ggiae (e JB8 ddaal sl aladialy alivdly dusall Gyl Gy (e e Jlal a1
s Jlai) 2gag
dad s ey i) J5S639 5 Ay Al (BB ¢ ganall lis g ASLAl dis dagal) i 2
Cu Olsie OIS Ol dgas) Olsie pasd Sy dajall dags adlia) dla 45 caaly i TTL
a4 ) ells)) aie Broad Cast
1Y) ) Auddall sl aranad 8 Aeddicual) CVsSsig ll cuplil .3
3 Oe Bpeay et Cale slaY laa Bas 2l Laad) 5L sadnedl 1P J5Ssi 5 el -
A ese e El
Mg Yl jigs 4 sam il Apeid) sl 8 padieed)) TCP JSsis 5 el —
e adiee yue JlaiVl1aa (05, Lkt Yol duiaall 5LRl) 8 pasiesdl UDP JsSsis 5 sz
A Bsise e JsSeig ) 138 Jee Jlaail 4T o ellyg
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AN eladl el 8 aeladin) 3K Gl o Cuay 43Sy Al
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