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Abstract
Preparation of Firewall System
to Protect Internet from
Penetration
The firewall software is

designed in LNUIX operating
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system by using iptables orders
and C++ tanguage program.
The use of LNUIX Operating
system in the internet network is
usually more safe , more

protected , and also highly virus
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resisted compared to others
operating systems . Because of
so many penetrations that might
accrued in to the internet network
which is a major problem system ,
in the computers network
operation .

The firewall program designed

in the present research , which is
working in the LNUIX operating

system is consided to be easy,
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open source information , and
also continuously developed , It’s
more preferred in the developed
countries .

The major property of the
present research compared the
other researches to be
distinguished by the possibility of
opening the outlets that we needs
, or , close the outlets that we

don’t need.
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(File Transfer Protocol FTP )
(Hyper Text  Protocol (HTIP )
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(1) A galdd
The Firewall Program :
[root@localhost]# emacs firewall.c
# include "stdio.h"
int main( )
printf ("program firewall') ;
return O ;
[root@localhost]# cc firewall.c
[root@localhost}# . /a.out
[root@localhost)# iptables —L
[root@localhost]# cat > inactive.sh
[root@localhost]# deleat firewall content
[root@localhost]# iptables —A INPUT ALL
[root@localhost]# iptables —A OUTPUT ALL
[root@localhost]# iptables —F ALL
[root@localhost]# echo'firewall is inactive now!"
[root@localhost]# chmod +x inactive.sh
[root@localhost]# iptables —L
[root@localhost}# . /inactive.sh
firewall is inactive now
[root@localhost)# iptables —L
[root@localhost)# cat > firewall.sh
[root@localhost]# iptables —A INPUT —i eth() —p ICMP —jDROP
[root@localhost]# iptables —A INPUT —i ethQ -p TCP -
destination—port telnet —j DROP
[root@localhost]# iptables —t filter -p FORWARD DROP
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[root@localhost]# iptables —t filter —~A FORWARD —m tcp —p tcp —s
172.16.1.0/24
——sport 80 —d 0/0 —j ACCEPT
[root@localhost]# iptables—t filter —~A FORWARD —m tcp —p tcp —d
172.16.1.0/24
——dport 80 -s 0/0 —j ACCEPT
[root@localhost]# iptables —A INPUT —p tcp
[root@localhost]# iptables —A INPUT —s 172.16.1.0
[root@localhost]# iptables —A INPUT — i eth(
[root@localhost]# iptables —A INPUT —p tcp —sport 22
[root@localhost]# iptables —A INPUT —p tcp —dport 22
[root@localhost]# iptables —p tcp —tcp—flags SYN,FIN,ACK SYN
[root@localhost]# iptables —A INPUT —p udp —sport 53
[root@localhost]# iptables —A INPUT —p udp —dport 53
[root@localhost]# iptables —A INPUT —p icmp —icmp—type 8
[root@localhost}# iptables —A INPUT —m limit ——limit 3/hour
[root@localhost)# iptables —A INPUT —p tcp —m multiport —source—
port 22,53,80,110
[root@localhost]# iptables —A INPUT —p tcp —m multiport —
destination—port 2 2,53,80,110
[root@localhost]# iptables —A INPUT -m state -state
RELATED,ESTABLISHED
[root@localhost]# iptables —t filter —A INPUT —p udp —dport 53 —j
DROP
[root@localhost]# iptables —N tcp_packets
[root@localhost}# iptables —A tcp_paket —m state —state NEW —i!
ppp0 —j ACCEPT
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[root@localhost]# iptables —A INPUT —p tcp —j tcp_packets
[root@localhost]# iptables —t nat —A POSTROUTING —p tcp —o
eth() —j SNAT
—to—source 194.236.50.155-194.236.50.160:1024-32000
[root@localhost]# iptables —t nat —A POSTROUTING —p tcp —d
15.45.23.67
—dport 80 —j DNAT —to—destination 192.168.1.1-192.168.1.10
[root@localhost}# iptables —t nat —A POSTROUTING —p TCP —j
MASQUERADE
—to—ports 1024-31000
[root@localhost]# iptables —A INPUT —j DROP —p tcp —dport 23
[root@localhost]# iptables —-A INPUT - DROP -s
192.168.0.252
root@localhost]# chmod +x firewall.sh
[root@localhost}# . /firewall.sh
[root@localhost]l# emacs PID
# include "stdio.h’
#include "sys/types.h’
# include "unistd.h’
int main( )
pid_t pid ;
pid = getpid( ) ;
printf ("This process has the pid numper: %dnn ', pid) ;
return O;
[root@localhost]# cc pid
[root@localhost}# ./a.out
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