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Abstract— Thomas and Patrik are working on a stream cipher called SNOW 

3G. In 2006, it was chosen as the centerpiece of a new set of confidentiality and 

integrity algorithms for the Universal Mobile Telecommunications System 

(UMTS). In 2008, Böhm published an article named "Statistical Evaluation of 

Stream Cipher SNOW 3G." He put the randomness of the SNOW 3G key stream 

generator to the test. As a randomness test tool, Böhm uses the NIST test 

statistics package, which consists of three kinds of tests: lengthy key stream 

data, short key stream data, and initialization vector data. Only the short key 

stream set of data failed eight random chance test results out of three kinds of 

tests, according to the report's findings. The SNOW 3G suggestions, he claims, 

fail due to a flaw with in cipher's initialization. In this paper, we use the PLL 

algorithm to modify the SNOW 3G algorithm for key initialization and 

generation keystream. We employ the same itself  Böhm employed. The modify 

SNOW 3G  algorithm exceed whole of the statistic exam in a experiment. The 

findings show that PLL has an effect on algorithm randomness. 

Index Terms— SNOW-3G, Stream Cipher, PLL Algorithms. 

I. INTRODUCTION 

The Snow3G algorithm is one of the LTE algorithms used in mobile networks. It is a 

developed version of the SNOW 2.0 algorithm which was subjected to several forced 

attacks that led to its breaking [1]. So both Thomas and Patrik developed the algorithm in 

January 2006. ETSI/SAGE stands for European Telecommunications Standards 

Institute/Security Algorithms Group of Experts are evaluation SNOW3G and Three 

Generation Partnership Project (3GPP) is allocated as part of the service for confidentiality 

and integrity algorithms [2]. Böhm [3] investigated the SNOW 3G key stream generator's 

randomisation properties in 2008. Böhm used the NIST test statistics suite for randomness 

testing with a significance level of 0.01 [4] according to the results, the short key failed the 

test. 

In this paper, we used Permutation of Last Layer (PLL) algorithm to modify SNOW3G 

to create a dynamic S-Box, not static, as in the traditional snow3G algorithm. The benefit of 

a dynamic S-Box is to increase the complexity of keystream generation in addition to 

increasing the randomness with less time during the generation of the S-Box. When used 

the statistical test NIST the modified SNOW3G algorithm succeeded.  

II. SNOW3G ARCHITECTURE 

The SNOW3G is stream cipher algorithm and the first kernel algorithm for the 128-

EEA1 and 128-EIA1 LTE network systems [5-7].SNOW3G is generate key-stream has 
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length 32 bits called word by using Cipher Key (CK) and Initial Vector (IV) Each has a 

length of 128 bits, it is continent two layers: first layer is LFSR Divided into 16 stages, each 

stage has 32 bits)S0, S1,……..S14,S15). Second layer is FSM have two component three 

registers (R1, R2 ,R3) and two substitution boxes (S-Box).  Where ⊕ represent XOR and 

⊞ represent adder to arithmetic operator [4, 8-10]. Given that the standard SNOW-3G lacks 

robustness toward short keystream set of data attacks, We suggest enhancing their statistical 

properties and security level through overcoming them flaws by modified the S-Box that 

updates the initialize and keystream mechanisms whilst still maintaining the standard as 

shown in Fig. 1. 

 

 
FIG. 1. SNOW 3G STANDARDS [4]. 

 

III. SNOW3G MODIFIED BY USING PLL ALQRITHM 

Initially, we'll go over how to modify the SNOW 3G stream cipher by adding two new 

s-boxes that were created using PLL algorithms: 

A. PLL Algorithms (Permutation of Last Layer) 

       It is an advanced technology of the Magic Cube which was Jessica Fridrich's 

progress entails memorizing a large number of algorithms, but there is a logical 

connection between them. The Petrus system and the Fridrich method (or full CFOP), 

which are used by the vast majority of speed cubes these days, must be mentioned 

when discussing advanced Rubik's Cube solving techniques. The advanced technique 

used by Jessica Fridrich divides the puzzle into layers. and that you must help in 

solving the cube layer after layer, using algorithms for each step, without destroying the 

pieces that are already in place as shown in Fig. 2 [11-14]. 

 

 

 
 

FIG. 2. CROSS, F2L, OLL AND PLL (CFOP) STRUCTURE [11]. 
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B. Proposed Substitution Box (S-Box) 

        This article describes a new method for building S-Boxes that uses PLL 

algorithms to modification the positioning (permutation) on the pieces in the last layer 

without rotary them. After that, the cube would be solved. This step is split into two 

sections. As well: 

– Permutation of edges: It must permute the edges, which means changing their 

position but not orientation. It is necessary to consider the number of well-positioned 

edges. 

– Permutation of corners: Once the edges have been properly placed, only the 

corner remains to be solved. 

 To build S-Box 16 × 16 uses PLL algorithms represented by 3x4 as show in Fig. 3. 

 

 
FIG. 3. A SPECIFIC EXAMPLE OF LAST-LAYER PREPARATION. 

 

After each movement, the border limits will be checked. of position in orderly to 

save the output within the  wanted, values [0, 255]. The permutation of position to 

guarantee a satisfying ownership with the aid a 256-value sequence with every item in 

the S-box is checked from start to finish prevent a certain item from being iterative in 

the S-Box and ensuring that a values are distributed within a large randomness with 21 

algorithms to produce novel S-Box as shows in Fig. 4. 

 

 

 

 

 

 

FIG. 4. PROPOSED CONSTRUCT NEW S-BOX. 

 

The first and second stages in the above scheme use an algorithm PLL. It depends 

on solving the problem of different colors in the last layer of the cube by switching 

locations according to a certain movement and a certain direction as shown in 

algorithm 1. 

Algorithm 1:  Creating decimal code 

1. Input: PLL Algorithm 

2. Output: Decimal codes 

 Begin 

3. Create a number sequence using PLL ) Tperm, Yperm, Hperm, Vperm ,Fperm 

,Eperm,A1perm,A2perm,R1perm,R2perm,G1perm,G2perm,G3perm,G4perm,N1per

m,N2perm,U1perm ,U2perm ,J1perm ,J2perm ,Zperm ,Sperm)   

4. Concatenate [Tperm, Yperm, Hperm ,Vperm ,Fperm, Eperm, A1perm, 

A2perm,R1perm,R2perm,G1perm,G2perm,G3perm,G4perm,N1perm,N2perm,U1pe

PLL algorithm to 

Generate values 

 [0-255] 

Concatenate PLL 

Algorithm 

Convert values 

From decimal to 

hex 

Construct 

S-Box 16*16 
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rm ,U2perm,J1perm,J2perm,Zperm,Sperm]and save the outcomes in ns11//ns11 is a 

collection of one domination with decimal values called array 

End 

 

After creating the decimal code, it will be converted to hex code in order to create 

a new S-Box table for use in the encrypt process. S-Box building is represented by 

Algorithm 2. Table I shows the results. 

Algorithm 2:  Create S-Box (16*16) 

1. Input: decimal code 

2. Output : Novel  S-Box  contain (16 Row and  16 Column) 

Begin 

3.  Convert decimal code to hex code by using dec2hex(ns11)  

4. Reshape from matrix one diminution [0-255] to [16*16] and save the results in dx // 

dx this array of two domination with hex values. 

4.1  For I =1 to 16 

5.  delete any space from dx to construct new S-Box (16×16) and store the result in dm 

End 

 

TABLE I. S-BOX (SR1) PRODUCED BY THE PLL ALGORITHM 

 

When we permutated of locations, we will get a completely different S-Box from the 

first since the algorithm has the ability to create 221 S-Boxes as shown in Table II. 
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TABLE II. S-BOX (SR2) PRODUCED BY THE PLL ALGORITHM 

 

 
 

C. SNOW3G Modify 

 

      In key initialization, the modified SNOW 3G stream cipher algorithm consists of 16 

stages, each stage consisting of 32 bits and represented in F(216). LFSR (r0, r1, r2,..., 

r14, r15), the polynomial equation for LFSR is: 

 

            R(x) = x16 + x12 + x4 + x3 + x1 + 1                                                                                                       (1)                            

                                        

 32-bit registers R1, R2, and R3, and two new S-Boxes SR1 and SR2 that are used to 

update registers R2 and R3.as shown Fig. 5 and According to the following equation 

 

V=((r0,1||r0,2||r0,3||0x00)⊕MULα(r0,0)⊕(r2)⊕(0x00||r11,0||r11,1||r11,2)⊕DIVα(r11,3)⊕F

⊕(r3))                                                                                                                                                                           (2) 

 

In Fig. 6 the key stream generator mode scheme of Modified SNOW 3G.The structure of FSM is 

modified by using the permutation algorithm to design two different boxes, where the two boxes 

were created using the PLL algorihms to produce an output F. According to the following 

equation to the keystream generation process. 

 

                                      Zt = F +r0                                                                                                                    (3) 

 

     When generating the keystream, there is no entry from FSM to LFSR .That is, there is        

no F, so the equation V will be as follows: 

 

       V=((r0,1||r0,2||r0,3||0x00)⊕MULα(r0,0)⊕(r2)⊕(0x00||r11,0||r11,1||r11,2)⊕DIVα(r11,3))    (4)                                           
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FIG. 5. KEY INITIALIZATION IN MODIFIED SNOW 3G. 

 

 
FIG. 6. GENERATION KEYSTREAM IN IN MODIFIED SNOW 3G. 

 

IV. RESEARCH METHOD 

Our proposed stream cipher plan is subjected to statistical analyses in order to 

demonstrate its robustness, such as randomness. NIST Test (National Institute of Standards 

and Technology) has a number of statistical trails that can be applied to assess the 

randomness of the series, including NIST [15-17], DIEH. [18] and NESS. [19]. The 

SNOW3G modified stream cipher is evaluated using NIST statistical tests. We iterate the 3 

statistical trials in [20] to evaluate a pass of the produced keystreams to demonstrate the 

importance of the proposed design. 
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We used the same sample size sequences and the same weighted importance level 

applied in the NIST trial to compare the results with previous work. As a result, the 

significance level in all of the samples was fixed at 300 sequences, and the size of the 

experiment was reduced to 0.01. The following are the definitions of the tests: 

a. Long keystream set of data test: To obtain 300 sequences of 1048576 bits, 

generate bits for the entire 300 random key (put the initial vector to zero in all 

cases). The result sequences are then evaluated using the 15 NIST tests. 

b. Short keystream set of data test: Generate bits for each of the 307200 random keys 

(in all cases, set the initial vector to zero).The concatenation of all the bit 

keystreams yields 300 sequences with a total length of 1048576 bits. The result 

sequences are then evaluated using the 15 NIST tests. 

c. The initial vector set of data starts by generating 256 (4096bits) sequences for 300 

random keys. It's worth noting that each key's first sequence is generated with IV 

put to zero. It is then increased to the next 255 sequences. As a result, we have 

300 sequences totaling 1048576 bits for NIST's 15 tests to evaluate. 

There are two accesses to interpret the NIST exam score, the ratio of sequences that exceed 

in to a test statistic while allocation of P-value for examination for solitude. The acceptable 

ratio range is defined using a confidence interval defined as: 

 

                                                       P̂ + ̅̅̅ 3 √
P̂ (1− P̂ )

S
                                                                                (5) 

 

Let α = 0.01                    𝑃̂ =1 - 0.01                  S=300 

If the ratio does not fall within this range, the data is not random. 

The uniformity of P-value is determined using the 𝑋2 goodness of fit test, which 

involves computing: 

          

                                                                𝑋𝑡𝑒𝑠𝑡
2  = ∑

𝑂𝑖−𝐸𝑖

𝐸𝑖

𝑡
𝑖=1                                                                    (6) 

 

The number of levels is represented by l, the key stream was tested to see if it was 

distributed uniformly. With a total of 300 keystreams, a minimum threshold ratio value of 

0.97 is acceptable. 

V. EXPERIMENTAL RESULTS 

When we implemented the SNOW3G modified algorithm, since  uniformly distributed 

P-values are , a keystream is random and the P-values ratio is accepted as shown in      

Table III. Finally, the proposed SNOW3G algorithm was compared with the SNOW3G 

traditional algorithm in Table IV. 

TABLE III.  P-VALUES RESULTS BY NIST-TESTS 

 

No. 

Test 

NIST test Standard 

SNOW3G 

 Long 

Standard 

SNOW3G 

Short 

Standard 

SNOW3G 

IV 

Modified 

SNOW3G 

 Long 

Modified 

SNOW3G 

 Short 

Modified 

SNOW3G 

IV 

1 Monobit-test(frequency) 0.032203  0.911413  0.561227 0.501541 0.501481 0.501525 

2 Frequency-within-block-

test 

0.314042  0.678686  0.574903 0.500141 0.500120 0.500131 
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TABLE IV. COMPARED THE SNOW3G TRADITIONAL[21] WITH THE SNOW3G MODIFIED ALGORITHM USING NIST-TESTS 

 

3 Runs-test 0.883171  0.514124  0.015598 0.498093 0.498132 0.498142 

4 Longest-run-ones-in-block-

test 

0.602458  0.462245  0.961593 0.487863 0.487918 0.487936 

5 Binary-matrix-rank-test 0.746572  0.955835  0.630178 0.394870 0.527847 0.392232 

6 discrete Fourier transform –

test 

0.678686  0.113151  0.540878  0.477568 0.477502 0.477515 

7 Non-overlapping-template-

matching-test 

0.271167  0.345115  0.840081 0.448190 0.449863 0.440863 

8 Overlapping-template-

matching-test 

0.262249  0.413032  0.616305 0.015570 0.750224 0.322039 

9 Maurer-universal-test 0.547637  0.986515  0.249284  0.994031 0.993296 0.993690 

10 Linear-complexity-test 0.706149  0.981767  0.245072 0.483309 0.270994 0.394591 

11 Serial-test 0.989179  0.753185  0.70614 0.500713 0.500744 0.500708 

12 Approximate-entropy-test 0.772760  0.739918  0.726503 0.495514 0.495523 0.495525 

13 Cumulative-sums-test 0.003996  0.198690  0.020548 0.520670 0.520636 0.520671 

14 Random-excursion-test 0.745791  0.231703  0.772760  0.599390 0.435679 0.452234 

15 Random-excursion-variant-

test 

0.891010  0.904349  0.683283 0.374495 0.397919 0.397007 

No. 

Test 

NIST test Standard 

SNOW3G 

 Long 

Standard 

SNOW3G 

Short 

Standard 

SNOW3G 

IV 

Modified 

SNOW3G 

 Long 

Modified 

SNOW3G 

 Short 

Modified 

SNOW3G 

IV 

1 Monobit-test(frequency) Pass pass pass pass pass pass 

2 Frequency-within-block-

test 

Pass pass pass pass pass pass 

3 Runs-test Pass 

 

fail pass pass pass pass 

4 Longest-run-ones-in-block-

test 

Pass fail pass pass pass pass 

5 Binary-matrix-rank-test Pass fail pass pass pass pass 

6 discrete fourier transform -

test 

Pass fail pass pass pass pass 

7 Non-overlapping-template-

matching-test 

Pass fail pass pass pass pass 

8 Overlapping-template-

matching-test 

Pass fail pass pass pass pass 
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VI. CONCLUSIONS 

The proposed SNOW3G modified algorithm is based on the basic structure of the 

traditional SNOW3G algorithm, but it has been updated to meet the latest hardware 

requirements. As well as offering the ideal combination of high security, high performance, 

and limited hardware resources. 

     The main goal of using permutation last layer algorithms is to generate more random S-

boxes in order to generate a keystream that is more powerful and complex, thus increasing 

the cipher's complexity. In addition, Modified SNOW 3G's keystream exceed all of the tests 

for the long key stream data set, short key stream data set, and initialization vector data set 

successfully. 
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