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Abstract:

Human Interactive Proofs (HIPs) are automatic inverse Turing tests, which are intended to
differentiate between people and malicious computer programs. The mission of making good HIP system is a
challenging issue, since the resultant HIP must be secure against attacks and in the same time it must be
practical for humans. Text-based HIPs is one of the most popular HIPs types. It exploits the capability of
humans to recite text images more than Optical Character Recognition (OCR), but the current text-based
HIPs are not well-matched with rapid development of computer vision techniques, since they are either vey
simply passed or very hard to resolve, thus this motivate that continuous efforts are required to improve the
development of HIPs base text. In this paper, a new proposed scheme is designed for animated text-based
HIP; this scheme exploits the gap between the usual perception of human and the ability of computer to
mimic this perception and to achieve more secured and more human usable HIP. This scheme could prevent
attacks since it's hard for the machine to distinguish characters with animation environment displayed by
digital video, but it's certainly still easy and practical to be used by humans because humans are attuned to
perceiving motion easily. The proposed scheme has been tested by many Optical Character Recognition
applications, and it overtakes all these tests successfully and it achieves a high usability rate of 95%.
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Introduction:

Human Interaction Proofs (HIP) or also HIPs or CAPTCHASs based on text are
known as Completely Automated Public Turing test practically used in actual applications, characters
to tell Computers and Humans Apart (CAPTCHA), are intentionally distorted in text, and they are
is a standard method to decide whether an employer linked to prevent bots recognition. Enhance the
is human or machine. It is used for web-sites to  security of text CAPTCHA could be done by
protect it from behaviors of malicious, such as, auto methodically embedding distortion and noise, and
post, account enumeration spamming, etc. HIP positioning characters more firmly. These actions
requests employers to complete a simple job, which could make the characters harder for machine to
is made-up to be easier for humans but harder for  recognize (3).
machines (1). In this paper, a new suggested HIP animated

HIP s come in many formulae, mostly it's  video is created based on building a new plasma
based on text is used that basically an image  environment, thus it can be used practically easy by
presentation that encompasses alphanumeric human, but it's hard to be attack by a machine.
characters positioned visible and degradation or
distortion spread over background of these images, Literature Review
and this cannot be recognized by Optical Character The issues of Human Interactive Proofs
Recognition (OCR). Thus, a decent excellence  (HIPs) have grabbed the attention of several
CAPTCHA is strong and safe. A diversity of HIP researchers; the following section presents a brief
has been suggested and applied, such as labeling of  description to some of these researches which used
image, recognition of text, recognition of audio, CAPTCH based on text with different applications
recognition of video, solving puzzle, identification and scopes:

of object (2). In 2004 (4) approaches are developed to
Department of Computer Science, University of  create information implanting visually textured
Technology, Baghdad, Iraq. (static and dynamic). Static patterns are designed by
Corresponding author: 110034@uotechnology.edu.iq subtle changes on edges of original text image,

while dynamic patterns are designed by using
spatial-temporal constructions encompassing image
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edges. Also, handwriting is used for HIP testing, in
(5) Two handwritten word recognizers are
proposed, they are accomplished by taking the
advantage of the difference between humans and
machine in recognizing handwritten word images.
In (6) an algorithm is proposed to distinguish
between Persian and Arabic human user by using
the features for each Arabic and Persian script, in
this algorithm, random Arabic and Persian
meaningless words are created and kept as image
format, meanwhile, by applying some alterations, is
presented to the user to ask him/her to categorise
the displayed word. Another handwritten
CAPTCHA images technique is presented by (7) to
improve the security of web, this technique
produces colored handwritten letters and words
image, where randomness is associated within
image to increase complexity of recognition. By
exploiting the limits of Arabic OCRs in reading
Arabic script in (8), Arabic CAPTCHA scheme is
generated to be useful in Arabic countries, also to
be beneficial in protective resource of the internet.
The text-based CAPTCHA model in (2) is
generated by a mixture of mathematical algebraic
equations and alphanumeric words. Scenarios are
created differing in Font types, alteration of
alignment, and alteration of Location. CAPTCHA
based simple text method is proposed in (9). This
method is forbid replay of earlier submitted test
(certainly not be reused), thus for whenever the
page is made or refreshed, the attitude features is
altered. An instance of features are: CAPTCHA'’s
code is a series of uppercase and lowercase
characters and numbers, these characters are created
by randomizing compound functions, also string
code are alternated by different angles and code
length is diverse.  Dissimilar from machine-
learning-based methods that require a huge
manually-labeled volume of genuine CAPTCHA to
perform an in effect solver, generic and effective
text CAPTCHA is presented in (10). This method
requires considerably less genuine CAPTCHA but
produces a greatly improved presentation.

From the above, numbers of limitation are
determined such as some of the works need
computational resources to be allocated, since
significant amount of storage is needed to carry out
these techniques, also recognizers are limited by
specific languages or handwritten writing, in
addition, some of these techniques do not include
handwritten sentences and phrases.

Human Interactive Proofs (HIPS)

A Human Interactive Proof (HIP) is a proof
that a human can create with no special tools, but
which a machine cannot easily create. Commonly,
HIPs are a wide type of test/answer protocols which
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allow an unassisted human to verify as an adult or a
human in one of a certain group. Such proofs must
stand against passive attacks: a party that realizes
that the proof should not be capable to falsely
become a proof of membership (11).

HIPs are progressively used to guard
facilities against automatic script bouts. Examples
of such facilities are:  E-mail (spam), online
registrations, ticket/event reservations, online
voting, login, chat rooms, and weblogs. Yahoo,
Microsoft, Ticket Master, Register.com, and Google
presently are using HIPs to guard their online
facilities. To be active, the HIP must be hard
enough to discourage script attacks (12). This is
done by raising the calculation and/or progress
charges of breaking the HIP to an unprofitable
level. Simultaneously, the HIP must be easy enough
not to detect humans from using the facility (13).

The statute of HIP should be solved simply by
user but not by a bot. HIP specifications are as
follows:

1. A machine judge should be as an alternative of
human.

2. All humans recognize the HIP and pass the test,
whereas no computer program can pass it (14).

HIP aids to stop bots from accomplishing
malicious actions like spamming and other fake
actions. These bots are considered as a core threat to
web services. A large number of free accounts are
registered automatically by Web-bots and then use
these accounts to spam valid users by:

e Sending scrap E-mail

Decelerating the service by repetitively signing
many accounts at the same time

e Causing other denial of services. Hence most of
the websites have adopted HIP as defensive scheme
against such Web-bots.

The current text-based HIPs are not safe as
computer-vision techniques progress so fast. The
improved solutions are still in the beginning since
they are either hard to solve and expensive to
accomplish or easy to be intruded due to
compromised security. This indicates that
continuous efforts are required to improve the
robustness of HIP (15).

Types of HIP

HIP is considered as a reply test to the user,
they are categorized on the basis of what is partial,
i. e. whether characters, digits, or images. Most of
popular types of HIP are:

HIPs created from text.

HIPs created from an image.
HIPs created from audio.

HIPs created from a video.
HIPs created from puzzle (16).

agrwdE
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HIPs created from a text: HIP based on
is considered to be very easy to be

1)
text

implemented. It is accomplished by representing
case insensitive letters in a fixed and distorted
environment. The HIP that is created from a text is
very well-known in websites, as examples: Yahoo,
Gmail, YouTube, and Hotmail. Figure 1 shows an
example of the HIP that is created from English
letters (17).

Figure 1. HIP created from text (17)

2) HIP created from image: HIPs that are
created from graphics is considered to be a
challenging test since the users have to detect
similar images. HIPs that are created from images
require image identification that is done by the user.
HIP created from an image is difficult to be broken
by pattern recognition technique since the pattern
recognition is hard task (Artificial Intelligence) Al
problem. Figure2 shows an example of HIP created
from the image (18).

[

Click the flower

Step 1 of 3)

Figure 2. HIP Based on Images (16)

3) HIPs created from audio: HIPs which are
based on audio are working on the sound based
systems. User who cannot see clearly is able to use
audio- based HIPs. An audio clasp is downloaded
so that the user should listen to these clasps and
recognizes the word to be submitted. ECO was the
first HIP audio system put into operation at City
University in Hong Kong (17).
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4) HIPs created from a video: These HIPs
use videos instead of texts or images or audios. In
HIPs which are based on a video, users watch (You
Tube) videos, the video asks the users to write
descriptive keywords tags. Users watch and then
properly tag keywords. This type of HIP is
classified on a correct matching of user tag with
truth database tags of a video. Figure3 shows an
example of HIP based on a video.

4

> | o001 =i

= oo:so | W | il |

Type 3 words that best describe this video:

dogs costume halloween

( Submit )

Figure 3. HIP Based on Video (19)

5) HIPs created from puzzle: HIPs which are
based on a puzzle is done by presenting a picture
divided into chunks, so the user collects these
chunks depending on imagination to produce
complete picture similar to the original picture.
Figure4 shows an example of the HIP which are
created from puzzle (16) (23).d

Put the puzzle together.

Figure 4. HIP Based on Puzzle (16).

Building the Plasma

The plasma effectis a wobbly animated visual
effect which can be implemented in software
rendering by using Sine function and pseudo color
palettes.
There are many ways to build plasma like effects. In
the past days they were created with a recalculated
color table. These days, the same effect can almost
be produced in real time with Sine and Cosine with
cycles of a changing color warped in numerous
ways to grant an illusion of organic and liquid
movement (20).
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So the Plasma effect, used in this paper, is a
function of Sine's, which evolves over time, in
every frame. This function will take a 2D point as a
parameter, and returns a real number. This result
must be calculated for each pixel with applied color.
The Plasma function has a period of 2- pi, (where
pi= 3.14159265359), which means that it will be
repeated every 2-pi until infinity. The argument of
Sine function can be restrained to 0 -2 pi. Also, the
Sine function returns a value in the interval [1, -1],
so it grow over this interval; the following sections
describe this process:
(20), (21)

Calculation of Sine's Function

The continuity of Sine's function calculation
depends on how the plasma evolves over time.
Different parameters of x and y could be used to
change the Sine function in each frame, this makes
Sine calculation easier, also these parameters could
be selected from frame pixels. The results of this
calculation are stored in a buffer to be

corresponding to a specific frame at each time, as
illustrated in Algorithm 1:

Algorithm 1 The
calculation
Input : X,y

Output : plasma function

plasma function

Step_1: Index =0
Step_2: Time= Get Time()/50
is used to compute plasma_function
Step_2: For i=0 to max-y
Forj=0 to max-x
video_buffer(
plasma_function( x+j, y+i)
Increment Index by one
End For j
End For i

/I Time

index =

]

A more attractive and wobbly plasma can be
generated by combining two or more precalculated
plasma functions (22), as shown in Fig.5.

Figure 5. A Plasma effect results from combining two functions (22)

There are no limits to the functions that can
generate the plasma (plasma_function), for
example, define our plasma function as
a combination of the three functions: F1, F2, and
F3. The first Function (F1) is commonly used in
calculating plasma function by applying Sine to the
distance between the two points (x+ time, y) and
(128,128), where it is calculated as follows:
F1= Sine(dist(x+Time, y, 128,128)/8) w1

Where dist(x1, y1, x2, y2) is the Euclidean
distance between (x1, y1) and (x2, y2) points.
While the second and third functions (F2 & F3) can
be calculated by applying Sine to the distance
between another two points, as illustrated in the Eqg.
2 and Eq.3:

F2= Sine (dist(x, y + Time / 7, 192, 64) / 7) ..... 2

F3 = Sine (dist(x, y, 191, 100) /8  .....3
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The new function can be calculated by combining
the three functions (F1, F2, F3) and taking their
average. This is getting pretty close to the required
effect (20,22).

Assigning Colors

To get cool looking for the produced plasma, the
color must be added to the Sine functions. The
assigned color should not appear in discontinuities
in order to preserve the organic and fluid look of the
produced plasma.

Keeping in mind that there are 256 color palette,
before displaying the plasma, an overflow test must
be accomplished on the resulted color to make sure
it's in the palette's range

An easy way can be used to determine what colors
to assign to each result of the plasma function. This
method can be achieved by taking the obtained
Sinus value, and to use it to generate the RGB
components of the color. Many color palettes can be
generated. Some examples of these palettes are
listed below:
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RED = Sine(i/32*x)
GREEN=Sine(i/64*x)
BLUE =Sine(i/128 * )

Where the values of RED, GREEN and BLUE, are
rounded and normalized to an integer value
between 0 and 255 , and the value of i is iterated
from 0-255 for each palette.

Eqg. 4 will produce the following palette:

RED=Cos(i/128 * T)
GREEN=Sine(i/128*x)
BLUE =0

Eq. 5 will produce the following palette:

RED=Sine(i*r)
GREEN=Cos(i*r)
BLUE =0

Eq. 6 will produce the following palette:

RED=GREEN=BLUE=Sine(1*5*m)
And , Eq. 7 will produce the following palette:

By combining the functions of the animation and
the palette, the result will be different plasma effect
that differs in colors and shapes. Figure 6 shows

the combination of plasma effect with the color
palette.

+ ,‘o\

Figure 6. Plasma effect results from combining
Sine function with color palette.

Since there are no limits to the imagination, many
plasma effects can be generated by inventing any
number of functions, recalculating them, and
combining them together.

The Proposed HIP Validation Test
The basic idea, with the HIP, is to come
up with a test that current technology level spam

bots cannot pass, and only humans can pass it. So
there is a need to make it difficult for computers to
identify the code in the text, and to increase the
strength of security to confuse Optical Character
Recognition (OCR) programs.

In this proposed scheme, moving text in a

dynamic environment is used to achieve robust
secure HIP. This can be done by joining interpreted
information, in particular, the changing of the words
color, and the dynamic motion of Plasma
background and the HIP text. The procedure that is
needed to generate this scheme is as follows:
The first step of the proposed Scheme is
achieved by generating a random HIP validation
text that consists of a combination of
alphanumerical and  numerical  characters.
Algorithm 2 illustrates the process of generating the
proposed HIP test.

Algorithm 2 :Random HIP test generating

HIP text
Plasma effect that is generated
applying Algorithm 1
n: Length(HIP text)
Output : HIP validation test

Input :
by

Step_ 1. Select HIP validation test text, and store it
as a session text for the
subsequent HIP validation test.
Step_2: For each frame of the plasma effect video
do the following steps:
Call algorithm (1) to generate the current
plasma effect for current frame

Fori=1ton /I Compute
next location in plasma frame
X(i) = x(i-1) + random(0-5)
if x(i) > w then x(i) = x(i) —w II'w is
the width of the screen
y(i) = y(i-1) + random(0-5)
if y(i) > h then y(i) = y(i) — h /lhis

the height of the screen
choose the color for next character of HIP
by applying one of the
Eqg. 4, Eq.5, Eq.6 and Eq.7
Insert HIP(i) into the current plasma frame
at location (x(i), y(i)) with current color
End For i
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The following are two examples of the propose
Scheme HIP test by applying Algorithm 2:
Example_1:

By choosing palette that is produced by Eq. , the
snapshots of the produced HIP test video are shown
in Fig. 7.
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Figure 7. Some screenshots of the HIP of
examplel

Example_2:

Choosing palette that is produced by Equation 6,

the snapshots of the produced HIP test video are
shown in Fig. 8.
The animation of the HIP text with the motion of
the plasma can achieve good security features,
because of the difficulty of recognition by software,
specifically Optical Character Recognition. In
contrast, the animation makes the test far easier for
humans to be solved, because humans are attuned to
perceiving motion.
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Results and Discussion:

To make sure that our proposed scheme is secure,
robust, and can resist any attack aims to break its
underlying protocols via man-in-the middle, many
experiments have been carried out. They are:

1) Test by wusing some edge detection
algorithms: This test is done by taking a screenshot,
converting the produced image into binary, and then
applying some Optical Character Recognition
(OCR) algorithms. The OCR is the process of
detecting, segmenting and identifying characters
from image (24). In computer vision, segmentation
refers to the process of partitioning a digital image
into multiple segments. Many techniques are used
to segment an image; one of these techniques is the
edge detection algorithm. Sobel and Prewitt edge
detection algorithms are applied on the produced
image to detect edges and distinguishing the text
from overall screenshot as follows:
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Sobel edge detection algorithm test: By applying Sobel algorithm. The result will be as in Fig. 9.

Figure 9. Applying Sobel edge detection on three frames of the HIP of Example 1

Prewitt edge detection algorithm: By applying Prewitt algorithm, the produced result will be shown as in Fig.

10.

Figure 10. Applying Prewitt edge detection on three frames of the HIP of Example 1.

From Fig. 9 and 10, it's observed that the
overlapping of the plasma with the characters of
HIP generates chaos and confusion that makes it
difficult to recognize the characters as it is clear in
the following tests:

2) Tests by using some OCR applications:
Several known OCR applications have been used to
recognize the characters on the proposed HIP, these
algorithms are implemented by using :

a. Matlab code.

b. Online OCR software.

c. An offline application which is called: Free
OCR.

d. Mobile phone application which is called Text
Scanner OCR.

The results of the above mentioned tests fail to
recognize the characters in the proposed HIP image.
Fig. 11, 12, 13 show the output of the OCR test.
The proposed scheme override all the tests of edge
detection and OCR applications successfully with
100% , in such that all applied programs failed to
detect and recognize the HIP's characters.
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ocrResults

ocrText with properties:

Text: "'
CharacterBoundingBoxes: [0x4 double]
CharacterConfidences: [0x1 =ingle]
Words: {0x1 cell}
WordBoundingBoxes: [0x4 double]
WordConfidences: [0x1 =ingle]

fx >>|

Figure 11. The output is: - null characters
recognized (using Matlab code).

oypint oCR

Figure 12. The output is: - No recognized text,
(using Online OCR software)



Baghdad Science Journal

Vol.16(2)2019

A

—

FrecOCR —- e ST LS . s va - o T Wil 4 VI (o )
File OCR Text Settings Help

< > ]

P | X 2] Q)

Scan Open OpenPDF  Save JPG OCR Open Help
= Page 1of 1 2
= =]
+ 4
g Ga
o
S &

—

¢ 7 LW/ 4
(&

igure 13. The output is: - no characters recognized, (using Offline Free OCR)

An important term for evaluating the quality of the
proposal scheme is the usability, where several HIP
tests are tested by many people.

Table 1. Samples of people who participate HIP test

Table 1 shows the usability results of the proposed
scheme which are tested by several human users
(every human user has 8 tests). The results were
positive since the success rate is 95%.

User Sex Test 1 Test 2 Test 3 Test 4 Test 5 Test 6 Test 7 Test 8 Test?2
Number

User_1 Male pass pass Pass pass pass pass pass pass pass
User_2 Male pass pass Pass pass fail fail pass pass pass
User 3  Male pass pass pass pass pass fail pass pass pass
User_4  Female pass pass Pass pass pass pass pass pass pass
User 5 Male pass pass Pass pass pass pass pass pass pass
User_6  Female pass pass Pass pass pass pass pass pass pass
User_7 Female pass pass Pass pass pass pass pass pass pass
User_8 Female pass pass Pass pass pass pass pass pass pass
User 9 Female pass pass Pass pass pass pass pass pass pass
User 10 Male pass pass pass pass pass pass fail pass pass

The proposed HIP scheme is highly usable
since it is easy for humans to provide the response
successfully, in addition, it is not difficult for
humans to visually perceive these characters despite
the distortions and the motion of HIP's characters

Conclusion:

In this paper a new scheme is proposed that
concentrates on designing an HIP test which is
effectively resistant to attacks of spam bots
programs. This scheme exploits the gap between the
usual perception of human and the ability of
computer to mimic this perception and achieve a
more secure and more human usable HIP. The
scheme could prevent attacks since it's hard for the
machine to distinguish characters with animation
environment displayed by digital video, but it's
certainly still easy and practical to be used by
humans. The strength of the proposed method
compared with other methods comes from the use
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of the wobbly visual animated effect of plasma with
the moving text's characters, which will be able to
naturally resist any attack methods of static OCR
recognition. The proposed scheme overrides all
tests successfully by 100%. These tests imply two
types the first one is the edge detection tests (by
Sobel and Prewitt), and the second one is done by
OCR applications tests (by Matlab code, Online
OCR software, Free OCR and Text Scanner OCR
mobile phone application). The proposed scheme
achieves a high usability rate of 95%.

Conflicts of Interest: None.
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