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Abstract:

Continuously security becomes more important than ever. The rise of e-
mail capabilities has increased the need for caring about security aspects. The
protection is traditionally designed according to the worth of obtainable
information. Thus, security is by far one of the main components and one of the
biggest challenges in e-mail attachments. Using computer simulation a new
technique of security is used in e-mail attachment by using chaos. Computer
programme is designed to convert the attachment file(s) (Word, Excel, Power
point, Images, Pdf, ...) to PDF file. By this programme each page of the PDF file
is converting to a single image called page-image. A mask-image is generated
with the same size of each image using manipulated data extracted from
nonlinear dynamical system (chaotic system), which has high sensitivity to initial
conditions. Each pixel of the mask-image is added to the analogue pixel of the
page-image to produce jamming-image. All jamming-images are then converted
to one secret PDF file to send it as e-mail attachment file with a compression
ratio of more than 10% in size . In the receiving end after downloading of secret
attachment file, a real number of password with 12 digits must be interred
correctly in order to open the secret PDF file by the same programme. The
mask-image will be generated again for each jamming-image in decoding
process. High level of security was achieved by this method. The precision of this
method is very high up to 10" for each password and it can be used also in many
applications in the field of mobile communications.
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Introduction:

Internet and wireless communications are advancing rapidly. Millions of peoples
are used the facility of e-mail via internet services at any minute. They communicate
with each others and transfer a lot of data files as e-mail attachment [1]. We are
currently on the verge of a new revolutionary advancement in wireless data
communications, the third generation of mobile telecommunications 3G promises to
converge mobile technology with Internet connectivity. Wireless data and integrated
services will be among the major driving forces behind 3G. While wireless
communications provide great flexibility and mobility, they often come at the expense
of security. This is because wireless communications rely on open and public
transmission media that raise further security vulnerabilities in addition to the security
threats found in regular wired networks [2].

At the beginning of the 1920s image were coded with five brightness levels then
it was increased to fifteen in 1929 [3]. Since then, the demand for images in digital
form has increased steadily for better resolution. Subsequently the amount of
information required for storage or transmission of an image increased. Effective
image coding and/or compression (loss less or lossy) became a necessity to allow for
short transmission time or reasonable storage space. This led to a variety of image
coding and compression models in use and development today [4, 5, and 6]. On the
other hand, the most exciting recent developments in nonlinear dynamics are the
realization that chaos can be useful. It is effectively unpredictable periodic long-term
behavior in deterministic system that exhibits sensitive dependence on initial
conditions with noise like spectrum. Since about 1990, people have found ways to
exploit chaos to do some marvelous and practical things such as private/secret
communications [7, 8].

Message masking in private communication can be applied using a computer
simulation of chaotic system such as double scroll oscillator [9]. The mask of chaotic
signal is added at the transmitter to the message. To recover the original message at
the receiver, the received signal is used for synchronization and to regenerate the
masking signal then subtract it from the received signal.

Many researchers have been trying to study the image coding/compression
techniques where a hybrid image coding based on partial fractal mapping is applied
[10]. Only part of the image can be encode using fractal technique and model the
remaining part using other algorithms. Nonlinear wavelet transforms for image coding
are presented in [11]. Researchers in [12] describe efficient sign coding for embedded
wavelet image coding where the wavelet transform coefficient are defined by both a
magnitude and sign.



Suppose you want to send a secret /important file by e-mail attachment, naturally
you should use a code, so that even if enemy found it, he will have trouble to know
the fact. This is an old problem. People have been making (and breaking) codes for as
long as there have been secrets worth keeping. Thus, this paper is focused on security
of e-mail attachment by the use of new coding technique with compression ratio more
than 10%. It is organized as follows, the next section describe the new technique.
Third Section, demonstrate generation of the mask-image from nonlinear dynamical
system data and in the forth section, simulation results are given for secret file coding
and decoding. Finally, some conclusions and recommendations are withdrawn from
this paper.

The New Security Technique in Attachment Files:

Through this section we investigate the new technique method of secret e-mail
attachment file coding. Suppose you want to send a private file(s) (Word, Excel,
Power point, Image, Pdf, ...) via e-mail on your computer with high security. This
new technique use a computer programme which makes a links with MATLAB 6.5
and Adobe Acrobat R&W 6.0 Professional programs to insure your order.

The main idea is to make a conversion for each type of attachment file to Pdf file
as a first step. After that each page of the Pdf file is converted to JPEG image called
page-image. The total number of page-images equal to the number of pages in the Pdf
file. Coding process is made for all page-images by using chaos. Mask-image is
generated from nonlinear dynamical system data after some manipulation. The
properties of mask-image are similar to page-image; it has the same size (pixels),
same class (unit8, unitl6, or double arrays), same colormap (hsv, hot, pink, gray...)
and the same extension format (jpeg). This image has a form depend on the initial
condition of the system then any slight change in initial condition produce another
image form (some times can not recognized by eyes). For any page-image with it's
mask-image each pixel will be encoded by adding with the analogues pixel to produce
another image called the jamming-image. The total number of jamming-images is
equal to page-images in the Pdf file. The programme make the last step by convert all
the jamming-images to one Pdf file with extension of (.pdf). This file can be send as
attachment e-mail with compression in size approximately more than 10% and high
level of security. In the receiving end, after downloading your secret e-mail
attachment, the program told you to enter the password when you need to open the
Pdf file. The password represents the initial conditions of the nonlinear system that’s
used in this program. If the password is correct;  The Pdf file is converted from
(.pdf) extension to (.jpeg) extension to get the jamming-images. The same generation
of the mask-images will be repeated to subtract it from the jamming-images. After
subtraction and processing the result will be the original page-images. These
recovered page-images are converted again to (.pdf) extension format. In other side if
an intruder tries to have your secret file by entering invalid password the result will be
jamming-images again. This is because of the beautiful property of the nonlinear
dynamical systems which is the high sensitivity to initial conditions. Different
nonlinear dynamical systems with different initial conditions give a flexibility to use
from one to another.



Mask-image generation.

The nonlinear dynamical system that is used to generate the mask-image through
this paper is the double hook attractor (for more details see [13]) which is described

by:

dx/dt = (G/C)(y—x)—(1/Cy) [mx+0.5(m; — m,)|x+Bp|+0.5(m,— m;) |x-Bp|]

dy /dt = (G/ Cy) (x ) + z /C,
(1)

dz/dt =-y/ L

Where: x=Ve; , y=Ve, , z=1i, , C;=-0.0647 , C,= 0.3180, L = -0.3005 ,
G=0.5390, Bp=1, m, =-0.5013 and m; =-1.3475 .

Data matrix of three columns and 30000 rows is the result of solving equation (1)
using computer simulation with initial conditions: x(0)=0.01, y(0)=0 , z(0)=0 ( you
can choose

any other values because it represents the password) and total number of iterations are
30000. The x state is represented by the first column in this matrix while y and z states
are represented by second and third columns in the data matrix respectively. Since the
data matrix contains a real numbers then, MATLAP program is used to make some
data manipulations at the first step such as:

o Absolute value: to remove any negative sign of the data matrix elements.

e Scaling: to improve pixels intensity values (fixed by the program designer).

e Quantization: to remove the fractals of data matrix elements.
In the second step, image of data matrix (mask-image) will be formed from the
manipulated nonlinear system data matrix according to properties of page-image that
we need it. The number of data elements that we used in the image data matrix is
limited by the page-image size only. But if it is not enough then the program makes
more iteration to increase the nonlinear system data matrix elements. Mask-image
then will be generated from the image data matrix and saved with (.jpeg) extension.
Fig.(1) represent manipulated 200 data point of a segment of y-state after absolution,
scaling by 25 and quantization.

Amplitude

Fig.(1): manipulated 200 data point of a segment of y-state after absolution, scaling by 25 and
quantization.



A mask-image of gray colormap, jpeg extension format, size of 256X256 pixel ,
655306 bytes and class uint8 array is represented in Fig.(2-a) . This noisy image is a
signature to the nonlinear dynamical system with given initial conditions. Any slight
changes in initial conditions (password) change the locations of black and white
pixels in the image then produce another image (but some times you can’t see the
difference by your eyes). This property makes high difficulties for the intruder to
break the code. Image histogram of the mask-image is represented in Fig.(2-b) where
the extreme black and white intensity is dominated in class uint8 over all the contrast
potential range from zero to 256 and it can be easily controlled by the program
designer to get a good jamming result.

1} =0 100 150 =00 250
[I=3]

Fig.(2): a- Mask-Image generated from manipulated nonlinear dynamical system data.
b- Image histogram

The generated mask-image above will be used in the next section for secret e-mail
attachment coding and decoding.

Simulation of security of e-mail attachment files:

To illustrate performance of our method using computer program, example of
attachment files will be taken with the following properties:

1- File name: Fl.pdf, Size: 137 Kbyte, Type: Adobe Acrobat document with
one page.

2- File name: F2.doc , Size: 27 Kbyte,  Type: Microsoft Word document with
one page.

3- File name: F3.jpeg, Size: 15.2 Kbyte, Type: Image (gray colormap).

4- File name: F4.ppt, Size: 13 Kbyte, Type: Power Point Presentation with
one slide.



These files are to be used in a secret e-mail attachment. The total size of these files is
192.2Kbyte. For transmission security, the next subsection describes the coding
procedure.

1- Coding Procedure:

1- Start the designed computer program by entering your password, which is
contains 12 digit real number as (**###FxkHkAE)

2- Browse the files into program one by one.

3- The programme converts all files to one PDF file with (.pdf) extension.

4- Convert all pages of the PDF file to images called page-images (each page
converted to single image with JPEG extension).

5- Generate mask-images with same number and properties of page-images
(one to one).

6- Scaling factor is multiplied with both two images (for each pair; mask-
image and page-image) to avoid image saturation in the image addition
step.

7- Applying image addition for each pair of images to create the jamming-
image, which has the same properties of the above two images. The
number of jamming-images is equal to page-images.

8- Create a final PDF file (secret file) with (.pdf) extension from all jamming-
images.

9- Save the final PDF file (secret file) with appropriate name. This file is
ready now to send as a secret e-mail attachment.

Simulation results of page-images of our example are represented in Fig.(3), where:
Fig.(3-a) represent the page-image of the Pdf file F'/ , Fig.(3-b) represent the page-
image of the word file F2 , Fig.(3-c) represent the page-image of the image file F3
and Fig.(3-d) represent the page-image of the power point file F4. All of the mask-
images that analogues to page-images are represented in Fig.(4). The jamming-images
which is the result of addition of each pair (page-image and mask-image) are shown
in Fig.(5). They are noisy images with a different contrast distribution and if you
don’t know the original images, then you can’t recognize what these images represent
at all. The final PDF file (secret file) which is created from all jamming-images
consists of four (noisy) pages with total size of /73Kbyte. For this example the total
compression in size is 11%. The compression ratio depends completely on the type of
original files. Image files are highly compressed than others. For e-mail attachments
of image files only the compression in size reach high levels (approximately 85%).
Fig.(6) represent the flowchart of e-mail attachment coding procedure.
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Fig.(3): Simulation results of page-images where:
(a) Represent the page-image of the Pdf file F71

(b) Represent the page-image of the word file F2



(c) Represent the page-image of the image file F3

(d) Represent the page-image of the power point file F4.
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Fig.(4): Simulation results of mask-images where:
(a) Represent the mask-image analogues to the page-image of Pdf file F'/
(b) Represent the mask-image analogues to the page-image of word file F2
(c) Represent mask-image analogues to the page-image of image file 3
(d) Represent mask-image analogues to the page-image of power point file F4.
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Fig.(6): Flowchart of e-mail attachment coding procedure.



Decoding Procedure:

In the receiving end when the PDF file (secret file) downloading occurred, no one can
open it correctly only if the correct password entered. The following steps clarify the
decoding procedure:

1. Start the same computer program by entering your password, which is
contains 12 digit real number ag (¥ #kdacketack)

2. Load the PDF file (secret file) which has (.pdf) extension.

3. The programme converts all pages of the PDF file (secret file) to jamming-
images (each page converted to single image with JPEG extension).

4. Generate mask-images with same number and properties of jamming-
images (one to one).

5. Scaling factor is multiplied with both two images (for each pair; mask-
image and jamming-image) for contrast improvement.

6. Applying image absolute subtraction for each pair of images (mask-image
and jamming-image) to recover the original (un jammed) page-images.

7. Create a PDF file (received file) with (.pdf) extension from all page-

images.

The output result is the original PDF file with perfect reconstruction.

9. If the password incorrect then, the output result is a secret PDF file again.

*

Simulation results of the recovered page-images of our example are represented
in Fig.(7). A good image reconstruction are showed by this figure, it can't recognized
by human eye from the original ones. What happens if an intruder tries to have your
secret file? For incorrect password with up to 1072 accuracy, the output is another
secret file with jamming-images as shown in Fig.(8) It is also a noisy image with a
different contrast distribution from the first jamming images. The change in password
means that the initial conditions of the chaotic system are different, then the locations
of black and white pixels in the generated mask-image is changed. Thus, the result of
absolute subtraction is another jamming-image. Fig.(9) represent the flowchart of e-
mail attachment decoding procedure. The user can decide the password of this
program with its partner and changed it when they need.



1 The rrckiic phoss furme feciary
[Ea—r—- —

[Ty r———

Third-parsean ookl oomeniaiin Sakens (IBT-200 aml
Dharvereal Aokl |checommmmeston Svdem, Lik DS dednaer vrdea
g vided, il otley broolbesd aifsmaetka desaly o e s,
regandloss i loeaien, nafwk, of Lol Fonk-gerenaien rodins
piodiee b el des S wn, preetilog mkgaiiel sed ke
v e bekerpererns Udlll*ﬂu‘. spmeiial ety sl
il by pride. Tha aond] Wi DS (RS, B AR il
e reed i dtemin and diver e paogmple ostin o wis
il and e Lo rede The peraea loosl sesonrmeniid sanhd e
Lser s

klohlc sintm (ME} bniin Gty usd soriicains bve beormee m
i priant ma ke we ke coeriers d The vendon: Sieee M5 Sesiion
o ba gnal N mid Essiooelopenddn agpliation
z e Al an enpliers nemesd W odw
) vl i b
nmnde deriis. The ik b sgppen posticn e withm wockss
potmaiks provids el epevelos wali akdbond velio addel
mrvicrs, as well as mers werh 3 bl off e spplicems. This mebades
Tablgalion. kesilebidl ead ey, iiaarh Mifmpemond ied moarny
apphicaams

This praged 2eamises U drvers el isies sormoembigg e Sovd ipereni
of Suzdion mbsnesion e e wosles nebarorion. irelpenedenl ol der
B e aied pestioneg wobookples, wolading B ropdueaesis i
oy, ihe cwmixi o 5 cEnpuEine
wialyss ol Cailng wragnl bsvwiami- jursd lumirig W mwibigics and
wrsiemi

1 ontsy -vmstipicy Lhe corspesce ol 505 kcobion oovmmamoal scrares
sl mklpessas Boea KIS kg b wisca] ) 0 PR
polimmmses of U sydevin fbr btvew, o 12 o ienemss
Rl SRk NERAEEdn G0 el ekl senicas Pl
ek mlliowing Qe ey For o purelicnng adian o Tothe
wralyvsal fr wx o impad o e ferslet anel B ek, os
il g il i b

(c)

Communication Eng.

Mobile Communications

Fig.(7): Simulation results of recovered page-images where:
(a) Represent the recovered page-image of the Pdf file '/
(b) Represent the recovered page-image of the word file F2
(c) Represent the recovered page-image of the image file '3
(d) Represent the recovered page-image of the power point file F4.
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Fig.(9): Flowchart of e-mail attachment decoding procedure.
Conclusions:

We can use the nonlinear dynamics, which is very sensitive to initial
conditions to build a complete computer programme for secret transmission of e-mail
attachment files. Same program with same password must be used in order to open
the desired files correctly. Complex password of real numbers (positive, negative,
integer or fractal) make the probability of braking this programme extremely very
low. There is no way to lose your private files if any one tries to steel, only if he
knows the nonlinear system that’s used and the required password. Good results are
obtained from the simulation figures using the double hoock attractor. Acceptable
compression ratio in the size of the files is obtained. It is depends on the type of the
attachment files. There are many nonlinear dynamical systems, so you can choose any
system for your program. Finally, we recommend developing this method for secret
transmission of movie files in internet and mobile communications.
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