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The SIAS has the advantage that the authentication task is
shown to be more reliable, easier to use. In addition, the
sysiem prevenis the users from choosing weak passwords
and makes it difficult for users to write passwords down and
to communicate them to others. A number of possiblc attacks
agauinst the SIAS arc identificd and implemented, which
sirengthen the system and improve its usability.
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performing repeated impersonation to discover the entire
password images.
6. Conclusions

long random strings, such as hash values, are difficult to
remember. It is much easier for people to deal with images
instead of meaningless strings. Therefore a new user
authentication system, which is called siruciure image
unthentication system (¥1A4S), has been develuped, The
requirements of a recognition-based system are examined
and the SIAS method is used to authenticate people using the
structured images. The key insight STAS is to basc the person
authentication on a human strength instead of on a human
wealiness, Most currently uSed authentication schemes
authenticate the wser through precise recall, a task that
people are not particularly good ac.

The prototype solution of hash visualization technigue is
developed, it is called Random Image Generation (RIG). RIG
has been constructed to converts alphuabeticul meaning or
meaningless string into  structured random image. Each
image is described by a random mathematical formula,
which delines the color value of each pixel. These gencrated
images can be recognized but can not be really described to
others. RIG has heen constructed to satisfy all the properties
ot  the hash visualization technique, which are imuge-
generation, ease of conputation, rear-onc-way preperty,
regularity  praperty, complexity property, and enfropy properiy.
RIG has three modules, which arc: secure hash function-1
(SHF-1), generating the random mathematical formula, and
the image generation. SHF-1 satisfies the near one-wav
property. The other two successive madules satisfy the ease
of computation and the image generation properties. Every
generated image is transferred to the frequency domain, to
test it's Lhe reguilarity and complexity properties, The
amount of information in the generated image is calculated
using the entropy equation.
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Person 1 observes Person 2 during multiple authentication’s,
he can know Person2’s password perfectly., Tn SIAS, to
prevent this type of attack, the size of password images is
larger than the number of password images, which arc
presented in the three levels. If the number of password
images is 5 (which are selected at the sctting password
images phase), and the number of the displayed password
images is 3 (one at each level), the probability that an
observer sees the same password images after one
observation is:

5 |
:1/( ]—1\1020.1
3

The setting password images phase, where the users select
their password images, is done in a way that only person2
can sce them clearly. So that the obscrver gains no
knowledge of the password images by observing which
images he selects, since the position of the displayed
password images on the screen is located randomly.

Another passible solution to prevent this attack is that the
setting of the password images can be changed in each
authentication. The goal is that a legitimaic user can still
recognize the password images, while filtering less
information about the password imupes to the observer.

6.4 Tutersection Atiacks

if 2ii password images are part ef the three Jevels images,
and all the images in the three levels are changed in each
trail, person 1 can use the intersection of two trails to reveal
the password images. This is a serious problem, anditis
taken into account in the SIAS. The SIAS consists of multiplc
levels. Fach level presents ten images, nine of them are
selected images from the decoy database, and one image is
selected randomly from  the password images. If a user
makes a mistake in any level, all subsequent levels are only
. sclected from the decoy database without displaying any of
the password images. This prevents an adversary from
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6.Attacks and Countermeasures

a number of possible attacks are identified, which serve to
impersonate the user. In the following scenarios, person 1 an
attacker who wants to impersonate person 2.
6.1 Brute-Force Attacks

person I attempts to impersonate by picking random
images in the challenge set of the images, hoping that they
are part of Parson 2’s password. The probability that person
1 succeeds is 1/(",), which depends on the choice of r =30
and m = 3, the probability to succeed is:

To prevent brute-force attacks, the system may deny
assess after a small number of trials.

In SIAS, to prevent the brute-force attucks, the system will
be presented with a multi-stage authentication (three

VNN

=1 /( W J =1/4060 =0.000246

q
2

levels), If the user correctly identifies the entire passworgd
image in esch level, the user is authenticated, otherwise, the
SIAS will reveal only decoy images aiter the user makes an
error in any stage. The user finally will fail to login to the
system application. ‘This means that the user has actually one
trail to authenticate.
6.2 Educated Guess Atiacks

if person 1 knows Person 2’s taste in images, he might be
able to predict which images are in person 2°s password.

In SIAS, the RIG is used, which makes it hard for person 1
to predict Person2’s password images, even if he knows her
preference, Since users tend to pick 2ppealing pictures for
their passwords, It will be clear, which images in the
chiallenge sct, arc the password if they are not all equally
appealing. Therefore, the password imapes are tested
quantitatively to ensure that no weak images are used,

6 .3 Observer Attacks

Ross Anderson shows that observation of PIN codes on

ATMs has heen uvsed to impersonate users [23]. Similarly, if
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Figure (L1): the SIAS architecrure, which is consists from
sctting phasc and authentication phase.

Figure (12): Six samplc images of password images,
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screen, and picked by the end users through the
authentication phase;

b.create a new sct of quantitative password images,
and select any five images to be used in the
authentication phase.

In figure (12), six samples of password images are selected
out of password database. These password images are hand
sclected from the quantitatively tested images.

5.2 'The Authentication Phase

At the aunthenficatiun phase, the sysitem has three
hierarchical levels to strengthen the degree of security, Each
level displays a challenge set that contains ten images. Nine
images are selected randomly from the “decoy database™ and
on¢ image is selected randomly from the subset of the
“password images”, which are chosen by the SIAS
administrator.

At this phase, the ten images of the challenge set are
scatiered on the screen randomly and the user should pick
up three password images, one at each level. It the user
corrcctly identifies the entire password image, the useris
authenticated, otherwise the subsequent levels will only
display 1en images all of them are selected form decoy
database and the user can not be authenticated.
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The quantitative images that are generated from the RIG
algorithm and quantitatively tested are stored in two
particular databases, which will be used in the SIAS. The set
of images, which same of them are sclected to be used as a
password images, is storcd in  a particular databasc that is
called “a password database”. lInitially, the “password
database™ consists of sixteen-images. Another set of imagces,
sume of, which are selected to be used as a non-password
images, is stored in another databuase that is called “a decoy
datahase™,

Using SIAS, the wscr creates a password images, by
selecling a subset of p images out of sixteen-images storad in
the password database.

T'o autheaticate the user, the SIAS system presents a
challenge set to be displayed on the screen, consisting of n
images. This challenge set contains m images out of password
images, The remaining n-m images from the decoy images,
To authenticate, the user must correctly identify the images
which are part of his password images. In SIAS, the
password images are distributed among three levels, and
cach level can contribute a part of the challenge set fur the
authentication.

The SIAS has two phases, which are setling password
image phase and uuthentication phase. The SIAS
architecture can be shown in figure (11).

5.1 Setting Password lmages Phase

‘The SIAS administrater is responsible on the setling
password images, SIAS administrator can be one person, or
a group in a network, He has two alicrnative decisions:

a.sclects and chooses only five images, which are
called “password database” where the password
database contains sixteen passwords images. These
selected images czn be displaved on the computer
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For ¢xample, the fipure (10a) and (10¢) shows two
generated images and the corresponding frequency
spectrum, which are satisfying all the properties of IVF.

| (a) The ingaul steing Tor ths
i s “anabihlece™

(¢) The Injiut steing for this
Luage is “ZENA” |

Figure (10} Example of accepted imnges

5. Structured Image Authentication Svstem (SIAS)

We proposed structured Image Authentication Sysiem
(S1AS) for user authentication. SIAS is a user authentication
system, which authenticalex peopie through 1mage
recognition. The STAS system is based on the observation
thut people are extremely good at pointing out which images
they have been seen [4] previously,
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hand the image, and its corresponding frequency spectrum,
which are shown in figure (8a), are accepted because the
frequency spectrum does not have too much cnergy in high
frequencies.

rr‘.‘_.._

Ui wil e 3
(i) the imare peacraied by
the strimg “ibrahecm™

Figure (¥): An example of irregular image, a. shows the
irregular generated image and b, shows the noisy {requency
spectrum for image in (a) with energy in high frequencics,

¢. The Complexity Property

An immediate implication of this property is that an image
can not be too simplistic in shapes and patterns or rely on
subtle color differences. Just like for to the regularity
properly, we could use the frequency spectrum to detect
images that are simplistic. For example, the frequency
spectrum of such a simplistic picture had all the cnergy in
the lowest frequency components [10]. For cxample, the
image in the figure (8a) does not have much encrgy in low
frequency.

Figure (9): an example of simplest image, a. the simplest
penerated image and b. shows the frequeney spectrum for
image in (a) with encrgy in low frequencies.
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L represents the total number of gray levels (e.g., 256 for 8

bits).
The entropy for the image that is shown in the fipure (7) is
7.2144 bits per pixel.

Gdevlored smage gene
by “wxer anthenticaiion®

b. Regularity Property

Humans are goad at identifying geametric objects (such as
circles, rectangles, triangles, and lines), and shapes in
general, We call images, which contain mosily recognizable
shapes, regular image. If an image is not regular, i.e. docs not
contain idemtifiable ohjecis or palterns, or is too chaotic
(such as white noise), it is difficult for humans to compare or
recall it [10],

Non-regular images tend to have wide frequency spectra,
Noisy images contain a high percentage of the energy in high
frequencies. Hence we can transform an image to the Fourier
domain and compute the magnitude spectrum. It the
magnitude spectrum dosc not have too much encrgy in the
high frequencies, then the image is regular [10].

For example, the image, which is shown in figure (7a), is
irregular because its frequency spectrum as shown in figure
(7b) has too much energy in high frequencies. On the other
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image database. The tesis include test them mage regularity,
imape complexity, and the amount of information in the image
using the entropy properly.

Every image generated by RIG must satisfy all the
properties of the HVF. The RIG algorithm satisfies the
image-generation, ease of computation near preimoge
resistaitice, near 2-preimage resistance, and near collision
resistance properfies. But the regularity, complexity and
cntropy properties are not satisfied yet. So every image
generated by RIG muost be tested for its regularity,
complexity and the amount of information (entropy).

a. Entropy Property

The average of information in animage is calculated by
the entropy. The entropy for an N x N image can be
calculated by the equation [I].

t—1
CHIFOPY = — 2;)1 il [+ 1230 - I P (1)

[ -0

where  p) represents the probability of the ith gray level =

0y /N2,

aithae nnnge Frwera 1
| the string “Methal®

S — 2 —_—

Figure(7)
n; represents Lthe total nember of pixcls with gray value k.
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Figure (6): the tree representution of formula in figure (5).

4. Testing the Gencrated Images

The generated images from implementing Random Image
Generating (RIG) need to be tested before storing them in
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Figure (3): The Flowchart Of GRMY Algorithm.
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repeated for all pixels in the two-dimensional image and
generates the final colored image.

All functions in RIG alporithm are scaled to the interval |-
1,1}. Tt means that the input and output for every function is
in the interval [-1,1]. This condition ensures that all
randomly generated expressions are valid. For example, the
scaling for add function js achieved by defining.

Add (X, Y)= (X +Y)/2
And the scaling for sin funciion is achieved by defining
Sin (X) = Sin ((X+1) * 2a

And o on for all others Tunctions, A very simple formula
gives a very simple piciure, For example, the three formula:

Red formula = sin (X[}, Green formula = div (X][], YD),
Hiue formula = cas {Y|]).

f:ive a picture that i8S shown in figure (4) and

correspunding formula. Other functions are used to make
mare complicated formulas, more complex pictures are
expecied, If the formula is complicated cnough, it is very
difficult to see how it corresponds o the picture. For
example, the three formula:

Red formula = mod (sin (Y{]), cos (X[]), Green formula =
rb (X[, Y{]ees(X[1))

Bilue formuia = Mix (reh(X]|,Y1],1) add (W[|,¥[|,-1)

Gives a picture that is shown in figurce (5),

In order to increase the complexity of the image, the
number of the function in each formula is relatively high
Each formula has a number of funciions less than or equal to
13, Kach formula can be represented as tree with depih of 13,
For example, the tree representation for the formula in the

previous cxample rcpresent as a itree structured as it is
shown in figure (6).
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the process is terminated. Otherwise, if the number
of arguments of first digit is not equal to zero and the
numbper of functions is greater than 13 then generate
random number and decrement one from the
number of argument of first digit. This processis
iterated until the number of argument of first digijt is
equal to zero. 6927233,

In the process of converting the stream of digit te the
corresponding mathematical functions, each generated rule
number digit is substituted by its corresponding right-hand
side, Function of the applied rule, and the resulted
mathematical formula is represented as prefix notation:

Mult (Sin (X), Div (X,Y)).

The GRMF  pracedure  generates the random
mathematical formula for each of the three seeds (red seed,
areen sced, and the blue seed).

The gencrated formulas for red, green and blue can be
represcnied as iree with the depth of 13, The length of
formuala is chosen to be long in order to increase the
randomness and the complexity for the generated image.

3.1.1.4 Image Generation

The result of FRMF algorithm is three random formulas;
pne for the red component, one for the green component, and
pnc for the blue compsinent, In this procedure, cach of the
three formulas s evaluated to get a pixel (x,y) and each
formula gives one enlor value. Red formula represents the
intensity, for red color, green formula represents the
intensity for green color, and blue furmula represents the
intensity for blue color. The red, green snd blue values are
then scaled from the interval [-1,1] to the interval [0,256]
which represent the color value, The three colors then will be
mixed in RGB function and produce one value Lhat
‘represents the intensity color for thut pixel. This aperation
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case, number 6 matches one of the specified first
generated digits so it is stored in a temporary array.

4-The production rules are searched to find the matching
rule with the lcft-hand side equal to 6. The rule
<operation>::= muolt (<Exp>.<Exp>) is the applicable
production rule which has the rule number equal too.

5-Count the number of the arguments of the function,
{(Which defines the input value, and is equal Lo zero).
The number of argument for mult (<Exp>,<Exp=)is
equal to 2,

O-If the number of the arguments is equal to zero, then
the process is terminated. In this example, the number
of arguments is two and increment the number of
functions by one. Then repeat the following steps:

a.Gzencrate the next random numbecr and suppose the
number and suppose the number is 9.

b.Tee production rules are searched to find the
matching rule with the rule number equal to 9. The
<pperation=::= Sin (<Exp>) is the praduclion rule
which has number 9.

¢.Count the number of the arguments i ihe foviciion.
In this example, the number of arguments for sine
function is equal tol.

d.If the number of arpumenis of the sine function is
equal to zero, Then decrement one from the number
of arguments of the mult function, Otherwise
generate new random number from righe shifted of
LFSR five times. The number of arguments sine
function is not zero so a new random number is
generated and the previows steps are repeated until
the number of argument of first digil is equal to zero
or the number of functions is greater than 13. If the
number of arguments of first digit is equal to zero,
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3.1.1.3.1 GRMF Algorithm

Each sced is input to the LFSR io generate the stream of
digits in the GRMF algorithm. The first generated digits are
all the rule numbers thai the right-hand side of them that is
equal to <exp> or <eperation> and which the left-hand side is
equal to <aperation>. The left-hand side in the rule of the first
generated digli can be <aperation> and the right hand side
can be any defined mathematical function. These
declarations are shown previously in the RIG grammar in
table (1), where the rule number ‘0, the rule number *2°, the
rule number “3°, and the rule number 4’ can not be an
applicable rule specifically to the first generated digit. So the
reminder rules number can be an applicable rules to the first
generated digit.

The flowehart of the GRMF ulgorithm can be seen in the
figure (3), where L represents the length of the generated
formula (the number of nested functions in the generated
formula).

To trace the FRMF algorithmn:-

1-Let the first generated number he generated by LESR is
3

2-If number 3 matches one of the specified first generated
digits, then create the first digit atherwise, it is rejected
and LFSR generates a new vandom number. In this
case, the number 3 does not match one of the specified
first generated digits because 3 is the number of rule
whose lefi-hand side is <Input> and the resulting
formula is prefix cxpression, which must be started by
either <exp> or <oeperation>, so that the LFSR will
gencrate a new random number let the number be 6.

3-If number 6 matches ane of the specified first gencrated
digits, then create the first digit otherwise, it is rejeceed
and LFSR will generate a new random number. In this
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B Table (1): The RIG promanar, B
Production Tl production rule !
Rute ntumiler
T e <EAF>::"‘=1n;:;I3' 7
1 <kzp>ii=<operation>
i 2 <luput>:;= X |
'r 3 <Inpui>::=Y
| 4 <lapu>::==R i
( 5 <operition>=Add(<Fxp>,<lxp>) |
6 Coperatinn>;i= mult(<Exp>,<kxp>)
7 <operation>::= Div(<Dap= <FExp>)
8 “aperation>::= Mod(<Exp><Exp>)
Y <gperation™>::= Sin(<Exp>)
10 <speration>:= Tan(<Exp=}
11 <aperitien>::= Arctan{<kxj>)
12 <operation>::= Cos(<Exp>)
i3 <pperation>::= Reverse(<Exp>) i
14 <gneration>::= Bw{<Fip>) l
15 =guevation> = Expf(<Ep>) 1
16 | <operition>:=rgh{<Exp>,<kKxp>,<kExp>) J
7 <operation>: = H{(<Exp>,<Fxp>,<Exp>) !
L 18 <operation>:=Mix(<Exp> <Exp>,<kxp><Feps) l
P
r o Tuble (2): Tha list ol funetions trat aee weed in RIG
— g L ADIE (2): RTINS : AL e s WAL T
Function | Function Funection menning
ﬂl_l_l'.l_bi____ naNng _ -~ . ) B
1 Xl i bdentily the X coordinate,
2 Y Identify the Y courdinate,
3 R}l Ceenernte random number in range J-1,1).
4 Bw |Gt A shade of pray, G=-1 is Tl G= 1 is white.
S Eapilla] The exponential Nuaction.
G Sinfaj The sine function,
: 7 i Cosfu] The cosine Minetion.
| 8 Tun|a) The Gasgent function,
; 5 Arctanfa] dhe wrctangent funchou.
10 Reverse]u! The reverse color of .
It Acliffa,b] The sum of two colors.
12 Mult]a,b] The praduct of (wo volors,
13 Div{ab] The division of two colors,
14 TG rg,b] A rolnr specified by the RC B component.
15 Ifjeand, T,E] Tlee Mif-then-else™ function: if cond is positive,
then e value is T, clse the value is B
| 16 Mfinla b, d] The misiug of twa colors a and b dependirg on
— e |thewalueelemuld. IS
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The grammar rules, which are used in the GRMF, are
Backus Normul Form (BNF). The BNF grammars that are
used in the proposed RIF are defined as it is shown in table

(1).

The pseudo random number generator is a linear
feedback shift register (LESR), In RIG algorithm, the length
of LFSR is cqual to the length of the input sced, which is 10
bits, In addition the feedback Tunction in RIG is XOR
function of the first and the last bit of the LESR. Every time
the random nomber is necded, the LFSR generates a binary
string of 5-bits and trunsiated to decimal number, Since the
total number of the production rules in the grammar are
nineteen rule [0..18] as shown in the grammar in table (1), so
each random number, which is grater than 19 is modulated
(mod to 19) to this valid range. So if the gencrated nnmber is
greater than 18 then it is normalized into the rang [0..18] by
suing the mod I9 to that number, Thc functiens, which are
used in the production rules in the grammar rule, are shown
in the table (23,

s — -

!‘ 16u | are r3 10
chascn 4 [
' candomiy 28 blue sced |
2 3
¥ 2
| i
v

72 _..__._]
-‘:!:l 3 grcen sel
B i 2
I

S

ILL

14

— L 3
1

L | \“-h_
B putpul B —)41
SHF-1

Figure (2): The Choosing Method Of The Three Random
Seeds.
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widh cay et

Chausing the 4]

randon sceds J

J

-

Camputing vl
massage dizits Phase

Massage Padding

Iput Phase

Alphabetical

String Secure Hash Function-1 (SHF-1) Procedure
| ) ' _ o

Generating the

Ftd formiula
reen foruula j

The Image
Generation L

5 Random I
__, »‘_‘ wmathematical

e Forniula Formula

e o

Figure (1): Block Diagram of RIG Architecture.

3.1.1.3 Generating the Random Mathematical
Formula

The resulting 30-bit string forms the output of SITF-1 and
it is divided into three 10-bit strings for red, green, and blue
seeds figure (2) shows the method of choosing the red, green
and blue seeds. The first bit in the putput of SHF-1 is selected
to be the first bit in the red seed, the second bit in the output
of SHF-1 is selected to be the first bit in the green seed, and
the third bitin the output of SIIF-1 is sclected to be the first
bit in the blue seed. The rest of the biis in the ouiput of SHF-
1 are selected as a pre-defined sequence to be the bits of red,
areen, and blue seed respectively,

Each of the resulting seeds (red, green and blue seed) is
use in the generating the random mathematical formula
(GRMF}) to produce the mathematical random formula. Each
mathematical random formula is constructed by chousing
applicable grammar rules depending on the output values of
the psendo random number generator.
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with SIIF-1 to seed a cryvptograplically secure random
number generator. Hence, the pre image resistance property
is achieved. SHF-1 procedure is used in the RIG in order to
make it one-way technigue and to make it computationally
infeasible 1o find twe different strings, which penerate the
sanie image [9].

When the message of any length <2™ bils is hinary input
string, the SITF-1 produces a 100-bits output called a
massage digest. The message or data filc should be
considered (o be a binary string. 'The SHF-1 sequentially
processes blocks of 512 bits when computing the message
digest. The message or data file should be considered to be a
binary siring. TIWE SIIF-1 sequentially processes blocks of
512 bits when computing the message digest [9]. The SHF-1
algorithm can be divided two-phases: message padding phase
and computing of massage digest phase.

After the SHF-1 produces 160-bits string output, a siring
of 30-bits are selecled randomly from 160-bit siring. The
method of choosing the 30-hils siring depends an the length of
the input alphabetical string ‘s’. Each character in the input
alphabetical string ‘s’ is represented by 1-byte. The position
of the first selected bat is calculated by multiplving the length
of the input alphabetical string ‘s by 8. The rest bits are
chosen randumly.

For cxample, if the input string is “My Mother”, the
length of this string is 9, each character is represented by 8
bits. The position of the first sclected bit is the bit at position
72, and the rest bits are chosen randomly.
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iniv RGB [-1,-1,-1], RGB [255,0,0] is red which normalized
into RGB [1,-1,-17 and son on.

Kandom image generation (RIG) is an algorithm that is
given an alphubelical string as inpul, to generatc a function
K: I—l,,l]1 %[-1,[]", which defines an image, It is based on the
iden of the Randem Art technigue [10).

Given an alphabetical string, RIG gencrates a random
mathematical formula, which defines the color value for each
pixel on the image plan. The image generation process is
deterministic and the image depends snly on the input string.

3.1.1 RIG Architecture

The RIG algarithm consisis of four compenents, which are
the input alphabetical string, secure hash function-1 {(SHF-1),
generating the random mathematical lormula, and the image
generation., Figure (1) shows the block diagram of RIG
algarithm,

J.1.1.2 Secure Hash Function (SHF)

A one-way hash function is a function, mathematical
function of otherwise, that takes a variable-length input
string (called pre-image) and converts it to a fixed-length
(zenerally smaller) output string (called a hash velue) [7].
Oue important tvpe of onc-way hash function is Secure hash
function (SHEF) that provides relatively high security and
most useful type of SHF is found to be SHF-I[9]. Theis
called secure because it is computationally infeasible to find u
message, which corresponds to i given message digest, or to
find two different messages, which prodoce the same
message digesi.

Any modification in a message in the transmitted will,
with wvery high probability, give a8 new different message
digest [4].

RIG needs to satisfy the near onc-way requircments of
hash visualization. Itis achieved by hashing the input string
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Visualization technigue. In particular, we aim to satisfy the
following requirements:

1.The system shouwld be based on image recognition, to make
the authentication task refiable and easier for the users.

2.The system should prevent wusers from choosing weak
passwords.

3.The system shouid make it difficult te write passwords
down and to vhare them with others.

To explore these requirements and improve the security of
these systems, the Hash Visualization Technigue that replaces
meaningless string with struciured images, is used. And the
propused a prototype solution for hash visualization
technique is Random Image Generation (RIG) that is based
01 a cognitive scicnce.

Instead of having a user memorize a password, the uscr is
able {o create a password images, by selecling some desired
number of images, which the uvser must memorire for
recognition. During authenticalion. The user is presented
with different set of images, some of which are chosen, frum
the password images and others, which are chosen randomly.
To login, the user must correctly identify all of the images
form user’s password images.

3.1 Random Image Generation (RIG):-

Gienerally, cach pixel in plan image can be represented by
x and coordinates, and the pixel value is evaluated from the
three components red, Green, and Blue, which can be
denoted ad |[R, G, B]. While in the proposed prototype
solution, the pixel coordinates rang continuously from -1 to
1, in hoth x, y dimensions. 'The pixel components (red, green,
bluc) should also hawve a value between |-1,1], since its valuc
is dependent on a mathematical functions (such as sin, cos,
cetc.). For example, RGR [0,0,0,] is black which is normalized
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b.Simple meaningtul passwords or that are associated with
the user are easier to remember, but are vulnerable to
attack.

¢.Password that are complex and arbitrary arc more
sceure, but difficult to remember, The users tend to write
them down. This compromises security since the user
might forget, lose or leave the paper in an insecure place.

d.The numbers of applications and services, which require
password, have dramatically increased. Since users can
unly remember 2 limited number of passwords, they tend
to write them down or will use similar or even identical
Passwords for different purpose. Bath oplions increase
the chance of a security compromise.

e.The people have difficulties with choosing and
memorizing secure passwords and personal identification
numbers (PIN) [5]. Most security systems still suffer
frum the fact that they fail to account for human Factors.
Humans are slow and unreliable at processing long and
meaningless strings, yet many security applications
depend on this skill. These humans’ factors negatively
affect many security svstems, including the security of
user authentication.

3. Proposed Solution

in fact, classic cognitive science experiments have shown
that humans have a wvast and limitless memory for piclures
and images in particular. The experiments show that humans
can remember and recognize hundreds to thousands of
pictures in fractions of a second. Therefore, by replacing
precise recall of the password with image recognition, The
user cognitive load can be minimized, and the mistakes done
by the users can be minimized.

This work is to explore the user authentication aspects
more thoroughly, and design a prototype system that
perform and improve user authentication wusing Hash
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most popular, and the ATM card thut needs the
memorized password (PIN) [8]. There are another forms
for token authentication, it may be hand-held ealculator,
liskette like cartridges. Modems and son on.

c.Biometrics-hased  system (biemefrics authentication) is
bascd on physical features such as a fingerprint. Retina,
iris, hand or face. Although woice und signature
identification do not invelve physical characteristics, they
are usually included with biometrics uscr authentication

[6].

in today’s security systems, knowledge-bused schemes are
predominantly used for user authentication bevause ol these
recasons [12]:

First, although hiomelrics can be wschul for user
identification. One problem with these systems is the difficult
tradeofl hetween impostor pass rale and false rate. In
addition many biometrics systems require specialized
devices. And some can be unpleasant to use.

Sccond, wmost token authentication systems also usc
knowledge-based authentication to prevent impersonation
through theft or loss of the token. An example is ATM
authentication, which requires a combination of token (a
bankcard) and secret PIN.

2. Shoricomings of Password Authentication

Despite their wide usage, password and PINs have a
number of shortcomings [12,3]:

a.the main weakness of Kknowledge-based system
authentication is thai it relies on precise recall of the
secret information, If the user makes a small error in
entering the secret information, the authentication fails.
Unfortunately, precise recall is not a strong point of
human coguition.
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unique sccret piece of information i3 provided to be in the
user’s possession. As a matter of lact the indirect user
authentication is cquivalent to massage authentication which
relies upon imposing a prearranged structure for the

message |2].

There are three types of information that a computer can
usefully proccss to independently authenticale, that a person
al a remote terminal is, in fact, whom he or she claims to be.
These are typically referred to as the “Three Factors of

Tdenrification” [8].

I “something known':- evidence that a person knows a
secret (e.r., a memorized password) that has been given

to a specific person.

it. “Something frold”:- evidence ihat the person holds a
token (c.g., a credit card, or an Automatic 'Teller
Machinc (ATM) card) that is given to a specific person,

iii. “"Something  one is™- a  biomelrics;

some hmman

attribute, difficult to counterfeit. It can scanned and
digitally decumenied (e.g., a fingerprint or retina scan)
so that it can be compared to previously recorded scan,

taken from a specific person.

Depending on this information, user authentication can be

distinguished into three min technigues:

a.Knowledge- based system (password authentication) which
relies wpon comparing is secret, they must be enciphered
before sending via transmission channels {11},

b.Token-based system (token authentication) is based on
possession of some object that is combined with password
[5]- It alsn called two-factor authentication because it is
require at leasi twao of the three primary factors to use to
authenlicate an individual [8]. Token authentication
systcrm comes in different forms, ‘The credit card is the
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/image is described by a random mathematical formula, ™
whith defines the color valoe of each pixel.

These penerated images can be recognized but can
not be really described to others.

Our approach relies on recognition-based, rather
than recall-based authentication, We cxamine the
requirement of recognition-based authentication system
and proposcd the structured image aquthentication system
(8118), which authenticates a user throurh recognizing
the previously scen images. The SIAS improves the
security, since it relies on the recognition-based
authentication. The SIASis more reliable and easier to
use thum the traditional recall-based schemes,
Furthermore, it has the advantage that it prevents users
from choosing weak passwords and limited the
difficultics to write down the passwords or sharing
\._ them with others,

Kevwords: User authentication, hash viswalization, human
facters, password authentication system, genetic programming,
structured imuages.

Iniroduction

User authentication is the necessary foundation for all
computer and data security. It is a central component of
carrently deployed security infrastructures, Several secure
technologies haved to offer ways for a cemputer to
authenticate that a specific electronic identity {an on-line
personal) actwally represents the human being that was
ariginally assigned specific righis and authority by a trusied
administrator. 1t can be made either directly when the useir’s
specifie characterisiics (e.g. finger print, retina patterns,
“digital signature Aow..etc.) are checked, or indirectly when a
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User Authentication Using Hash
Visualization Technique

Dr. Abdul Rahman H. Alhusainy’
Dr. Nidhal Al Saied”’
Ikhlas Abbas **

4 Absiract : \\

Some of human factors ncgatively affect many
security systems, including the security of user
authentication. These human factors are: firsi, people
are slow and unreliable at processing and comparing
long meaningless password string; and secund, peaple
have limitation difficultics in remembering secure
passwords for Personal Identification Number (PIN).

In this paper, fundamental weaknesses of knowledge-
based authentication schemes arc addressed and how
the usability and security of the user authentication
systems can be improved using hash visualization that
replaces alphabetical string with structured images.
Our prototype solution of hash visualization technique
is Random Image Generation (RIG)., RIG has been
constructed to c¢onverts alphabetical meaning or
meaningless string into siructured random image. Each
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