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1-Scott J. Shackelford, From Nuclear War to Net War: Analogizing Cyber
Attacks in International Law, Shackelford, P 218- 233.

2—- lan Traynor, Russia Accused of Unleashing Cyber war to Disable
Estonia, GUARDIAN(LONDON), May 17, 2007. 1.
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1-Pamela Hess, Pentagon Puts Hold on USAF Cyber Effort, ASSOCIATED
PRESS, Aug. 13

2-France v. Turkey (the Lotus Case), PClJ, 1927, PCIJ Reports, series A,
No. 10
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1 —Amir Efrati& Siobhan Gorman, Google Mail Hack Is Blamed on China,
WALL ST. J., June 2, 2011, at Al; Wyatt Andrews, China Google Hacker’s
Goal: Spying on U.S. Govt, CBs NEWS (June 2, 2011),
http://m.cbsnews.com/fullstory.rbmi?catid=20068474&feed_i

videofeed=36 (last visited Apr. 19, 2017) Thom Shankar & Elisabeth 53 .
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http: //www.acees.gov.bh/cyber—crime /the—concept-of—-e—crime

1-Brian Krebs, Report: Russian Hacker Forums Fueled Georgia Cyber
Attacks, WASH.

POST SECURITY FIX BLOG (Oct. 16, 2008, 3:15 PM),
http://voices.washingtonpost.com/securityfix /report_russian_hacker_forums_

Lhtml /Yo /YeeA

Journal of college of Law for Legal and Political Sciences


http://www.acees.gov.bh/cyber-crime/the-concept-of-e-crime
http://voices.washingtonpost.com/securityfix/report_russian_hacker_forums_f.html
http://voices.washingtonpost.com/securityfix/report_russian_hacker_forums_f.html

€9 A5l gl gepe 38 (gobed) Sl

Oe Anilll 58l jgailly AL Cum (e Antll) 5581 By o) Sifiase Jsindl
Lol ~ S

LAl ¢ gsdd) b Jaally 5ol aladiud oo o LY i) gl
( Prohibition of use of force ) Jgall

) 13 s 55l aladiud aie Ao pad @A agaall gl Hlaill )
adl ) cual i saatiall aeY) Bl (e Aaglll 558l Al sald) i & LD
385l Jlasinly aagil) (e Adoall agilBle 3 Lagen 3l cliac] psia
Voass Ao U0 Y ubudl P § el RS a clgalasiuly
alaii) e g L) bys i o Bl oda Cial ¢ "aalall el dalia g Gil
) Calaal e Al Ayl Al A5l 5ol 2 Lealadiuly ayagil) of 5yl
alatia) aypat o il gall a5 aludl e Lalaad) 8 Abidia) sasiall
5yaall la ¢ bl o)yl a e 8 4 gl 55dl) e dloall cullall 8554l
3¢l Bl aladiul ae Cua ¢ doall ¢l Qi) 8 S el e sk
O Jpe s Tl e

CJ_LAA padiu) Glall (pe daa)l) 588l Al sallll s = L L)
am Agasall 5ol Y lexind JS daky 4 3 Jad) jaen sa (Force) sl
ol il o pas 3580 JIKE) JS aya (ails el sanslly ladl Dlany|
Clangl) A8e Joa losls Yans Wbas S8 <5 aytla 52 f 55300 3,530
Banal) aa¥) (Blise e Al aldl Gl e 5 Ay 51|

1- lan Traynor, Russia Accused of Unleashing Cyber war to Disable
Estonia, GUARDIAN (May 16, 2007),
http: //www.guardian.co.uk/world/2007/may/17 /topstories3.russia  detailing

the reactions by Estonian, EU, and NATO officials to a cyber—attack on

Estonia.
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1-Joshua Correll and Tracie Keesee, “Racial Bias in the Decision to
Shoot?” The Police Chief, May 2009,

2- Matthew C. Waxman, Cyber-Attack and Use of Force: Back of the
Future of Article 2(4), Yale Journal of International law Vol 36, 2013,P 430-
437.
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2-Ryan Gabrielson, Ryann Grochowski Jones and Eric Sagara, “Deadly
Force, in Black and White,” ProPublica, October 10, 2014,
http://www.propublica.org/article/deadly—force—in—black—and-white
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ABSTRACT :

The cyber attack is extremely important for its disastrous
effects on the state and its public facilities, as well as its direct
Impact on the country's civilian population, Electronic attack is the
result of the development of society and the technical
complexities that occurred after the technological revolution in the
world, All the governmental and non-governmental facilities have
been electronically managed, International legal systems initially
do not deal with it as a threat to the security and sovereignty of the
state, Nowadays, There is no way to get rid of this threat just to
apply the rules of the Charter of the United Nations and some
treaties on the law of space and armed conflicts to this new type of
weapons, the resulting force exceeded in some of the affected
country, such as Estonia, the power resulting from nuclear
weapons, has led to almost complete disruption of all life facilities

in these Countries.
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