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Abstract
Address Resolution Protocol (ARP) is used to resolve a host’s MAC address, given its IP address. ARP is stateless, as
there is no authentication when exchanging a MAC address between the hosts. Hacking tactics using ARP spoofing are
constantly being abused differently; many previous studies have prevented such attacks. However, prevention requires
modification of the underlying network protocol or additional expensive equipment, so applying these methods to the
existing network can be challenging. In this paper, we examine the limitations of previous research in preventing ARP
spoofing. In addition, we propose a defence mechanism that does not require network protocol changes or expensive
equipment. Before sending or receiving a packet to or from any device on the network, our method checks the MAC and
IP addresses to ensure they are correct. It protects users from ARP spoofing. The findings demonstrate that the proposed
method is secure, efficient, and very efficient against various threat scenarios. It also makes authentication safe and easy
and ensures data and users’ privacy, integrity, and anonymity through strong encryption techniques.
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I. INTRODUCTION

The current network environment is rapidly evolving, where
ordinary users can easily access the information they need
and receive services[1]. However, relying on such networks
also causes related security issues. Various problems exist
in network-based security incidents. Representative attack
methods include ”man in the middle” (MITM), ”denial of
service” (DoS), ”sniffing,” ”spoofing,” ”poisoning,” and ”ses-
sion hijacking,” among many others. These methods cause
organizations and people to lose their lives[2].

A wireless Local Area Network (WLAN) is a type of
Local Area Network (LAN) network that connects users via
radio frequency (RF) and infrared (IR) media[3]. Some busi-
ness entities and even agencies have preferred to use WLAN
technology because it is very easy to use. Still, only a few
pay attention to data communication security on the wireless

network[4],[5]. A ”Man in the Middle” (MITM) attack is
one type of attack on a local area network (LAN) or WLAN
with open access. This method allows attackers to sniff data
frames, modify traffic, or even stop traffic (ARP poisoning).
The basic concept of ARP poisoning, or spoofing, is to use
the ARP cache to provide a fake identity, server address, or
gateway to network users so that the attacker can modify net-
work traffic[6]. If left unchecked, such attacks can disrupt
network traffic so that they can disconnect the internet on
devices connected to the network[7].

In addition, the ARP spoofing attack technology can per-
form a spoofing attack in a switching (local) environment.
However, most countries believe they are safe from these
attacks in a switching environment[8]. Automated and ad-
vanced tools are produced and distributed without permission.
The lack of awareness of the current problem increases the
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possibility of security incidents. ARP (Address Resolution
Protocol)have been known to have flaws since 1982, but ARP
spoofing is still being used to cause damage today, nearly 40
years later[9].

Although many studies of these security threats have been
conducted long, expensive equipment is required, so it is in-
stalled and operated only in a particular organization, static
table creation and management [10]. The current network
system’s implementation was either impossible or limited.
Therefore, this paper describes the process of an ARP poison-
ing attack and then suggests a way to defend against it. That
is, an ARP poisoning attack changes the ARP cache table
information by repeatedly sending an abnormal ARP response
packet to the target of the attack.

During this process, The ARP request packet is being mon-
itored [11]. An ARP poisoning attack is found and stopped by
analyzing and validating the information in the request packet
before sending responses[12].

Problems statement
Layer 2 connections are the most susceptible. Layer 2

protocols are risky since they don’t ensure a reliable IP-to-
MAC connection. Layer 3 devices, like routers, link multiple
subnets to allow nodes end-to-end Internet access; hence,
their security is a primary consideration when putting up a
network.ARP translates IP to MAC addresses. ARP may be
used for spying and spoofing, but the protocol was created
with security features to avoid such attacks. This section
shows ARP’s vulnerabilities[13].

• Stateless: ARP is a stateless protocol; thus, it sends
reply packets even if it hasn’t done any ARP inquiries and
doesn’t verify packet validity. This allows the attacker to
transmit bogus ARP reply packets to the victim using his
MAC address.

• No authentication: ARP depends on a secure LAN;
therefore, it’s impossible to determine whose host delivered
the ARP message. ARP spoof.

• ARP cache table update: The ARP table will rapidly up-
date its cache of IP-to-MAC mappings when an ARP request
or reply is received; however, the correctness of this informa-
tion is not validated. Reduces network traffic. Changing your
IP address will clear the cache.

Contributions to our proposed scheme to prevent ARP
spoofing attacks:.

[1] Without using encryption, which could slow ARP,
the attack could still be found, and alerts were sent to the
administrator about the attack scenario on time.

[2] Using packet filtering in conjunction with network
traffic monitoring to prevent ARP spoofing attacks without
negatively impacting the speed at which ARP request and
reply exchanges occur.

[3] The suggested solution doesn’t require any extra net-

works or hardware. It also doesn’t change the protocol. As
a result, it’s cheap and doesn’t overburden the system or net-
work.

[4] Consider all ARP assaults; periodically check the ARP
cache table, and maintain an encrypted blacklist of all po-
tential attackers so our proposal resists DOS, impersonation,
reply, and inside attacks.

[5] A technique of customizing the device’s dynamic ta-
bles and entries without respect for the router’s capabilities.

This paper details a basic client-side ARP spoofing detec-
tion and prevention approach. The algorithm filters packets
before issuing ARP requests or replies. Furthermore, it offers
a defensive method that does not require network protocol up-
grades or costly equipment. Verifying MAC and IP addresses
before sending or receiving packets prevents ARP spoofing.
Moreover, it enables safe and rapid authentication and main-
tains data and users’ confidentiality, integrity, and anonymity
via efficient encryption algorithms. Its efficacy seems to be
equivalent to that of other methods. The sections are given in
the following order: Section 2 examines the relevant literature.
The background should be clarified in Section 3. Section 4
discusses the approach used. In Section 5, the results and
testing of the proposed approach are discussed. Section 6:
Security Performance and Analysis Section 7 ends with a
summary and conclusion.

II. RELATED WORK

Prabhadevi. B [14]GNS3, the Ettercap, and Wincap packet
analyzers are also described in this work. This architecture
uses IP-MAC table comparisons between Ethernet and ARP
headers, and incorrect entries are added to a spoofed database.
Every 10 minutes, the gateway gets messages to empty the
cache, warn about cache poisoning, and add fake information
to the fake list. New hosts need an updated ARP table. This
method uses phoney data to identify attacks. Still, since the
list’s storage locations are unknown, the approach is subject
to attack and wastes time because it doesn’t function with a
real network.

Hijazi et al.[15] The studies explored many ARP diffi-
culties and suggested ways for spotting and blocking these
attacks. The recommended cure includes a static ARP table
entry technique, type comparison, IP-Mac-based input de-
tection, and preventive measures. For system security, the
IP-Mac address in ARP must match. So you can work, re-
move the false IP-Mac. The proxy server uses the patch file
to address and correct ARP security problems. This strategy
has been proven effective; it requires no additional resources
and provides essential solutions on a small network. This
technique can add static ARP entries but not dynamic ones.

Majumdar et al.[16] The Python programming language
was used to develop a tool for ARP poisoning and spoofing.
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For attack detection, a Python script utilizing the Scapy mod-
ule is used. After the contents of the request packet have been
verified, an alert is sent if the original Mac does not match
the reply Mac, and a static item is stored in a cache table as
a security precaution. The proposed method does not permit
dynamic entries. Rather than creating a script for spoofing,
the existing available tools may be utilized to undertake Kali
Linux assaults and packet analysis.

Alsukkar et al. [17]The researchers suggest a few meth-
ods, one of which is using an application that alerts the user of
an ARP spoofing attack by displaying the attacker’s IP-Mac
address to identify and defend against MITM assaults. Each
network node’s genuine Mac address and the results of a ping
ICMP message are sent to the router for additional security.
There has been a reversion to the previous ARP table configu-
rations. The application is loaded on the administrator’s and
the users’ computers. Additionally, the network configuration
may attack and corrupt the ARP table. Both programmes
proved valuable and workable, and they were both developed
in Python for use only on the Linux platform. The proposed
investigation into alternative OSes, however, has been ineffec-
tive. Sending packets to all devices per second causes a lot of
network traffic.

Mahendra [18]The researcher’s method improves the ARP
table static input process by reducing the time-consuming
manual entry methods and automatically evaluating the cor-
rectness of data entered into the static table. The strategy
worked well by using the static record feature of some op-
erating systems, such as Linux and Windows, to create a
semi-static table for the cache. In a virtual network, packets
are sent, and the validity of the responses is verified before
they are added to the table using an ARPing tool. As a result,
the suggested solution does not ensure the safety of all net-
work users. Instead, it must give a white list of trustworthy
IP-MAC addresses that may be used to evaluate the ARPing
tool’s ability to add to the static record.

Rupal et al.[19]This article explains how an authentication
tool may also be used to identify and avoid ARP poisoning in
a dynamic IP configuration. The primary ARP cache stores
the authentication information for IP-MAC pairings, which is
subsequently saved in a text file in the secondary ARP cache.
One server sets up IP DHCP, another uses MySQL and a
database to authenticate users, and the third server monitors
for and prevents cache poisoning attacks. To detect and pre-
vent attacks, all devices receive an ICMP broadcast request
and reply message. Due to its failure to transmit a response,
the IP-Mac is deleted from the secondary and primary ARP
caches. On the other hand, broadcasting requests make the
system less useful because the network gets clogged up, the
server has to be managed by authorized people, and only
reliable storage facilities can be used.

III. BACKGROUND

A. Address Resolution Protocol
The Address Resolution Protocol (ARP) is one of the major

protocols in the TCP/IP suite[20]. ARP aims to map an IPv4
address to a physical address. Network applications at the
application layer use IPv4 addresses to communicate with
other devices. But at the data link layer, the address is a MAC
address permanently burned into the network card. ARP
is used to determine the MAC address of a device on your
LAN as well as the corresponding IPv4 address with which a
network application is attempting to communicate[21].

In contrast, static mapping requires the creation of a database
that connects a logical address with a physical address[22].
This table is saved on each network computer. Each device
that knows the IP address but not the physical address of
another device may look it up in the database. The static
mapping table must be routinely updated when devices’ MAC
addresses change. This may impact network performance[23].
Dynamic mapping implements a distinct situation. When
a computer knows the logical address of another device, it
may use a protocol to determine the device’s physical address.
Two protocols, ARP and Reverse(RARP), have been created
to accomplish dynamic mapping (RARP)[24]. ARP converts
logical addresses to physical addresses, whereas RARP con-
verts physical addresses to logical addresses. Since the ARP
protocol has been the focal point of this thesis, we shall con-
fine our discussion to that protocol[24].

B. ARP Spoofing Attack
One kind of MITM attack is called ARP spoofing, and it

involves an attacker sending fake ARP packets to a local area
network[25]. The attack aims to have the victim’s network
interface card (MAC) address matched to the IP address of
another computer (such as the default gateway), redirecting all
communication intended for the other machine to the attacker.
If an attacker can fake an ARP, they may change network traf-
fic or completely block it. Many additional attacks, including
DOS attacks, MITM attacks, and session hijacking attacks,
take advantage of this vulnerability[26].

ARP spoofing is an attack method that takes advantage
of the fact that the integrity check of the ARP message is not
guaranteed and sends a fake ARP response packet to the target
to trick the MAC address and stop normal operation[27].

ARP poisoning repeatedly sends abnormal ARP response
packets to the target. Fig.1 and Fig.2 assume that the host’s IP
address (1) is ’0.0.0.1’ and the MAC address is AA.AA’, and
the host’s IP address (2) is ’0.0.0.2’ is ’CC.CC’. Fig.1 shows
the normal communication flow before the ARP spoofing
attack occurs. When attempting to communicate from Host
(1) to Host (2), a MAC address is required, and an ARP
request message is sent in the Broadcasting method to locate
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a host with the IP address ’0.0.0.2’. Host(2) with IP address
’0.0.0.2’ transmits an ARP response message to the host (1)
to inform it of its MAC address information. After that, using
the ARP cache table, hosts (1) and (2) perform a typical
communication process, and Fig.2 shows the communication
flow after an ARP spoofing attack occurs.Fig.1 shows an ARP
request message to find the Host’s MAC address. At this time,
the attacker deceives host (1) that the MAC address of host (2)
is ’CC.CC’ and host (2) that the MAC address of the host (1) is
’CC.CC’. As a result, hosts (1) and (2) appear to communicate
generally with each other, but in fact, they communicate with
the attacker, resulting in information leakage to the attacker.

Fig. 1. Pre-ARP Spoofing Communication

Fig. 2. ARP Spoofing communication

IV. PROPOSAL APPROACH

A. Defense Scenario and the algorithm
This algorithm protects all devices in the network from

ARP cache poisoning. An attacker trying to perform an ARP

cache-forcing attack will spoof the source IP address in the
ARP packet with the victim’s IP address and the source MAC
address with the attacker’s MAC address. If the victim re-
ceives an IP address via an ARP request or response, the IP
address assigned to the victim’s machine’s MAC address will
be in the ARP table. When the addresses in the ARP table
do not match the addresses in the spoofed ARP packet, one
model is called to detect the attack and another to prevent and
respond. Algorithm1and Fig.3 show the suggested approach.

Algorithm 1: proposal algorithm

Begin:
Input: ARP request packet
Output: ARP reply packet.
1: Before sending ARP Reply Frame, the dest. host will
2: check the MAC address and HDD No.of the source

host in blackList.
3: If: (MacSource and HDDserial in a blacklist), then
4: Display the alert message ”this device is blocked” and

drop a packet
5: Else:
6: If: ( the packet is an ARP packet ), then
If: ARP reply (op=2) or ARP request (op=1), then
7: get the original mac of the sender from ARPtable and

response mac from the ARP Reply packet
8: If: (NOT match), then
9: detection(responseip,originalmac)
response(blackList,responsemac, HDDserial)
10: Else:
11: ARP Reply/Request Frame will be sent to the source

host.
12: End if
13: End if
14: End if
15: End if
16: (pause 1 second)ARP new entry
End:

B. Detection model
This model gets the IP-MAC, the target address: If the

firewall has not blocked the attacker’s previously, then we
may reassign its actual addresses to the target device (as well
as the gateway), send an alert to the victim, put a stop to
the assault, and return the network to its normal functioning
state. This is done by blocking the attacker from the firewall
and then transmitting the original information (the actual IP
and MAC of the ”host IP”) to the ”target IP.” the detection
Algorithm 2 And Fig.4 Show how the model works.

Algorithm 2: detection algorithm

Begin:
Input: response ip, originalmac.
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Fig. 3. the proposal flowchart

Output: alarm message.
1: restore the original Mac for the ARP cache table and

router
2: show alert message in dest. Host ’under attack.’
3: check the response ip address of the source host in its

firewall.
4: if (response ip in a firewall), then
5: show alert message this IP is blocked
6: Else:
7: blocking this attacker’s IP from all protocols in dest.

Host from the firewall
8: End if
End:

C. Response model
The response model is used if the main program verifies

that the IP-MAC packet input information does not match the

Fig. 4. the detection flowchart

IP-MAC in the ARP table. An if statement checks whether the
attacker’s IP-MAC address is on the blacklist after decrypting
the blacklist. A notice saying ”The MACspoof address has
been banned” will appear if it is. If it doesn’t, the attacker’s
device will be attacked in reverse to cut it off from the ser-
vice, the file will be re-encrypted after the update, and the
device will be blacklisted. Below, the response algorithm in
Algorithm 3 and the flowchart in Fig.5 explain their function.

Algorithm 3: response algorithm

Begin:
Input: (blacklist, original mac, HDDserial)
Output: 1: Encrypt (blacklist)
2: If (original mac and HDDno. not in blacklist), then
3: Add original mac and HDDno. to blacklist
4: Display alert message ”added the device to blacklist.”
5: Decrypt (blacklist)
6: Else:
7: Display alert message ”the macSpoofed is already in a

blacklist.”
8: End if
9: do a reverse attack on the attacker host to cut service
10: A flood attack on an attacker host
End:
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Fig. 5. the response flowchartt

V. EXPERIMENTAL RESULTS

A. Implementation

The suggested defense against ARP spoofing doesn’t re-
quire modifying the ARP protocol or imposing a particular
topology. The network must not be expanded with new hard-
ware or software to implement the protection mechanism. As
a result, it is portable, quick, and can quickly identify an
attack.

PyCharm must be installed on two PCs with Intel(R)
Core(TM) i5-3320M CPUs running at 2.60 GHz, 8 GB of
RAM, Windows 10 64-bit, and a router. Since Kali Linux has
tools for testing, creating networks, and finding system secu-
rity vulnerabilities, we used the ARPspoof-tool to simulate
the attack scenario. Fig.6 shows our strategy in action.

B. Results

During the experiment, initiate an ARP spoofing attack
using the ARP Spoof tool in Kali Linux. The purpose of
sending ARP response packets across networks is to attack
the victim’s ARP table. And after the attack was successful
because the spy, in this case, could hear and change what
the victim and the network device were saying to each other.
In fig.7 shows the damaged ARP cache table after the attack
scenario has been executed.

Fig. 6. Network topology

Fig. 7. ARPtable under attack

After that, try out the defense on Client 1. When an ARP
cache table is poisoned, the script may restore it and block
further attempts. Client 2, which does not use the protection
script, will still be susceptible to ARP spoofing because of
its unprotected ARP cache table. Once the code has been
activated, the ARP cache table and the result of the proposed
approach are shown in Figures below.

Fig. 8. ARPtable the proposal.

C. Discussion
Ten different ARP spoofing attacks against the network

Architectures defined in Section 5 were attempted in this
test. The arpspoof tool is used in this experiment to do ARP
spoofing, and the time was calculated using Python’s time
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Fig. 9. Result detection algorithm.

Fig. 10. Result response algorithm.

function. The results of 10 experiments measuring detection
speed are as shown in fig.13.

The figure 13 shows how fast the method can find an
attack on a protected network. Based on the results of the
previous trial, it was determined that the median time to detect
an attack was 0.933 seconds. Here’s how fast the system can
get back to normal after an attack has been stopped.

The average response time was 3.05 seconds in the prior
experiment. Our proposed approach was tested intensively
and found to be relatively secure against cyberattacks.

VI. SECURITY ANALYSIS

This section analyzes our proposal and discusses how our
approach may successfully withstand common harmful ap-
proaches. Also, the method suggested is safe, and a compari-
son of technologies that are almost the same is given.

Theorem1. Our proposed approach can resist a MITM
attack.

Proof: In a MITM attack on a local network, the first step
is to change the ARP table. The attacker pretends to be the
Mac of any device on the network (a victim) so that they can
make fake requests, get real answers, and get to the victim’s
sensitive information. Before sending responses to requests
sent and received over a network, the proposed method checks
and filters them to ensure they are real. As shown in steps
(7-9) of the algorithm (1), algorithm (2), and Figures 3 and 4,
when the computer finds fake requests, it alerts the victim of
an attack.

Theorem2. Our proposed approach resists insider at-
tacks.

Proof: Insider attacks are conducted by current or former

Fig. 11. Result decrypt blacklist.

Fig. 12. Result reverse attack.

users with network access, gateway access, and the ability to
perform fraudulent actions using other users’ identities. This
attack is mitigated by utilizing Fernet encryption to secure
database records.

Theorem3. Our proposed approach resists DOS at-
tacks.

Proof: After getting the router’s IP-MAC address, the
attacker sends fake traffic or a lot of requests, which breaks
the service. The method described here checks the blacklist,
which contains all of the attackers’ addresses, and if it finds
the request, it ignores it and does not filter any network traffic
related to the ARP table attack, as shown in steps 3-9 of the
algorithm1. It also prevents the false IP-MAC from being
used by all protocols and ports that the attacker may use to
DOS the victim, preventing it from sending fake requests.

Theorem4. Our proposed approach resists mac cloning
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Fig. 13. Detection time.

Fig. 14. Response time.

attacks.
Proof: This attack is straightforward since the attackers

know and exploit ARP protocol weaknesses. The recom-
mended approach prevents spoofing attacks by Algorithm1
creating two-factor authentication using a combination of Mac
and HDD serial numbers and Algorithm2 validating the re-
quest and reply packets to guarantee they are safe against
spoofing before transmission and reception. We also use Fer-
net encryption to keep unauthorized people from entering the
database with verified IDs.

Comparison with related works
This section compares our proposed technique to prior

studies. Tabel.I shows a direct comparison of many standard
authentication methods:

C1: Static ARP;C2: ARP protocol;C3: Full Prevention
of ARP spoofing;C4: Scalability;C5: Automation;C6: Au-
thentication;C7: Cryptographic;C8: Cost Effective;C9: Time
effective

Following are relevant comparisons of several conven-

TABLE I.
THE MAIN METHODS

Methods C1 C2 C3 C4 C5 C6 C7 C8 C9
Proposed x ✓ ✓ ✓ x ✓ ✓ ✓ ✓
Filter packet-tool ✓ ✓ ✓ ✓ x x x ✓ ✓
executable(batch)
file ✓ ✓ x ✓ x x x ✓ x

ARPing tool-semi
Static ✓ ✓ x ✓ x x x ✓ x

Fake list-GNS3 x ✓ ✓ ✓ x x x ✓ x
Defense tool ✓ ✓ ✓ ✓ ✓ x x ✓ x
SDN (IDPs) x x ✓ ✓ ✓ ✓ x x x
ARP server appli-
cation x ✓ ✓ ✓ ✓ ✓ x x x

Dynamic IP con-
figuration ✓ ✓ x ✓ x ✓ ✓ ✓ x

MD5 method to
create IP-MAC
database

x x ✓ ✓ x ✓ ✓ ✓ x

Sender&reciver
system x x ✓ ✓ x ✓ ✓ ✓ x

tional assault techniques, as seen in Tabel.II.

TABLE II.
THE MAIN ATTACKS COMPARISONS.

Methods T1 T2 T3 T4 T5
Our proposed Yes Yes Yes Yes Yes
Filter packet-tool Yes No No No Yes
executable(batch) file Yes Yes Yes No No
ARPing tool-semi Static Yes No Yes Yes Yes
Fake list-GNS3 Yes No No No No
Defense tool Yes Yes Yes No No
SDN (IDPs) Yes No Yes No No
ARP server application Yes Yes Yes No No
Dynamic IP configuration Yes No No No No
MD5 method to create IP-MAC
database Yes Yes No Yes Yes

Sender&reciver system Yes No Yes No Yes

T1: Withstand MITM attack;
T2: Withstand insider attack;
T3: Withstand replay attack;
T4: Withstand user’s mac cloning attack;
T5: Withstand DOS attack;

VII. CONCLUSION

WLANs have quickly become a significant part of people’s
daily lives, making it crucial to provide users with secure con-
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nectivity that is also simple to set up. Like all other types of
network security, wireless security involves protecting against
unwanted access to or destruction of machines or data inside
a wireless network.ARP spoofing is a severe problem in LAN
security. Despite the fact that various proposals for solving
the issue have lately been made, we have highlighted the flaws
with those ideas in this article, such as the fact that they do not
work, are too costly, or are difficult to manage.Furthermore,
we have proposed an ARP spoof detection and protection
approach with none of the above drawbacks. In addition, we
have created a software prototype corresponding to the ap-
proach and tested it on the suggested network’s architecture.
The experimental findings demonstrate the positive features
of our approach and demonstrate that it is a good and effective
solution that is cost-effective in terms of hardware and useful
for avoiding and preventing man-in-the-middle assaults in a
timely manner. In the future, we want to conduct compre-
hensive testing of our approach on real-world networks (e.g.,
college or university networks, student housing networks, and
workplace and business networks) in order to get honest user
feedback.
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