
 

 Qutaiba K. Abed, Waleed A. Mahmoud Al-Jawher. 2024, New Colorful Image Encryption Method Using Triple Chaotic Maps and Grey Wolf Optimization 
(GWO). Journal port Science Research, 7(3), pp.228-245. https://doi.org/10.36371/port.2024.3.11  

 

228 

Journal port Science Research 

Available online www.jport.co 

Volume 7, issue 3. 2024 

New Colorful Image Encryption Method Using Triple Chaotic Maps 
and Grey Wolf Optimization (GWO) 

 

Qutaiba K. Abed1 and Waleed A. Mahmoud Al-Jawher2 

1 Informatics Institute for Postgraduate Studies, Iraqi Commission for Computers and Informatics, Baghdad, Iraq 

2College of Engineering, Uruk University, Baghdad, Iraq. 

phd202130682@iips.edu.iq 

 
 

 

 

 

 

 

 

 

Keywords: GWO, WAM chaotic map, URUK chaotic map, Nahrain chaotic map

1. INTRODUCTION 

The rapid advancement of digital technologies has led to a 

significant increase in the transmission of digital images, which 

are crucial in various fields [1]. However, these images often 

contain sensitive personal or confidential information 

vulnerable to unauthorized access [2]. Protecting this 

information is essential for individuals and countries alike. To 

address this challenge, various methods have been developed 

to secure digital images, including encryption [3, 4], 

steganography [5, 6], data hiding [7, 8], and watermarking [9, 

10]. 

Traditional text encryption methods are often inadequate for 

securing digital images, especially color images, due to their 

unique characteristics [11]. Ensuring the reliability and security 

of image encryption is crucial for protecting sensitive 

information. Various approaches have been proposed, 

including chaos-based encryption [12, 13], S-Box-based 

encryption [14], and DNA-based encryption [15]. This research 

focuses on chaos-based color-image encryption. Chaotic 

systems are known for their sensitivity to initial conditions and 

ability to generate seemingly random sequences [16-18]. These 

properties make them well-suited for encrypting digital images 

[19-22]. 

Image encryption involves transforming an image into an 

unintelligible form using a secret key. This key is then used to 

decrypt the image and restore its original content. To ensure the 

security of the encryption process, it must adhere to the 

principles of permutation and diffusion [23]. Chaos-based 

encryption, pioneered by Fridrich [24], utilizes chaotic maps to 

generate random sequences that are used to rearrange the pixels 

of the image. This process, known as permutation, reduces the 

correlation between pixels. Diffusion, which involves changing 

the pixel values, further enhances security by making the 

encrypted image less predictable [24]. By combining 

permutation and diffusion, image encryption algorithms can 

achieve higher security. 

Various chaos-based image encryption techniques have been 

developed. For example, Quan et al. proposed an encryption 

algorithm that utilizes chaotic maps with Markov properties 

[25]. Wang et al. designed a new encryption method based on 

complex Lorenz and Chen systems, following the principles of 

Shannon and Fridrich [26]. Ali et al. introduced a new hyper-

chaotic map called 2D-HLCM, derived from logistic, Henon, 

and ICMIC maps, for image encryption [27]. 

Image encryption involves altering the pixel order and values. 

Sun et al. proposed a chaotic system using super multi-stable 

memristors for image encryption [28]. Ali and Ali presented a 

three-step encryption scheme: permutation using a chaotic 

map, pixel substitution using an S-box generated from the same 

map, and XOR operation for value modification [29]. Xiang 

and Liu introduced an improved logistic map for color image 

encryption [30]. Mondal and Mandal proposed a hybrid 

pseudorandom number generator combined with genetic 

operations for digital image encryption [31]. Bouteghrine et al. 

developed a 3D discrete-time chaotic system specifically 
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designed for color image encryption [32]. Mou et al. combined 

image compression and encryption using a hyper-chaotic map 

to enhance security and reduce transmission and storage costs 

[33]. Singh and Bhatnagar [45] introduce a biometric-based 

medical image security framework. By merging biometric 

features with cryptographic methods, they aim to bolster the 

robustness and security of the encryption process. 

ElKamchouchi et al. [46] propose a bijective encryption system 

that leverages a hybrid chaotic map for diffusion and DNA 

operations for confusion. This approach seeks to achieve 

optimal security and efficiency. Wang et al. [47] present a 

chaotic image encryption algorithm utilizing random dynamic 

mixing. The algorithm employs a chaotic map to generate 

random permutations and substitutions, thereby increasing 

encryption complexity. Gao [48] Proposes an enhanced Henon 

map for encrypting color images. The algorithm capitalizes on 

the map's chaotic properties to create a secure and efficient 

encryption scheme. Hosny et al. [49] introduce a novel 

encryption method for color images using a fractional-order 

hyperchaotic system. This approach leverages the system's 

complex dynamics to enhance security. Alexan et al. [50] 

propose a color image encryption algorithm combining chaos 

and the KAA map. This approach offers high-level security and 

resistance to various attacks [51-53]. 

While chaos-based image encryption algorithms offer various 

advantages, they also have limitations. To be effective, an 

algorithm should have a large keyspace to prevent statistical 

attacks, be adaptable to different image sizes, and reduce 

correlations in the encrypted images [34]. To assess the security 

of chaos-based encryption schemes, numerous cryptanalysis 

studies have been conducted, providing valuable insights for 

improving their robustness [35-37]. 

Using a single map to encrypt three channels in the color image 

was not sufficient for security, especially when using the same 

key to encrypt the three channels. This way, the correlations 

between adjacent pixels could be broken as a first level. Thus, 

in this paper, the correlations are broken into two levels. In the 

first level, the correlations are broken between adjacent pixels 

in each channel. Since the encryption is performed for each 

channel using a different map and key, the correlations between 

the channels are also broken, representing the second level [54-

68]. 

 The contributions of this paper are outlined as follows: 

Introducing a new encryption technique for colored images. It 

uses the confusion and diffusion stages by combining triple 

chaotic maps, URUK, WAM, and Nahrain chaotic maps. The 

plain-image pixels in each channel are shuffled using a specific 

distribution of four keys created by the triple chaotic maps [69-

82]. Furthermore, the remaining keys diffuse the scrambled 

channels pixels, resulting in entirely different encrypted 

channels. Based on the chaotic characteristics of the triple maps 

used, combining these maps is an ideal solution for image 

encryption. By using distinct maps for each color channel and 

separate keys for scrambling and diffusing, the algorithm 

effectively eliminates the interdependencies between 

neighboring pixels and among the RGB channels. The 

proposed method demonstrates exceptional resistance to 

statistical and differential attacks and offers a vast key space 

[83-112].  

The remainder of the paper as follows: Section 2 URUK 

chaotic system. Section 3 WAM 3D Discrete Chaotic Map. 

Section 4 The Nahrain Chaotic Map (NCM), Section 5 Gray 

Wolf Optimization (GWO) [113-129]. Section 6 explains the 

Encryption process, section 7 describes the decryption process, 

section 8 Discusses experiential results and analysis, and 

Section 9 shows the 

2. URUK Chaotic System 

The Uruk chaotic system is a relatively new mathematical 

model that exhibits chaotic behavior. This means it's a system 

that's sensitive to initial conditions, and unpredictable in the 

long term. The system operates in four dimensions (often 

denoted as A, B, C, and D) and evolves in discrete steps rather 

than continuously. It exhibits intricate and unpredictable 

behavior over time, even with small changes in its starting 

conditions. Due to its complex and unpredictable nature, the 

Uruk system has potential applications in cryptography and 

image encryption. The unpredictable outputs can be used to 

scramble data, making it unreadable to unauthorized users.9 

A(n+1) = 1 − (An × Bn × Cn × Dn) − An
2 − Bn

2 − a × tan⁡(Cn
2) − Dn

2 ⁡
⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡⁡

B(n+1) = An − b × tan⁡(Cn)

C(n+1) = Bn − c × tan⁡(Cn)

D(n+1) = An − d × Dn

  …  (1) 

A mathematical system tracks four elements (A, B, C, and D) 

that can behave unpredictably. Certain values (a, b, c, and d) 

influence this erratic behavior. The system's equations are 

tweaked with trigonometric functions and complex interactions 

to make its outputs even more random [38] [39]. 

 

3. WAM 3D Discrete Chaotic Map 

S Low-dimensional chaotic maps, while simple to implement, 

often exhibit unexpected deviations from theoretical behavior. 

To address this, we introduce a novel 3D discrete chaotic map, 

termed WAM. Defined by the following equations: 

Xn+1 = 1 - a×Xn×Yn - Xn^2 - Yn^2 - b×sin (Zn^2) 

Yn+1 = Xn                      (2) 

Zn+1 = π - Yn - c×sin (Zn) 

The WAM map incorporates control parameters (a, b, and c) 

and system variables (x, y, and z). The inclusion of 

trigonometric functions and nonlinear terms contributes to the 

map's randomness. Notably, the first equation includes four 
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cross-product terms, and both the first and third equations 

incorporate sine functions. These characteristics make the 

WAM map particularly well-suited for encryption and secure 

communication applications [40]. 

4. The Nahrain Chaotic Map (NCM) 

It is a 3D mathematical model that can generate chaotic 

patterns. It's controlled by parameters (a, b, and c) and involves 

three variables (Xn, Yn, Zn). NCM is sensitive to initial 

conditions, meaning small changes can lead to big differences 

in output. This makes it useful for cryptography. The system is 

defined as the following: 

Xn+1 = 1 - a×Xn×Yn - Xn^2 - Yn^2 - b×Zn^2 

Yn+1 = Xn                     (3) 

Zn+1 = Yn - c×Zn 

The NCM-based encryption method scrambles pixel values and 

positions in an image, making it difficult to decrypt without the 

correct key. This key is derived from the initial conditions of 

the NCM. The encryption process is strong against various 

attacks due to the high level of confusion and diffusion it 

introduces [41]. 

5. Gray Wolf Optimization (GWO) 

Gray Wolf Optimization is a meta-heuristic optimization 

algorithm that draws inspiration from the hunting behaviors of 

gray wolves. The algorithm is modeled after the social structure 

and hunting tactics observed in wolf packs. 

Key Concepts in GWO: 

 Social Hierarchy: Gray wolves have a strict social 

hierarchy, with alpha, beta, delta, and omega wolves. 

 Hunting Behavior: The alpha wolves lead the pack in 

hunting, while the beta and delta wolves assist. The 

omega wolves follow. 

 Encircling Prey: Wolves encircle their prey, gradually 

narrowing the circle to capture it. 

 Hunting Phase: The wolves attack the prey 

collectively. 

How GWO Works: 

1. Initialization: A population of "wolves" (potential 

solutions) is randomly generated. 

2. Leadership Selection: The most promising solution is 

designated as the alpha, the second-most promising as 

beta, and the third-best as delta. 

3. Encircling Prey: The wolves' positions are adjusted 

based on the alpha, beta, and delta wolves, mimicking 

the encircling behavior 

4. Hunting: The wolves collectively move towards the 

optimal solution in a coordinated manner. 

5. Termination: The algorithm stops when a predefined 

stopping criterion is met (e.g., maximum number of 

iterations or sufficient convergence). 

GWO has been successfully applied to various optimization 

problems, including image processing, engineering design, and 

feature selection. Its effectiveness lies in its simplicity, 

robustness, and ability to balance exploration and exploitation 

[42][43][44]. 

6. Encryption Process 

Figure 1 shows the basic structure of our proposed encryption 

algorithm. This method has two main steps. First, pixel 

positions are shuffled using random sequences and a gray wolf 

optimization process. Second, pixel values in the RGB 

channels are mixed up using different random sequences from 

a chaotic map. The specific encryption steps are explained in 

more detail below.  

1. Input color image size of (256 × 256) pixels. 

2. Break down the color image into its three primary 

color components: red, green, and blue. Each 

component should be a square image measuring 256 

by 256 pixels. 

3. Generate the initial keys for the URUK chaotic map 

as follows 

a. Convert the color image into a grayscale image 

b. The image is fed into a hashing function called 

SHA512. This function digests the image data 

into a unique 512-bit string 

c. The 512-bit hash is divided into 64 groups of 8 

bits each. Each group is essentially a number 

between 0 and 255 (represented in decimal). 

d. Four key values, X, Y, Z, and W, are calculated 

using the following mathematical equations that 

likely involve these 64 decimal numbers. 

𝑘𝑒𝑦1 = ∑ 𝐻𝑖⁡⁡⁡⁡⁡⁡⁡
16
1 ,        𝑋 =

𝑚𝑜𝑑𝑒(𝑘𝑒𝑦1×2
6,99)

100
          (4) 

𝑘𝑒𝑦2 = ∑ 𝐻𝑖⁡⁡⁡⁡⁡⁡⁡
32
17 ,        𝑌 =

𝑚𝑜𝑑𝑒(𝑘𝑒𝑦2×2
6,99)

100
         (5) 

𝑘𝑒𝑦3 = ∑ 𝐻𝑖⁡⁡⁡⁡⁡⁡⁡⁡
48
33 ,        𝑍 =

𝑚𝑜𝑑𝑒(𝑘𝑒𝑦3×2
6,99)

100
        (6) 

𝑘𝑒𝑦4 = ∑ 𝐻𝑖⁡⁡⁡⁡⁡⁡⁡
64
49 ,        𝑊 =

𝑚𝑜𝑑𝑒(𝑘𝑒𝑦4×2
6,99)

100
        (7) 

4. Applying URUK , WAM and Nahrain chaotic map to 

generate s, g, u, v, x, y vectors. 
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5. Uses s, u and x vectors to scramble each channel 

separately to get scrambled channels (red, green and 

blue). 

6. Uses g, v and y to apply diffusion process to each 

channel (red, green and blue). 

                       Im= Xor ( [red, green, blue] , [g, v, y])                     

(8) 

7. Applying the GWO to shuffle the position of each 

channel as follows 

a. convert the channel to 1D dimension 

b. generate the population of wolves 

c. sort the position of each wolf and get the index 

d. shuffle the position of each channel based on the 

indexes of wolves depending on the following 

objective function 

Min FC=Correlation (channel) ……..           (9) 

e. Repeat this process for every iteration, 

calculating the pixel correlation each time. The 

goal is to find the image with the lowest 

correlation, which will be the final encrypted 

image.

 

Figure 1: block diagram for the proXposed encryption  

7. The Decryption Process 

The decryption process is the inverse of the encryption process. 

The image is first divided into its individual color channels 

(red, green, and blue). For each channel, the pixel shuffling 

performed by the GWO algorithm during encryption is 

reversed. Next, the diffusion process is undone, returning the 

image to a partially scrambled state. Finally, the scrambling 

introduced by the triple chaotic sequence is reversed for each 
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channel, and the colors are recombined to recover the original 

plain image. 

8. The Experiential Results And Analysis 

Security analysis is a crucial step in evaluating the 

effectiveness of an encryption algorithm. It tests how well the 

algorithm can resist attacks that try to recover the original data 

from the encrypted version. This is particularly important for 

image encryption algorithms requiring specific security 

measures. 

8.1 Keyspace analysis 

Brute-force attacks are a common threat to encryption. To 

protect against them, we've designed our algorithm with a 

massive key space, far larger than the suggested minimum. 

This makes it nearly impossible for attackers to guess the 

correct key by trying every possibility. 

Table 1. Comparison of keyspace with different algorithms 

Algorithms Proposed method Ref. [45] Ref. [46] Ref. [47] 

Key spaces 2199 299 2213 2186 

8.2 Information entropy 

Information entropy is a measure of how unpredictable an 

image is. It shows how evenly the grayscale values are spread 

out in the image. A higher entropy means the image has more 

randomness or disorder [17]. The formula for calculating 

information entropy is as follows: 

𝐻(𝑠) = −∑  𝐿
𝑖=1 𝑝(𝑥𝑖)log2⁡𝑝(𝑥𝑖),                       (10) 

The formula for measuring information entropy includes the 

range of grayscale values (L) in an image and the probability 

(p(xi)) of each grayscale value appearing. For 8-bit grayscale 

images, the ideal entropy value is 8. Table 2 shows that 

encrypted images have entropy values close to 8, indicating 

high randomness. When compared to other algorithms using 

the Lena image, our algorithm achieves a higher entropy value, 

meaning the encrypted images are more random. This makes 

our algorithm less vulnerable to attacks that rely on statistical 

analysis. 

Table 2: calculation of entropy for the proposed method. 

 Original Cipher 

Image R G B R G B 

Lena 7.3183 7.6042 7.1117 7.9975 7.9974 7.9972 

Baboon 7.6058 7.3581 7.6665 7.9971 7.9973 7.9972 

Pepper 7.3009 7.5570 7.0929 7.9974 7.9972 7.9976 

Aircraft 6.7254 6.8253 6.2078 7.9974 7.9974 7.9972 

Tree 7.2587 7.6143 7.1892 7.9969 7.9978 7.9967 

Table 3: Comparison of entropy with other methods. 

Method R G B 

Proposed method 7.9975 7.9974 7.9972 

Ref [48] 7.9973 7.9972 7.9966 

Ref [49] 7.9974 7.9971 7.9973 

Ref [50] 7.9972 7.9965 7.9962 

 

8.3. Histogram Analysis 

An image histogram shows how pixel values are distributed in 

an image. If the histogram of an encrypted image is uniform, it 

means the original image information is well hidden. Figure 3 

compares histograms of images before and after encryption. 

The flatter histograms of the encrypted images indicate that our 

algorithm effectively conceals the original image information 

and is less vulnerable to attacks that rely on statistical analysis.
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Figure 2: Histogram analysis of colored images 
 

8.4 Correlation Analysis of Adjacent Pixels 

Images with meaningful content have a strong connection 

between neighboring pixels. A good encryption algorithm 

should disrupt this connection to prevent attacks based on 

statistics. We examined how pixels are related in horizontal, 

vertical, and diagonal directions. Figure 4 shows that pixels in 

the original image are grouped, but in the encrypted image, they 

are spread out like noise. This indicates that the encryption 

algorithm has greatly reduced the correlation between pixels. 

To measure correlation numerically, we calculated the 

correlation coefficient using the following formula: 

𝑟𝑖,𝑗 =
𝐶𝑜(𝑖−𝐶𝑜(𝑖)(𝑗−𝐶𝑜(𝑗)))

√𝐷(𝑖)𝐷(𝑗)
                               (11) 

Table 4 presents the calculated correlation coefficients. As 

shown, the correlation coefficients of the encrypted images are 

significantly lower, approaching 0. Comparing our algorithm 

to others in Table 5, we find that our algorithm has lower 

correlation coefficients in all three directions (horizontal, 

vertical, and diagonal) for the Lena image. This means our 

algorithm can effectively break the relationship between 

neighboring pixels, making it more secure against statistical 

attacks.

 

Table 4: Correlation of multiple cipher images. 

  Original Cipher 

Image direction R G B R G B 

Lena H 0.9399 0.9417 0.8886 0.0009 0.0000 0.0003 

 V 0.9682 0.9697 0.9385 -0.0001 -0.0000 0.0000 

 D 0.9086 0.9126 0.8352 0.0000 0.0011 0.0012 

Baboon H 0.9474 0.8728 0.9216 -0.0001 0.0000 -0.0009 

 V 0.9208 0.8380 0.9139 0.0009 0.0001 -0.0003 

 D 0.9034 0.7925 0.8763 -0.0000 0.0007 -0.0002 

Pepper H 0.9646 0.9698 0.9570 -0.0001 -0.0002 0.0004 

 V 0.9680 0.9750 0.9636 0.0002 -0.0002 -0.0002 

 D 0.9369 0.9466 0.9263 -0.0003 -0.0005 -0.0001 

Aircraft H 0.9389 0.9309 0.9503 0.0008 0.0005 0.0005 

 V 0.9239 0.9343 0.9089 -0.0002 0.0001 -0.0010 

 D 0.8738 0.8814 0.8800 -0.0003 -0.0002 -0.0000 

Tree H 0.9563 0.9558 0.9603 0.0002 -0.0001 -0.0002 

 V 0.9539 0.9527 0.9645 0.0002 -0.0001 -0.0001 

 D 0.9274 0.9225 0.9369 -0.0001 -0.0001 -0.0006 

 

Table 5: comparison of the Correlation of cipher colored-Lena. 

Method  R G B 

Proposed H 0.0009 0.0000 0.0003 

 V -0.0001 -0.0000 0.0000 

 D 0.0000 0.0011 0.0012 

Ref [48] H 0.0007 −0.0035 0.0015 
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 V −0.0004 0.0023 0.0028 

 D 0.0039 −0.0079 −0.0010 

Ref [49] H −0.0154 −0.0096 −0.0030 

 V −0.0102 0.0027 0.0117 

 D 0.0159 −0.0162 −0.0026 

Ref [50] H 0.0073 −0.00054 0.00147 

 V −0.00508 0.00331 0.006219 

 D 0.00311 0.00076 −0.00147 
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Green 
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Figure 3: The correlation of colored-Lena plain-image and corresponding ciphered-image 
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8.5 Chosen/Known-Plaintext Attack Analysis 

Chosen-plaintext and known-plaintext attacks are common 

security threats. Research indicates that an algorithm resistant 

to chosen plaintext attacks is also likely to be resistant to known 

plaintext attacks. Therefore, we focused on protecting against 

chosen-plaintext attacks. In our encryption algorithm, we use 

the SHA-512 hash of the plain image to generate the system 

parameters and initial values for the chaotic systems. This 

makes our algorithm very sensitive to changes in the plain 

image. If attackers try to encrypt slightly different images, they 

will get very different results. This prevents them from using 

special images to gather information. Additionally, we use bit-

level XOR operations between different bit-planes. This makes 

it impossible for attackers to use special images to simplify the 

diffusion process. 

 

8.6 Cropping Attack and Noise Attack Analysis 

       

      Images transmitted over networks can be vulnerable to data 

loss and corruption caused by noise. A robust image encryption 

algorithm should be able to safeguard against these threats, 

including cropping attacks. We tested our encryption algorithm 

on the "Lena" image and found that the decrypted image 

remains recognizable to humans even when portions of the 

encrypted image are cropped. This demonstrates the 

algorithm's resilience to cropping attacks. To assess the 

algorithm's resistance to noise, we introduced salt-and-pepper 

noise at varying levels (0.01, 0.03, 0.05, and 0.1) to the 

encrypted image. As depicted in Figure 6, while some noise is 

apparent in the decrypted images, the majority of the original 

image information remains discernible. This indicates that our 

algorithm is effective in mitigating noise attacks. 

a b c d 

    
e f g h 

    
    

Figure 4. The results of cropping attack, the encrypted images (a, b, c, d) with data loss of (16×16) pixels, (32×32) pixels, 

(64×64) pixels, (128×128), respectively where the images (e, f, g and h) are the decrypted images with PSNR (32.5897, 26.3571, 

20.5842 and 14.5633) respectively 
 

a b c d 

    
e f g h 
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Figure 5 illustrates the impact of noise attacks on an encrypted image. Panel (a) shows the encrypted image with a low level of 

salt and pepper noise (0.01), while panels (b), (c), and (d) display the image with progressively higher noise levels (0.03, 0.05, 

and 0.1, respectively). 

Panels (e) through (h) present the decrypted versions of the images corresponding to noise levels (a) through (d). The associated 

PSNR values (Peak Signal-to-Noise Ratio) are 30.7003, 25.8288, 23.7724, and 20.7223, respectively, indicating a gradual 

decline in image quality as the noise level increases. 
 

8.7 MSE and PSNR 

A coded image should look very different from the original. To 

measure this difference, we can use Mean Square Error (MSE). 

It can be calculated through: 

MSE(𝑃,𝐸) =
1

𝑊×𝐻
∑  𝑊
𝑖=0 ∑  𝐻

𝑗=0 (𝑃(𝑖, 𝑗) − 𝐸(𝑖, 𝑗))2                               

(12) 

where P(i, j ) is the value of the pixels of the plain image and 

E(i, j ) is the encrypted pixel value at position (i, j ) in the cipher 

image. The MSE value can serve as a criterion for assessing the 

encryption strength of a cryptosystem. The larger the MSE 

scale, the greater the encryption security.  

PSNR is a way to measure encryption quality. A higher PSNR 

means the coded image is closer to the original. So, a lower 

PSNR indicates better encryption. We can calculate PSNR as 

follows: 

PSNR = 20 × log10⁡[255/√MSE]                            (13) 

The MSE and PSNR values in Table 6 are between the plain 

image and the cipher image.

 

Table 6: PSNR & MSE. 

 MSE PSNR 

Image R G B R G B 

Lena 169.0661 87.8112 94.8710 7.8618 8.5471 9.5219 

Baboon 126.0315 117.9053 103.1464 8.9361 9.4974 8.5345 

Pepper 139.7113 106.1949 56.9052 9.1320 7.6341 7.6874 

Aircraft 167.3713 167.4557 179.3704 8.1737 7.8471 7.9783 

Tree 119.8069 113.5575 104.4267 9.5069 7.5774 7.6074 

 

8.8 Differential attack 

Two standard methods, UACI and NPCR, are used to evaluate 

how well an encryption system can withstand a type of attack 

called a differential attack. These measures assess the extent of 

changes in the image after encryption. 

{
UACI =

1

𝑤×𝑏
× ∑  𝑤

𝑥=0 ∑  𝑏
𝑦=0

|𝐶1(𝑥,𝑦)−𝐶2(𝑥,𝑦)|

255
× 100%

NPCR =
1

𝑤×𝑏
× ∑  𝑤

𝑥=0 ∑  𝑏
𝑦=0 𝐷(𝑥, 𝑦) × 100%

                      

(14) 

Where 

𝐷(𝑥, 𝑦) = {
0, 𝐶1(𝑥, 𝑦) = 𝐶2(𝑥, 𝑦)
1, 𝐶1(𝑥, 𝑦) ≠ 𝐶2(𝑥, 𝑦)

                            (15) 

Two encrypted images, C1 and C2, were created from plain 

images that differed by only one pixel. The UACI and NPCR 

values were calculated to evaluate how sensitive the encryption 

method is to small changes in the input. A strong encryption 

method should produce very different output images even if the 

input images are only slightly different. The results show that 

the method used in this study is resistant to differential attacks. 

It produces high NPCR values (close to 100%) and UACI 

values greater than 33%. This means that even a small change 

in the input image results in a big change in the encrypted 

image.
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Table 7: UACI and NPCR values for encrypted images. 

 

 UACI% NPCR% 

Image R G B R G B 

Lena 33.519 33.5247 33.5241 99.5605 99.5926 99.6231 

Baboon 33.509 33.5787 33.4465 99.5895 99.6292 99.6231 

Pepper 33.3802 33.3176 33.4242 99.6033 99.5605 99.6063 

Aircraft 33.5433 33.5468 33.5728 99.6429 99.678 99.5605 

Tree 33.4654 33.5622 33.4148 99.6353 99.5865 99.6521 

 

Table 8: Comparison of UACI and NPCR. 
 

 UACI% NPCR% 

Image R G B R G B 

Proposed 33.519 33.5247 33.5241 99.5605 99.5926 99.6231 

Ref [48] 33.5031 33.4968 33.4515 99.6141 99.6101 99.6163 

Ref [49] 33.4128 33.4980 33.4974 99.6017 99.6063 99.6368 

Ref [50] 33.0704 30.7620 27.8720 99.6254 99.6254 99.6254 

 

9. Conclusion 

This paper introduces a novel image encryption algorithm that 

leverages the chaotic properties of multiple maps to ensure 

robust security. The algorithm introduces a high degree of 

confusion and diffusion by combining the URUK, WAM, and 

Nahrain chaotic maps. The method employs distinct chaotic 

maps for each color channel to further enhance security and 

separate keys for the scrambling and hiding processes. To 

minimize pixel correlation, the paper utilizes a grey wolf 

optimization (GWO) algorithm to rearrange the pixels within 

the image. This shuffling process effectively disrupts the 

patterns and dependencies between neighboring pixels. The 

proposed encryption scheme was rigorously evaluated using a 

comprehensive set of metrics, including histogram analysis, 

entropy, mean squared error (MSE), peak signal-to-noise ratio 

(PSNR), correlation coefficient, key space analysis, and 

differential attacks. The results unequivocally demonstrate the 

algorithm's resilience against a wide range of attacks and its 

superior security performance compared to existing methods.
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