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Information Hiding Over Mobile using Bluetooth

ABSTRACT
Due to the evolution of massive means of communication and the

exchange of information has become personal privacy vulnerable to abuse
more easily than ever before, so there is a need to adopt the technology
more sophisticated and more secret and preserve the information,
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 Steganography was used. Steganography is a science hide confidential
data in the carrier task inoffensive manner embeds the existence of hidden
data without raising suspicion in order to keep the contact between the two
callers confidential. The mobile phone is considered as wireless means of
communication as the evolution of this amazing device quickly. In addition
to being a means of voice communication, there were many uses and
functions, to make it  a computer for saving a lot of and multiple
information, surf the Internet web sites, a camera and a tool to play and
entertainment, .. etc.

This paper provided new method to hide using Steganography to
include secret information (voice) in images with different sizes as a cover
for such secret information without getting any distortion brings attention.
The operation of selecting sites to hide it has by generating random
numbers using a private key, which is also used in the recovery operation. It
also adopted the Bluetooth transmission operations. Experiments proved the
modalities through performance measures (MSE, PSNR, NC). As the
results showed the effectiveness and durability.  The  implementation  was
done using J2ME language.
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1.                                                 

 [15] .

1.

 LocalDevice

LocalDevice

[16] .:

 //retrieve the local Bluetooth device
LocalDevice local = LocalDevice.getLocalDevice()
 //retrieve the Bluetooth address and name of the local device
String address = local.getBluetoothAddress()
String name = local.getFriendlyName()

2.

DiscoveryAgent

DiscoveryAgent.startInquiry

[14] .[15] :

 (General Inquiry Access Code   GIAC)

.

(Limited Inquiry Access Code   LIAC)

.

DiscoveryListener

DiscoveryListener

.
// retrieve the discovery agent
DiscoveryAgent agent = local.getDiscoveryAgent( )
 //place the device in inquiry mode
boolean complete = agent.startInquiry ( )

3.                                                 
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ServiceRecord sr = local.getRecord(service)
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