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I3 ghas 5 digaal) Ll aLaa¥) 23l LAY il aladind 3Lyl an L
el die JEE Ogeal) Jidail 5 siall oY) o )

o i) Lagad (WAV)D 5 (MP3)J cilile Guns 58 AY1 casdl
paind Al MBMA a5 o LiaY) il diaal gaal o ¢ pumall a2 Caad) 13a
. A gall calalal) Jats clilud) o lady

Ay 5 bl o UaaS lgaladin) 5 Al dggeall guall o Gaxy Capaill Gl
LUST (CH)D 4ad aasinly odle | 5y sSaall Al 3adai 23 Cume Lgiliaans lpaailiad ey

WAV &35 (e dfigaall cilild) e zalipll Lgadiill cilealsl) by 5 Leall £5al)

Audio Steganography Using M8MA Technique
Abstract

In recent years , The use of concealment techniques that include
audio files has been increased due to the fact that the tools available to
analyze sound fail when applied .

Another reason is the popularity of MP3 and WAV files , especially
on the Internet, the purpose of this research is to shed light on one of the
latest of these techniques which is M16MA that is used to hide data
within the Audio Files .

As well as give a general view on the audio formats that have been
used as a cover for the data and identify some of the characteristics and

advantages of those formats, the purpose of this research is to apply the
algorithm above to the audio files of type WAV and MP3.

Joa sl drals / lpaly s ogaslad) asle LIS/ Cpulal) asle and / aclise Jul*
deagall sl /[ Slizalylly sulall asle 30/ sulall asle and [/ Sl
deasall Al [/ Sluzalplly sulall asle 20/ Gusulall asle aud [ Zial**

2013/11/21 Sl g 2013/10/10 daayl) s g )
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C #is used as the programming language to apply the practical part
and building project interfaces.

dasial) -1

Faaldy VLl Claslaal 36 Jalse aal (san) cilaslaal) Gy Il Y goalS
Apaall VL) Beal saliadl cVLaaYE cpulal) aladiul obyjl 5 a6 s
358 Gihh el Al saly el Jla) clked e saseiall daslu gl culialas
Db 13 bl Al Jiluy g ) Aalad) Cpels la e (bl Dlea o Jand
Jls 5 bl Ay Guelil 258S (Cryptography) Ll ple e L pals ple
agal) b Ay ULl o3a ¢ Y Aigaae Vs 48K (S5 A1 35 L sda (81 cchlaslaall
sEAY) end ) kil Aeadiid) Ll g ooiliall ale) gpe IS5 LGS
.(Steganography)

sld) Goha e dld 2y 5 A Jlad) We s (Steganography) elay!
Of Cua Jua¥) gl @ldS (1 diie (Stganography) S . gyal cibily 4 ably
LS 5 " Writing" a3 " Grafia" 4alS 5 "cae" 51" Cover' i "Stegos’ 4l
[1]'3Uasal) 01" ) "Cover Writing" (AWl JSSIL 4K Capas Cua ¢

sl Wles (Steganography) slayl Ao u € Dial dllag
s e JSE L) e 5 e e ey il o us «(Cryptography)
ad elall e sal cale 8 cale clia) o Jary 2 6AY) Ll coliliall J8 (e asgda
2]

) els cale alasinly logledd) slia) Al as) e Adawill aUai Cayyat (Sa
cJalall Galall Jal dgie clly dsap il e ald Jikiie ol pie Caags (HoSt)
) s i slul (gpadl JLai¥) Jils cre Aaus a5

ol (1) JS8) 8 mage S ()5S e EaY) alai & ol 2 35all @)
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Cover

Optional Optional
Cover l l
> Stego cover
EMB MSG cE > IEE ! EMB MSG
LAY doles (1) Jeid)
1- FE Steganography function "Embedding
2- IFE Steganography function "Extracting
3- Cover Cover data in which EMB MSG will be hidden
4- EMB MSG Message to be embedded
5- optional key Parameter of FE and IFE
6- Stego cover Cover data with embedded message

AL aluyal -2
i) lsa alaxinly MP3 adaia b o iadU il (u dene slapd Kialll Cila @

3] %85 wjslad il e cilass 2004 cdgeal J8Y) il

Ak g yad S Al s Sl ad e Ao sans pe (B850 o Lle Ll Ciih
iwilsa 5 ASCIl Code iwj)a alatiuly Jspa cale 4 (a olidl
[4] s S il o We <2007¢RSA

o= Quantized Spectrum 4wyl alasiuly MP3 ahaie Jaly by oLl
[5] %80 it J Vslasis 2007 ¢y5,al 5 BEIXING DENG Js

MP3 ahaie & + a3 Quantization Step 46 43y Diqun allell aoisin)
[6] daniia il i) ol Wle <2009 <

g5 CaS Al Al d e desanse pe caglll a5 IS5 Caalll o
el JBY) call Gyl alaaiuly WAV g5 e Siga il 8 Gai o laal
7]sas il Vs 5 2012

C;Uaaﬂ -3

ol 138 S e el e g celgedl Jara Byt e ailill 2l e peall

2358 @y i) Al o ay ails dalall U dhedle die (81 (£1) axh Y
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dlall aluall Jie 4ol Llugl 2 & @aill e 5ld 06 ddliss dfiga

&)ﬂ\ 63 _).m.\.u ‘}{5“_1_)\:.]\ 9 ‘d.\\).ml\
1.< (Analnn Sinnal) 4. 0atn 203Nt

e davaAll Avas (N ohlme) vva Al G,
+9.00e+003 i i & o ™ 1
(1 {1 f I | |
i ~ | {1 i In' | ™ =il i
waooevooaf- N f L A SV oA A A
1 I 1 J 1 | 1 . ) 1 P | J 1 y | ! b {
7 T 7 ] T T T 7 T ) ] T ry 7 T 7 T
. | [ oo oA | FaRW-= | = | =
-3.00e+003 v VA A el \ 7~ W \ /W ARV
¥ AY V) %) W
-9.00e+003
08096 08146 08196 0.8246

Byaianall Ay LN 3HLEY) (2) Jsdd)
s (Digital Signal) dad o)l I Akl s)Lay) Jyead £y Cigeall Qe dic
3l s Jysatll dlee 55kaa J5 L(A-D Converter) ey Jsas b oo a3
e AdlS A 32Ty Ladie s ¢ o) AL i 38 5 Aplalall 5LEY1 e Cilie
BV (e Tan L 0S5 Anill) HLEY) O L) gl (o () B3ns JSI il
HLEY) (b 5asasall Glaglaall adaae (geat Al 5LEY) o AT e g LY

Gl JSEN 3 A lalil) 5Ll ALl Ayl 33LEY) e p (3) JS2U ([9][8] sy

+9.00e+003 O

e o o - -
- o L e £ : L - 2 - - - -
+3.00e+003 , = . Jt - o .
A - .. :'-: - ] Foun - - st - o -
-3.00e+003} " W W T TR L ey T i
~" “‘ ‘. q: - it
-9.00e+003
D.8006 08146 D.8196 D.8246 0.8206

Ladyl) L) (3) Jsad

Gipall Baga o 35al Jalgall-4
Gligl) sae Jia Ally el 4w <)y LS - Sampling Rate gl—aill 4w 1

ana 5aly) () gog 4l Adgall L Gl Gigeall sl LS saal gl Al sdsalal

- il Cpeall il
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Ll A aadtiy uh: : Bit Per Sampledisl) Jufiall dasdioall cud) aas 2
)y Al Jial deriiiadl ol sae 35 LS 4 (16 bit) 5 (8 hit) el saall
[3] Gsall Cile pan 5 de s sBae
Jeaaill (4508 ladni) aie - Number of  Channel detiiawal) o g8l 21e 3
o ol ands Calall bl aaall Camimy O Sew Jsaall Calall aas )Lé (Stereo)
Jaxe Adlall Al Jsadl) 33k Cuydy a8y ((MONO) saaly 5L aladiuly b

L3]S 5 il sanls by Jemadl) Sad Jeaill Gl gy Whide

clildl s EAY eUsisS Gl 8 daadiaial) A5 pal) cililal) ¢ il -5
(WAV ) aaiay) cd dgelawd) clilal) -1
Al 45y st aladn W) Aals (WAV) dlaieV) el 43 all culaldl)
RIFF — dalal) alall Aia cayai5 <Microsoft a5 J-d -« misli(Windows)
leiany ae Ala)aie alalie JS5 ciam A (Resource Interchange File Format)
g5 Laily Luall dnadyl) dadll Jash (55atY WAV £55 (e dae bl lildl o) ¢any)
A8 pay allal o sl aglei) Calall b (18 cdmand) clild) A Ciprly Caia i Cilasles
il o Aaddtaaall 3L §g i il A Lgie el Aalall cilsll) (i sy
A peal) Dipal) Jiadl dariiiusal) 4300 )Y 22e Sl (Stereo) ) (Mono)
dxg)) (e (5Siy M RIFF Jl Gale (e Gala g5 8 WAV 55 e UL
RIFF “fmt" List "data") s duld Ji€ o Hsey dxs b oy adade JS cplalis
ana 13 (0)5< A RIFF A1 ahaiey Jii WAV ) lile ases ¢ pdaiall ama 4l o5 (
Calall aaa (g5lud Aad (g9 M)y Cksize adhaidl RIFF Chid ) axy jeday S
aull adaledl o) Chsize. a« RIFF Chid J) a8 Jia Al 8-bytes L 75 e
: & RIFF Chunk JI Jala 3a5ase 0585 <SUD chunk o cayss
e o lianll e Aluls & PCM D) dxpa e laglaa gsag 5" fmt” -
L ey
b)) il asen s @My Cald) (re SV eiall (e g2 "data” -
RIFF ) ghic of. RIFF Chunk 3 iles Jfiai iy ahaiall 138 dled ae el
ki) Mt el adaiall 43 &al bytes ) gsenal U Q83 g5l Chunk
Jie il claglas gsay 2 List  aaiall gea3 RIFFD) cilile (asy , "data”
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Gl ginall Caan ) andiieall Gl Caypesy Calall A1) As il e cildaadle
Laadly ccalall Ayl sadinal) Ayl dapall maasy (1) Jsaalls"data” J) adaial ded )
J13](11-1) Jsiad) b A5 ¢S5 WAV D) Glile apes of

dould) dipal) 33 RIFF cilall cligsa (1) Joaa

Size/b Contains Description

"RIFF" Signature For Resource Interchange File Format
Size Total File SIZE -8

"wave" Signature for audio RIFF

" fmt" After it the Information about the sound
16/18 Size of info after this local

Compr. Code Usually 1=PCM : 0 not Compressed

No. of
Channels

Samples/Sec The file sampling rate

Byte/sec Number of bytes/second
Sample size
in bytes
Sample size
in bits
Reserved This location is exist if offset 16 contain 18

"Data" Chunk type data

Length of .
Sound Data The length of the sound data in bytes

SN

1 mono, 2 stereo

Size of sample in bytes

Size of sample in bits

4
4
4
4
2
2
4
4
2
2
2
4

4

Length
of Data

Signal Actual sound samples

( MP3) daiay) @l Lslawd) cililal) -2
ale A a8 sl aay oyl Wasly cigeall clile el (0 MP3 Cale aay

sl ) Caagy g pie dagis Wildl & Frannhofer Institute jiseili sges 3 ) AY
) e L eaia) 3 MPEG 1 layer 3 s ailill ()18 < eall cilile uSl 48500800
. MP3 sl

Gl Pl Calall Jpend e aeliy lae JLa¥) Cald) aaa e MP3 Cile axy
0S5 (Frames) adaliall (e de sane 0 MP3J) cale o5& . [11][10]le b ¢ Yy
525 32Bit el ady (Header) a8ab (e 0sShy adaie S ¢anill lgany as Aleléia
- adiall Gl 8 5 s gl ULl (e Cila sl
o ¢ al Elogden 5 Gl aud 5 il Jady ¢ Ly Lt MP3J) Gile g5
256 Byte.[12] ail a8 cilasheall 538 Jsha aly ¢ (ID3 tag)
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Al Y (Bit Rate) clilyl) ey ulidd Gfitpa sy MP3J) Gile aaa
L Al A Adad) e caldl alalia S o) duaConstant Bit Rate (CBR) e
ehlic e ke < Variable Bit Rate (VBR) aus 8yie gAY 5 cdili Lo
bl 4y e Calias 4y Lali A 4l Gl
MP3JI el adaiie JSI daslill £l Jyali
AAAAAAAA AAABBCCD EEEEFFGH 11JJKLMM

MP3ald glaie J< dalil) 2ol cilisSa (2) Jgia

Description

Frame sync (all bits set)
MPEG audio version (MPEG 1, 2, etc)
MPEG layer description (layer I, 11, I11)

Protection (if on, then check sum follows header)

Bit-rate index (lookup table used to specify bit-rate for this
MPEG version and layer)
Sampling rate frequency(lookup table)

Padding bit (on or off, compensates for unfilled frames)
Privet bit (on or off, allows for application specific triggers)
Channel mode (stereo, joint stereo, dual channel, single channel)
Mode extension (used only with joint stereo to conjoin channel data)
Copyright (on or off)

Original (off if copy of original, on if original)
Emphasis (respects emphasis bit in the original recording : now
largely obsolete)

Z |IrlRlae|—=|TIO|M| m | O|O|m|>

N PPN

Bit Rateculaalss Jsas s (3) Jsaa

Sample Rate luxill cowi a8 (4) Json

Bits Value Sample Rate

00 44100
01 48000

[421]



MBMA 4 aladinly cigual) 3 £ UaY)

32000

Reserved

V) Asleall Crny adie IS Jgla olia] g 52680 25 453l e slael
Frame Length in Byte = 144*Bitrate/(Sample Rate +Padding)
MP3[12] 1l 4l ByteJb Jshll (uliy

( MBMA ) Jasll 4pajlsd -6

4% Ll oda (MP3,WAV) digall clilall 8 clblall oY suna 4k
Al & laeat 5 Al 5 (Mod8 Method — MBM)8 e daudll 8L e adiad
Mode 8 Method ) 4igall adaliall & oLy Jadil ¢yjgla o e 5 jgeall aa Jalaiil
ciail Gy 5 LAY adlse alsil 43y b alaaia) ) ALY (for Audio — M8MA
. Ggeall 33gn 058 uind o deliy Lo 5 luldi alge 4 o138

G e Je Bale Jalat 5 oady IS8 sb 385 o) Sae L) aljall il
calall 4l sl e adiad Azl Ay s cLAY) adlge g S o(Bit stream)
. Syl

dS & llaa] ahall libadl (e 3Dit (e £AY) o Ay dua))lsall 558
Glova oy Gllbg8 e saalsl) Al dad 3L e alaie VU ¢ Jigeall aaidl (e die
fai g layin¥) Alee . Jaladl el Jals 5iS) Gpena dabus g bl adaial) 535
bl o Jpanll 3ot Gilleny glainl¥) o5 led Guaail) o5 Al adlgall dasty
(g i) ey )lsa) Al

Fpagaalall Apaj 8

- Jiiall die AV Jupal) Caplall vie Badan 25 5V (i clllia

Satacal) i ylat) Juupal) Cihal)
Sle s Y sall phidl sl Sy e celadd) iy A Jiseal) adaiall lpal e
. (Stego Audio) sl iyl s ahall il sl e
Lajlsall ahainul dgdd) clll zlas) e alatinly ¢ Uaall Jaly culilll 2las) 2y o
Ay diplay (MBMA) s yisall ismall alaiall z LY dayiall dae) )l
chidl e Al Alal) clld) e e .(Stego Audio) 4udaall clill (geay A
Sl
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Data Embedding Method Gllal) (pasat 48yl
e Input: Audio File.
e Input: secret Data.
e Matrix(sampels)=Get sampels from Input Audio.
e Matrix(secret)= Convert the secret Data to the binary stream .
e Let size = the size of matrix(secret) mode 3.
o Ifsize equal "1" then extend the matrix(secret) by two locations and give it
"0" value.
o Else If size equal "2" then extend the matrix(secret) by one location and give it 0"
value.
e Initialize m = val = inc = count = 1.
e Begin for loop start with i=0, increment by 3 ,till size of matrix(secret).
e Let cvr = contains the value of sampels(m) .
e Ifcvris negative then sgn = -1. else sgn=1.
e Let dcm = the decimal of the concatenation three bits(secret[i+2], secret[i+1],
secret[i],).
e Letr be the remainder after dividing cvr by 8 .
e cvr=cvr—e +dcm.
e |fsgn=-1thencvr =cvr* -1.
e Set the value of cvr at the sampels(m).
e Val =inc mod 8.
e [fval less than 8 then m =m + val + 1.
e Increment inc by one .
e End for loop.
[ 19 ] Intensity of Cover
The Message to @ 19%8=3
be embedded 1R— NNN1NNNN ]
e — |
[ 10 ] Intensity of Stego

- clibl) Cpadai dlaad Aaudag Jba (4) Jsil)

Data Extraction Method cliba) z)Adu) ddy

e Input: Stego Audio Data vector(stego),v= samples from stego , Message size
e Initialize m = x = count =1;binmsg1="";vector(bytes)

Begin for loop starting with i=0, incrementing 3 till entire message is
retrieved

let r be the remainder after dividing v by 8;

v = value of stego(m)

if(r == BI) where Bl varies from 0 to 7 then

convert r to 3 bit binary and add the each bis to vector(bytes).

End if
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Let r be the remainder after dividing x by 3;
Ifr=valthen m=m+r+1; whereval =0,1 and 2
X=x+1,

End For Loop

Initialize msgx=msg1="";k=0;

Begin for Loop with i=1, incrementing 1 and till
Message size

Begin for Loop with j=1, incrementing 1 and till 8
Increment k by 1;

msgx(j)= character equivalent of (binmsg1(k));

End For loop

End For Loop

Begin for loop starting with k=0, increment by 8 .
convert each 8 bits to 1 byte and assign it to a location in vector(bytes) .
end loop.

[ 19 ] Intensity of Stego data

@ 19% 16 = 3

[ 3=011 ] Message Extracted

- il zhadud Al asiags Jba (5) Joad)
WAV st MP3 3 £laadU alail) dgaly -7

(10) (9) (8) (7) (6) &2V (b LS olaall Ayl Clgalsl) mny (L Lasd

Please Enter Your Text Here Extracted Text Will Be Here

Grbill dpaniyl) dgalsl) (6) Jedd)
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1
o File |
§ Sound Record
¢ Sound Recorder | == Add Cover File

Voice Commands

Add Data File

Wave Oscillator

Tools 4aild (8) Jsi File 4 (7)Jss

Start Recording
Stop

-
ol Oscillator

wave furl& &1)__

sl Laje Agals (10) Jsa

glaiuy) g s WAY) i ledd obudY) Jabial) -8
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Wav cigpa cila 3s)@
or MP3

alilal) 3¢),8

v

ale J) Ggal) Jagald

v

Binary ) <) Jagas

ilS 1) Lagd (asd g die LSA
Lage o) Al
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Z[I i (m’ n) B IZl(m’ n)]2

MSE =M

M = N

Ludd) a)lady) -9
55 Jslaall) Al 33 G aasis ) 45l clsaY) el g oLAY) 4 o

[3]: L] Al ) )LBaN) e g5l B2e aa g Cum (6
LAY sl Jaay) s,Lal n (Mean Squared Error) Uasll aope Jaee alay) ¥

Q)

daladl)

’é)\.ﬁa?d )_L,_fjb 32acY) 22 N s M Jid Eus
« (Peak Signal-to-Noise Ratio) ula¥l 3,Lay) dews ) ¢ loagaal) duw (i 1 LG

(2) Aaladl)
R2
PSNR =10log, [—1 ... 2
Mers @
L) c)lady) ad (5)J s
Audio File Audio Measure Data Size Data Size Data Size
Length 10 KB 100 KB 500 KB
. MSE 2.6001e-09
(-
wav. ey 00:00:04 PSNR 76.7408 65.6286 N.A
CAaL MSE 1.4882e-10 | 1.2445e-09
Speech.wav 00:01:01 PSNR 80,0531 20.8300 N.A
AA. MSE 6.3761e-11 | 4.1455e-10 | 2.3807e-09
Calculwav | 00:03:02 | poyNp 97.2187 89.0884 81.4971
LSB s MBMA (s 4ijlia (6)J 52
M8MA LSB
Audio File | Data Size | Data Size | Data Size | Data Size
100 KB 500 KB 100 KB 500 KB
wav.iews | 65.6286 59.6291 63.1045 57.3481
Speech.wav | 70.8300 63.7102 66.2773 59.1220
Calcul.wav 89.0884 81.4971 82.2610 74.9821

alakiiwy -10

Jalaill e Bysa ) gl cilile ge daadl Gl Jll (S 238 L DA (g
ialall A5y MP3 @ipall Cile off I A8LaaYl 13a ¢ saneial) Lailugl) ¢ al 4 ae
f) ALY L L agall dpas aan 4y
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Bit apa; il clild) g5l (e s () £ LY Lpdasill culyids plasind oSy .1
. Stream

i3 858 (58S MP3 ge Jalall (o Jgd WAV igucall il as il o) .2
Cigeall LA

e JSI LAY dlee (o il Cgaall raal Aial) aas ) WIS .3

@) s i Hsehs are lacal clhal) cale Jola e Al bl oy oSay .4
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