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Audio Steganography Using M8MA Technique

Abstract
In recent years , The use of concealment techniques that include

audio files has been increased  due to the fact that the tools available to
analyze sound fail when applied .

Another reason is the popularity of MP3 and WAV files , especially
on the Internet,  the purpose of this research is to shed light on one of the
latest of these techniques which is M16MA  that is used to hide data
within the Audio Files .

As well as give a general view on the audio formats that have been
used as a cover for the data and identify some of the characteristics and
advantages of those formats, the purpose of this research is to apply the
algorithm above to the audio files of type WAV and MP3.
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C #is used as the programming language to apply the practical part
and building project interfaces.
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)1 (

1- FE Steganography function "Embedding
2- IFE Steganography function "Extracting
3- Cover                      Cover data in which EMB MSG will be hidden
4- EMB MSG             Message to be embedded
5- optional key            Parameter of FE and IFE
6- Stego cover             Cover data with embedded message

2 -

MP3

200485%[3].

ASCII Code  

RSA2007]4[.

MP3Quantized Spectrum

BEIXING DENG200780 %]5[ .

DiqunQuantization StepMP3

2009]6[.

 WAV

2012]7[.
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FE IFE-1

OptionalOptional

Cover Cover

EMB MSG EMB MSG
Stego cover
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)Volume ()Analog Signal (
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)Digital Signal (

)A-D Converter(.
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1.Sampling Rate :

.
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2.Bit Per Sample :

)8 bit ()16 bit(

[3].

3.Number of Channel :

)Stereo (

)Mono(

[3].

5-

1- )WAV(

(.WAV)

(Windows)MicrosoftRIFF

)Resource Interchange File Format (

WAV

Mono) ()Stereo (.

WAVRIFF

 )RIFF   "fmt"   List   " data"

 (WAVRIFF

RIFF ChidCksize

8-bytesRIFF Chid Chsize.

sub chunk RIFF Chunk:

-"fmt"PCM

.

-"data"

RIFF Chunk.RIFF

Chunkbytes"fmt"

"data" .RIFFList
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"data")1 (

 WAV)1-11([13].

)1 (RIFF

DescriptionContainsOffsetSize/bFiled
Signature For Resource Interchange File Format"RIFF"041

Total File SIZE -8Size442
Signature for audio RIFF"wave"843

After it the Information about the sound" fmt"1244
Size of info after this local16/181645

Usually 1=PCM : 0 not CompressedCompr. Code2026

1 mono, 2 stereoNo. of
Channels2227

The file sampling rateSamples/Sec2448
Number of bytes/secondByte/sec2849

Size of sample in bytesSample size
in bytes32210

Size of sample in bitsSample size
in bits34211

This location is exist if offset 16 contain 18Reserved36212
Chunk type data"Data"36/38413

The length of the sound data in bytesLength of
Sound Data40/42414

Actual sound samplesSignalNLength
of Data15

2- )MP3(

MP3

Frannhofer Institute

 MPEG 1 layer 3

 MP3.

  MP3

 [11][10].MP3)Frames (

)Header (32Bit

.

MP3

)ID3 tag (256 Byte.[12]
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MP3)Bit Rate(

Constant Bit Rate (CBR)

Variable Bit Rate (VBR)

.

MP3
AAAAAAAA AAABBCCD EEEEFFGH IIJJKLMM

)2 (MP3

DescriptionLength
(bit)Sign

Frame sync (all bits set)11A
MPEG audio version (MPEG 1, 2, etc)2B
MPEG layer description (layer I, II, III)2C

Protection (if on, then check sum follows header)1D
Bit-rate index (lookup table used to specify bit-rate for this

MPEG version and layer)4E

Sampling rate frequency(lookup table)2F
Padding bit (on or off, compensates for unfilled frames)1G

Privet bit (on or off, allows for application specific triggers)1H
Channel mode (stereo, joint stereo, dual channel, single channel)2I

Mode extension (used only with joint stereo to conjoin channel data)2J
Copyright (on or off)1K

Original (off if copy of original, on if original)1L
Emphasis (respects emphasis bit in the original recording : now

largely obsolete)2M

)3  ( Bit Rate

)4  (Sample Rate

Bit
Rate

Bits
Value

800110
960111
1121000
1281001
1601010

Bit
Rate

Bits
Value

1921011
2241100
2561101
3201110
Bad1111

Bit
Rate

Bits
Value

320001
400010
480011
560100
640101

Sample RateBits Value

4410000
4800001



 M8MA

]422[

:
Frame Length in Byte = 144*Bitrate/(Sample Rate +Padding)

ByteMP3[12].

6- ) M8MA(

)MP3,WAV(

8)Mod8 Method – M8M (

)Mode 8 Method

for Audio  – M8MA (

.

)Bit stream(

.

3bit

8

.

).(
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)Stego Audio.(

3200010
Reserved11

)Stego Audio. (

)M8MA (.
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Data Embedding Method
Input: Audio File.
Input: secret Data.
Matrix(sampels)=Get sampels from Input Audio.
Matrix(secret)= Convert the secret Data to the binary stream .
Let size = the size of matrix(secret) mode 3.
If size equal "1" then extend the matrix(secret) by two locations and give it
"0" value.
Else If size equal "2" then extend the matrix(secret) by one location and give it "0"
value.
Initialize m = val = inc = count = 1.
Begin for loop start with i=0 , increment by 3 ,till size of matrix(secret).
Let cvr = contains the value of sampels(m) .
If cvr is negative then sgn = -1. else sgn=1.
Let dcm = the decimal of the concatenation three bits(secret[i+2], secret[i+1],
secret[i],).
Let r be the remainder after dividing cvr by 8 .
cvr=cvr – e + dcm.
If sgn=-1 then cvr = cvr * -1.
Set the value of cvr at the sampels(m).
Val = inc mod 8.
If val less than 8 then m = m + val + 1.
Increment inc by one .
End for loop.

)4 (.

Data Extraction Method
Input: Stego Audio Data vector(stego),v= samples from stego , Message size
Initialize m = x = count =1;binmsg1="";vector(bytes)
Begin for loop starting with i=0, incrementing 3 till entire message is
retrieved
let r be the remainder after dividing v by 8;
v = value of stego(m)
if(r == BI) where BI varies from 0 to 7 then
convert r to 3 bit binary and add the each bis to vector(bytes).
End if

19

16= 00010000

19

3= 011

19 % 8 = 3
Intensity of Cover

Intensity of Stego

The Message to
be embedded
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Let r be the remainder after dividing x by 3;
If r = val then m = m + r+1; where val = 0, 1  and 2 ;
x = x + 1;
End For Loop
Initialize msgx=msg1=’’;k=0;
Begin for Loop with i=1, incrementing 1 and till
Message size
Begin for Loop with j=1, incrementing 1 and till 8
Increment k by 1;
msgx(j)= character equivalent of (binmsg1(k));
End For loop
End For Loop
Begin for loop starting with k=0, increment by 8 .
convert each 8 bits to 1 byte and assign it to a location in vector(bytes) .
end loop.

)5 (.

7-MP3WAV

)6) (7) (8) (9) (10(

)6 (

19

3= 011

19 % 16 = 3

Intensity of Stego data

ExtractedMessage
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)7 (File)8 (Tools
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 Wav
or MP3

 Binary
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MSE

MN

 :) (Peak Signal-to-Noise Ratio

)2(.

][log10
2

1 MSE
RPSNR o                        ……………. (2)

)5 (

Data Size
500 KB

Data Size
100 KB

Data Size
10 KBMeasureAudio

LengthAudio File

N.A65.62862.6001e-09
76.7408

MSE
PSNR00:00:04.wav

N.A1.2445e-09
70.8300

1.4882e-10
80.0531

MSE
PSNR00:01:01Speech.wav

2.3807e-09
81.4971

4.1455e-10
89.0884

6.3761e-11
97.2187

MSE
PSNR00:03:02Calcul.wav

)6 (M8MALSB
LSBM8MA

Audio File Data Size
500 KB

Data Size
100 KB

Data Size
500 KB

Data Size
100 KB

57.348163.104559.629165.6286.wav

59.122066.277363.710270.8300Speech.wav
74.982182.261081.497189.0884Calcul.wav
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