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“ Each Party shall adopt such legislative and other measures as may be

necessary to establish as criminal offences under its domestic law , when

committed intentionally , the serious hindering without right of the =

=functioning of a computer system by inputting , transmitting , damaging ,

deleting , deteriorating , altering or suppressing computer data .
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offences using information technology , the convention uses technology —
neutral language so that the substantive criminal law offences maybe applied
to both current and future technologies involved .
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ABSTRACT :

The phenomenon of computer, network, and informatics crimes -
cybercrimes or white collar- relatively is a new phenomenon of serious
crimes in which signalize our society to be acquainted. This is based on
the ground that these kinds of crimes target all kinds of confidential
data and information. Furthermore, cybercrimes is committed by
professional criminals and they commit it in a hidden way. Hence, the
object of these types of offense is data and information in computers
and when this information is transformed via network, in particularly
via internet. This indicates the seriousness of informatics crimes which
affect the right of information, affects individuals’ privacy, threaten
national security and sovereignty, effect on community confidence, and
it will affect human’s thinking and inventions. Therefore, apprehending
the essence of informatics crimes, its nature, clarification object of the
crime, its merits, seriousness, the damage and loss in which results
from it, perpetrators attribute and motivation is very substantial to deal
with the scope of this dangerous phenomenon pertaining to economic,
social, cultural, and security .

Although Arab societies have not been affected by the
informatics crimes in a wide scope, the dangerous and seriousness of
this crime will be a lot due to the preparedness of technical,
legislatively, and its performance- information protection strategy- is
not sufficient to encounter these kinds of crimes, or they might not
have regulated at all. On the other hand, informatics crimes have been
increased in developed countries, such as United States and Europe.
Thus, most of these developed countries have regulated and set laws in
both national and international level’s to encounter these types of
crimes. In addition, regional and international organizations-
specifically regional organization in Europe- have called upon
regulating and encountering informatics crimes; likewise many
countries which had no laws to regulate it, they have commenced to
pass laws or amend the existed law which was not adequate to provide
efficient legal protection against this crime.
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