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Abstract with the increasing use of the internet, a global network, Information security is a substantial

issue in today's business. Information security has become one of the most important aspects of modern
electronic society. Security of information, networks, and systems is vital to make information systems
work satisfactorily and enable people to safely get the information they need. Security is the practice of INE=
defending information from unauthorized access. This paper discusses the essential characteristics of secure ‘E__gn
communication and the important processes used by administrators to protect data and systems. P o
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1. INTRODUCTION

Today's society is aware of the threats associated with the
internet, a global network that connects millions of computers
to enable communication and quick access to information
from anywhere. The possibility of information being altered,
stolen, or used improperly is one of the major concerns.
Cybersecurity is seen as occurring whenever unauthorized
access is made to a system or network with the intention of
damaging that system's data. Information security is
described as "protecting information and its vital parts,
including the systems and hardware that use, store, and
transport that information” by the Committee on National
Security Systems (CNSS) in the United States [1]. Common
logic dictates that as technology develops, humans will be
responsible for both the benefits and the harm.

Personal information, contact details of staff, customers,
secret business plans for the foreseeable future, trade secrets,
Confidentiality: When unauthorized individuals can read or
copy data from a system, confidentiality is compromised.
This includes information about health and patients, personal
bank and credit card information, information about
intellectual property, inventions, and patents, exam results,
names of people or organizations that provide services like
drug rehab or psychological counseling, as well as contact
information for employees, clients, and students. Because it
fosters respect and trust in the workplace, stops information

inventions, and other information that gives the company a
competitive edge are among the crucial information that
needs to be kept private for people and organizations.[2]
Through a variety of methods, such as hacking, viruses,
worms, denial of service attacks, spamming, mobile malware,
etc., attackers may gain access to computer systems without
the knowledge of the person or organization using them [2].
This severe damage could prevent the systems from
functioning properly and deny service to authorized use
2. ESSENTIAL SECURITY ATTRIBUTES

Confidentiality, integrity, and availability are the core
security requirements in relation to online information.
Authentication, Authorization, and Nonrepudiation are ideas
pertaining to information users to ensure the above security
features. The primary needs for safe communication and
security management are these security features which will
be discussed [4].

from being misused, and safeguards people's and
organizations' reputations, confidentiality is crucial [3].

Integrity: It can be described as the characteristic that data
hasn't been changed without authorization [5]. When
information is accessible across an insecure network, it can
be perverse. Loss of integrity is the term used to describe
when information is transformed in unanticipated ways. This
indicates that information is altered by uninvited parties.
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Errors in hardware, software, human interaction, and
invasions all have an impact on integrity [6]. In order to
preserve information security, access permission is a crucial
issue. Integrity is crucial for crucial financial and safety data
utilized in processes like air traffic control, electronic fund
transfers, and financial accounting.

Availability: ~ "Timely, dependable access to data and
information services for authorized users" is how availability
is defined by [7]. One threat to information security is the
denial of service (DoS) attack, which aims to make a user-
accessible information resource inaccessible [8].

In contrast, the availability attribute indicates that authorized
users can access information and related resources whenever
they need to. [9] stated that a number of factors, including
system software, hardware, and network, affect the
availability of information. Dependency on the network is
crucial because users who are unable to use the network or
particular services it offers will be subject to "denial of
service." In service-oriented industries that rely on
information like (airline schedules), availability is crucial.
Organizations use authentication and authorization because
the permission should only be granted to those who can be
trusted with the information in order to offer users access to
the data they need to utilize.

3. AUTHENTICATION AND AUTHORIZATION
The two vital information security processes to safeguard
systems and data are authentication and authorization. "The
technique that enables recognition of a user described to an
automated data processing system™ [10] is the definition of
authentication. This indicates that a user authenticates
themselves to a computer system by providing certain
information, such as a user name and password, in order to
log into a system. The system validates the submitted
identification and grants access to the user. The research of
[10] highlighted various issues with this authentication
mechanism, one of which is that passwords are difficult to
remember, particularly when they are long and unpredictable,
and become harder to remember over time. It becomes more
challenging if users must memorize unique passwords for
every service offered by a system, particularly if the system
offers several services. Using single sign-on on the network,
which enables users to sign on once to a system throughout
the session even if they are using multiple services of the
system, is one solution offered to address this issue [10].

Various identity-providing techniques in the context of
computer security make advantage of the user's biometric
traits. The user can be verified if the attributes are distinct for
each individual. Think about voice, face, and fingerprint
recognition as examples. Despite the fact that fingerprint
automation technology is widely used in biometric-based
authentication systems due to its convenience and low error
rates, research [11] revealed that there are a number of issues

with this technique, the most significant of which is the
quality of the fingerprint image, which has a significant
impact on the performance of the entire system. More
research is still required to accurately capture a fingerprint
digitally without distortion or a low-quality partial image in
order for the device to function as intended.
Simply put, authorization is the right of access to network
services and applications. After a user has been authenticated,
authorization is the next stage. Based on rules and access
policies for particular user types, authorization enables users
to access various levels of information and execute functions.
Verifying the files, data, and programs a user is authorized to
access is the process of authorization [12]. Access to users
should be restricted to those who are authorized to do so. A
individual working in an organization's financial department,
for instance, shouldn't have access to personnel information
and records.
Authorization limits access to a secured component based on
a user's access privileges, i.e., they are unable to access files
or information that is prohibited by their position within the
organization. According to [13], there are various methods
for defining access rights, or the necessary elements and how
they work together. Three main elements describe an
authorization model: Object is the system entity that needs
protection (such as a file, database table, or record), Subject
is the active entity (such as a user, group, or organizational
position) that requests access, and Action specifies what the
Subject can do with the Object (e.g. access right, type of
activity).
Both, authentication and authorization are security processes
that prevent unwanted access to a secured system.
3.1 How Authentication Works

The basic objective of authentication is to demonstrate
the user's identity through authentication techniques such
usernames and passwords, biometric data like fingerprint or
facial recognition scans, and phone or text confirmations
[14]. The procedure for identity authentication using a login
and password (the most popular type of authentication) is as
follows:

1. The user sets up a username and password to access
the desired account. The server then stores those
logins.

2. The server compares the user's login credentials to
those stored in its database as the user begins to log
in using his unique username and password. The
user can access the system if they match.

3.2 Types of Authentication
1) Single-Factor Authentication

To access a system, single-factor authentication (SFA) or
one-factor authentication utilizes a login and password.
Although this is the most widely used and recognized type of
authentication, it is regarded as having low security [14].
Single-factor authentication just offers one barrier, which is
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its fundamental flaw. To access the system, burglars merely
need to take the login information. Moreover, employing
weak passwords, exchanging admin credentials, and reusing
passwords all make it much simpler for hackers to guess or
discover them [15].

2) Two-Factor Authentication

The usage of two-factor authentication (2FA) adds an
extra degree of security to users' capacity to access networks
and systems. Two factors of authentication from the three
categories are needed with 2FA rather than just one:

e  Something you know (i.e., username and password)

e Something you have (e.g., a smart card)

e Something you are (e.g., biometric credentials)
With two-factor authentication, it is also essential to add a
factor from the other two categories as a second tier of
security on top of providing a user name and password as a
first line of defense [15].

3) Three-Factor Authentication

The use of three independent authentication factors—one
from something you know, one from something you have,
and one from something you are—is known as three-factor
authentication (3FA) [15].

4. EMERGING AUTHENTICATION TRENDS
It is apparent that when cybercrime and malicious
assaults rise, security threats do as well, growing in
complexity. To offer more security against
damaging attacks, authentication techniques must
be continuously improved. To guarantee secure
access across industries, it is anticipated that newer
and more sophisticated authentication mechanisms
will be used. The ability to improve and enhance
biometric authentication capabilities will be one of
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system, were reviewed in this article together with the
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