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 The increasing resistance of microorganisms to commonly used antibiotics has 

become a significant public health problem. To address this issue, new approaches are 

urgently needed to combating these types of pathogenic microbes. Nanoscience has led to 

the development of novel antibacterial materials including metal nanoparticles like silver, 

zinc, copper, gold, nickel, magnesium, iron, titanium, palladium selenium and aluminum. 

These materials have shown significant bactericidal properties against wide range of multi-

drug resistant bacterial strains. Metal nanoparticles physically disrupt and inactivate various 

cellular contents of microorganisms without effected by resistance mechanisms. 

Nanomaterials small size, prolonged antibacterial effectiveness, and low toxicity contribute 

to reduce environmental hazards. However, scientists need to address several challenges, 

including health and bioethical concerns, risks of toxicity, and physiological and medical 

considerations associated with the use of nanomaterials as antibacterial drugs. Due to the 

lack of bacterial resistance mechanisms against nanoparticles, we could see these molecules 

replacing antibiotics in the treatment of pathogenic bacteria. 
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Introduction  

             The discovery of penicillin revolutionized 

medicine and proved the beguines for synthesized and 

modified many antimicrobial drug which known as 

antibiotics [1].  

Antibiotics are used to combat microbial 

infections that caused by pathogenic microorganisms 

such as bacteria and fungi. The mechanisms of 

antibiotics activity can be classified into five classes 

including the suppression of cell wall synthesis, DNA 

replication, protein biosynthesis, membrane functions 

and metabolic pathways [2] (figure 1). 
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Figure 1. The action mechanisms of antibiotics [3]. 

 

             Since microbial infections have a major concern 

in the medical field due to their significant threat to 

human health that lead to dangerous illness cases and 

even death. Recently, the abuse and overuse of 

antibiotics have led to the spread of multi-drug resistant 

(MDR) bacterial strains [4]. Antibiotic resistance can 

occur through two main forms: natural and acquired 
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resistance. Natural resistance is the result of resistance 

gene that either be often expressed (innate) or activated 

following antibiotic treatment (mediated) while acquired 

form result mutations or acquiring resistance genetic 

materials through processes such as translation, 

transposition or conjugation [5]–[7]. Mechanisms of 

antimicrobial resistance (AMR) include limitation of 

drug uptake, modification of drug targets, efflux of 

drugs and inactivation of drugs [8] (figure 2). 

 

 
Figure 2. The mechanisms of antibiotics resistance [9]. 

 

             The global spread of MDR bacteria has led to 

increased prolonged illnesses, healthcare costs and 

mortality rates. To overcome this issue, harnessing of 

therapeutic nanotechnology for drug production and 

combating MDR bacterial strains have been proposed 

[10], [11]. Nanotechnology has made significant 

advancement in the fabrication of nano inorganic and 

organic particles that have important medical 

applications such as therapeutics, diagnostics and drug 

delivery [12]. The unique physicochemical properties of 

nanoparticles (NPs) are considered innovative tools that 

can be utilizing for diagnostic, targeted drug delivery, 

noninvasive imaging and for treatment of various 

chronic diseases [13], [14]. NPs offer a promising 

antimicrobial compounds to tackle the challenges 

associated with antibiotic resistance through distinct 

mechanisms compared to traditional antibiotics [11].  

 

Methods for synthesis of NPs 

             The synthesis of NPs can be achieved through 

three main approaches include physical, chemical and 

biological (figure 3).  The chemical and biological 

approaches referred to as the bottom-up approach that 

involve assembly and formation of NPs from smaller 

compounds while the physical methods known as the 

top-down approach that involve the manipulation of 

bulk materials to obtains NPs [15]. 

 

 
Figure 3. The methods of NPs synthesis [15]. 

 

Antibacterial mechanisms of metal nanoparticles 

(MNPs) 

             Metal nanoparticles MNPs possess advantages 

as active antibacterial agents that act through various 

mechanisms to kill microorganisms or prevent their 

growth. These mechanisms include the damage of 

molecules such as DNA, proteins, cellular membranes 

and mechanical disruption of cellular components) as 

well as the generation of new molecules (such as 

reactive oxygen species (ROS) and modification of 

signals transduction) (figure 4) [16]–[18]. Biofilms 

serves as environments for microorganisms to persist, 

multiply and interconnect by quorum sensing (QS). 

Traditional antibiotics resolves infections caused by 

planktonic bacterial form but fails to destroy the biofilm 

itself. In some cases, MDR arises from the failure of 

antibiotics to penetrate the biofilms and the alter the 

phenotype of bacteria inside this structure [19]. The 

large surface areas of MNPs relative to their sizes 

enabling them to enter biofilms effectively and act as 

active antimicrobial agents [20]–[27]. Gram-negative (G 

–ve) bacteria are inherently more protected against 

antibiotics compared to gram positive (G +ve) bacteria 

due to the presence of outer membranes. The outer 

membrane of G –ve bacteria consists of  lipoproteins, 

phospholipid bilayer and endotoxin [28]. The synthesis 

of efflux pumps on the outer membranes that quickly 
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remove antibiotics from the bacterial cell as soon as the 

antibiotics enters. The accumulation of MNPs in the 

outer membranes resulting in destabilization, collapse 

potential and depletion of intracellular energy for these 

membranes [29]. Electrostatic interaction is a crucial 

antibacterial mechanism that enabling the adhesion of 

positively charged MNPs with bacterial cell walls [18], 

[30], [31]. MNPs can alter respiratory enzymes on 

bacterial membranes leading to the generation of ROS 

that react with proteins and lipids on the membrane. 

Also, ROS can also directly damage components within 

the bacterial cytoplasm [32]. The high absorption 

coefficient of MNPs can modulate signal transduction in 

bacteria by affecting protein phosphorylation that lead to 

inhibition of cell growth and cell cycle development. 

The other mechanism of antibacterial therapy of MNPs 

involves the inhibition of quorum sensing that lead to 

inactivation of signal molecules in the communication 

circuit system of biofilm bacteria and disrupting their 

structure [33]–[35]. 

 

 
Figure 4. Antibacterial mechanisms of MNPs [18]. 

 

Silver nanoparticles (Ag NPs) 

             Silver-based nanocompounds are widely used in 

various industries due to their potent antibacterial, 

antifungal and antiviral activities [36]–[38]. The 

antibacterial mechanisms of Ag NPs have been 

extensively studied. Ag NPs physically cause cell death 

by binding with bacterial cell walls that resulting 

structural disruptions and increase membrane 

permeability [39]. Ag NPs also interact with bacterial 

proteins, and preventing DNA replication [40]. Previous 

studies have highlighted the ability of Ag NPs to inhibit 

the growth and multiplication of various bacteria 

including S. aureus, C. koseri, S. typhii, B. cereus, E. 

coli, P. aeruginosa, K. pneumonia, and V. 

parhaemolyticus [41]. Upon exposure of MDR bacteria 

to Ag NPs, notable changes were observed in the 

bacterial cells including the cell wall become thinner, 

the cell membrane shriveled and fractured, the cellular 

contents leaked out and accumulation of ROS [42]. 

Combination therapies involving Ag NPs and other 

antimicrobials agents have shown promise in tackling 

MDR bacteria and reducing toxicity thereby increasing 

the antibacterial effects against wide range of pathogenic 

bacterial strains. For example, a long-lasting 

microbicidal outcome lasting 5 weeks when treating E. 

coli with 250 μg/ml of Ag NPs in nanohybrid containing 

albumin-conjugated Ag [43]. 

 

Gold nanoparticles (Au NPs) 

             Au is generally considered non-toxic metallic 

element but this behavior can convert when it oxidized 

[44]. Various studies have highlighted the potential of 

Au NPs in various biomedical applications, particularly 

in antibacterial and anti-biofilm photothermal 

treatments. Furthermore, these nanomaterials have been 

extensively studied for applications such as bio-imaging, 

gene delivery, targeted drug delivery, diagnostics, bio-

sensing, photo-induced therapy, anti-cancer and tissue 

engineering [45], [46]. For antibacterial properties, Au 

NPs have demonstrated activity against both G +ve and 

G -ve bacterial strains [47]. Their antibacterial 

mechanism depends on their nano-sizes. Smaller NPs 

create large irreversible pores during their translocation 

across the bacterial cell membrane leading to bacterial 

cell death [48]. Larger NPs in the size range of 80-100 

nm while unable to freely cross the bacterial cell 

membrane have also been shown to eliminate bacterial 

cells [49]. Light activation is utilizing to enhance the 

antibacterial activity of Au NPs in two main strategies 

that are antibacterial photothermal therapy (APTT) and 
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antibacterial photodynamic therapy (APDT). These 

approaches have the advantage of being difficult for 

bacteria to develop resistance against. In APTT, Au NPs 

are used to convert light into thermal energy which 

generates localized hyperthermia upon laser irradiation 

and effectively eradicates bacteria and biofilm structures 

[50], [51]. APDT involves irradiating photosensitizers 

that generate ROS that leading to inhibit bacterial 

growth. APDT is generally less efficient against G -ve 

bacteria compared to G +ve bacteria, but combining 

APDT with other antibacterial methods can enhance its 

effectiveness [52]. 

 

Zinc nanoparticles (Zn NPs) 

             Zinc ions (Zn
2+

) are essential trace metals for 

microbial metabolism and are present in the active site 

of many enzymes. Zn
2+

 plays a crucial role in various 

metabolic reactions including the anabolic and catabolic 

of carbohydrates, lipids and proteins [53]. The 

concentration of Zn
2+

 is a critical agent affecting 

bacterial growth. At low concentration, the Zn
2+

 

promotes growth but excessive Zn
2+

 inhibits bacterial 

growth. Excess Zn
2+

 can compete with other metals 

leading to mismatches in metal-binding proteins, protein 

denaturation, enzyme inactivation, membrane rupture 

release of cytoplasmic contents and cell death [54]–[56]. 

Zn NPs compared to common Zn
2+

 possess unique 

properties that allow them to easily penetrate the 

bacterial cell walls due to their nano-sizes. Zn NPs 

exhibit antibacterial effects by disrupting the cell 

membrane, inducing oxidative stress and generating 

ROS [57]. They have shown inhibitory effects against 

various bacteria, such as L. monocytogenes, E. coli, S. 

aureus, and K. pneumonia [58], [59]. Zn NPs have also 

exhibited photocatalytic antibacterial efficacy when 

exposed to ultraviolet irradiation, where excited 

electrons and positively charged holes react with 

oxygen, hydroxyl groups, and water to produce ROS. 

These ROS then interact with biological 

macromolecules, leading to cell damage and inhibition 

of bacterial growth [60], [61]. Interestingly, Zn NPs 

exhibit higher activity against G +ve bacteria than G -ve 

bacteria, possibly due to variances in cell wall 

composition [62]. 

 

Copper nanoparticles (Cu NPs) 

             Copper (Cu) ions, an essential trace element 

plays a vital role in the organs biological functions and 

metabolism in organisms. However, both low and high 

concentrations of Cu ions can have harmful effects [63], 

[64]. Cu ions can act as an electron donor/acceptor, 

switching between the redox forms of Cu (I) and Cu (II) 

in certain enzymes thereby rising toxicity to bacterial 

cells [65], [66]. Another proposed mechanism of Cu ion-

induced toxicity involves the displacement of Fe ion 

from Fe-S structure [67]. Cu NPs have shown effective 

ability to killing MDR bacterial strains. By combining 

Cu NPs with other antibacterial drugs, an effective 

strategy that target MDR bacteria can be developed. The 

use of a Cu-cotton nanocomposite has been shown to 

enhance the release of Cu ions and effectively kill MDR 

bacteria [66]. Capping Cu NPs with a cationic polymer 

like chitosan enhances their ability to bind with the 

negative charged cell envelope [68]. G +ve bacteria such 

as S. aureus are generally more sensitive to Cu NPs than 

G -ve bacteria like E. coli [66]. Based on their sizes, Cu 

NPs can be toxic to bacterial cells due to generation of 

ROS on their surfaces [69]. 

 

Nickel nanoparticles (Ni NPs) 

             Ni NPs exhibit antibacterial properties against 

MDR bacteria such as K. pneumoniae and E. coli. 

Furthermore, Ni NPs find applications in water 

disinfection, industry, medical field, and food packaging 

[70]. While the antibacterial properties of Ni NPs is not 

as potent as those made from Ag NPs and Si NPs but it 

is powerful than that of Au NPs [71]. Additionally, there 

has been a shift towards eco-friendly manufacturing 

approaches, moving away from physical and chemical 

methods to green synthesis routes utilizing plants and 

microorganisms extracts [72]. Surface interactions of Ni 

NPs with polymers is another method to enhance their 

antibacterial properties while improving 

cytocompatibility. For instance, the loading of Ni NPs 

(120-150 nm) into chitin nanogels has resulted in higher 

toxicity against microorganisms at lower concentrations 

than pure Ni NPs. In vitro cytocompatibility tests 

conducted on A549 and L929 cells indicate that Ni NPs 

-loaded chitin particles are entirely non-toxic [73]. 

Alteration in the morphology and size of Ni NPs can 
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lead to improvements in their antimicrobial activity and 

cytocompatibility. Morphology modulation is dependent 

on the synthesis rate in various crystallographic states 

which can be modulated by setting experimental 

conditions like the ratio of metal ions and reducing 

agents, pH, irradiation period and production energy. Ni 

nanoplates offer more differences in shape and 

dimension [74]. For instance, novel platinum-on-flower-

like Ni NPs have been synthesized using ultraviolet 

irradiation to induce the accumulation of ROS thereby 

enhancing their antibacterial activity [75]. 

 

Magnesium nanoparticles (Mg NPs) 

             Mg NPs offer an attractive alternative to other 

heavy metal-based NPs such as Ag NPs, Fe NPs, and Zn 

NPs. This is because Mg NPs can be efficiently 

degraded and metabolized within the body and their 

degradation products include magnesium ions (Mg
2+

) 

and hydroxide ions (OH−) can be easily discarded. Mg 

NPs have gained significant attention in recent years due 

to their versatile applications in catalysis, biomedical 

materials, and absorbents. Extensive research has 

highlighted the antibacterial properties and ability to 

combat biofilm formation exhibited by Mg NPs against 

various bacteria. Therefore, Mg NPs have the potential 

to serve as an effective nano-carrier material for the 

delivery of therapeutic compounds [76]. The bactericidal 

mechanism of Mg NPs involves the physical 

destructions of cell wall after adsorption on it [11]. 

Studies have shown that Mg NPs exhibit effectiveness 

against various pathogenic bacteria including E. coli, P. 

aeruginosa, S. epidermidis, S. aureus, C. albicans, C. 

albicans FR, C. glabrata, and C. glabrata ER. 

Furthermore, Mg NPs have shown promise as 

antimicrobial agents against phytopathogens, indicating 

their potential in prevent bacterial infections of plants in 

the future [77].  

 

Iron nanoparticles (Fe NPs) 

             In their bulk form, metal Fe is typically inert and 

lack inherent antibacterial activity while nano form of 

this metal represent an effective antibacterial agent. 

However, various studies have demonstrated that surface 

modification of Fe NPs can activate their antiadherent 

and antibacterial properties, leading to the eradication of 

biofilm structure for both G -ve and G +ve bacteria [78]. 

The antibacterial effect of Fe NPs has been investigated 

against various pathogenic bacteria such as S. aureus, E. 

coli, and S. dysentery [79]. By incorporating 

antimicrobial drugs like erythromycin onto Fe NPs, an 

enhanced antibacterial effect has been observed on the 

culture of S. pneumoniae. Similarly, when alginate-

capped Fe NP-tobramycin conjugates were used to treat 

P. aeruginosa bacterium responsible for nosocomial 

infections, their bactericidal potential was significantly 

enhanced. Also, this incorporation has demonstrated an 

ability to inhibit biofilm structure for this bacteria. Fe 

NPs represent a promising and cost-effective alternative 

drug for prevent and treatment of bacterial [80], [81]. 

 

Titanium nanoparticles (Ti NPs) 

             The microbicidal and antibiofilm properties of 

Ti NPs making them effective against various 

microorganisms such as bacteria, fungi, viruses, and 

parasites. Ti NPs has found numerous applications in the 

food package, medicine, drug delivery vehicles, 

cosmetics, air/water purification, and as antimicrobial 

coatings on biomedical equipment. These nanomaterial 

have demonstrated antibacterial effects toward bacterial 

strains such as E. coli, P. aeruginosa, S. aureus, and E. 

faecium [82]. Furthermore, Ti NPs showed enhanced 

antibacterial efficacy against pandrug-resistant (PDR) E. 

coli bacterial species which are a major cause of bovine 

mastitis around the world. For non-toxic and 

biocompatible antimicrobial formulation, chitosan-

coated Ti NPs (CS-coated Ti NPs) prepared using the 

ionic gelation method have exhibited improved 

antibacterial properties. These combination has shown 

more antibacterial properties against PDR E. coli 

opening up new possibilities for alternative treatment 

strategies against highly resistant bacterial species. The 

antimicrobial mechanism of Ti NPs involves their 

photocatalytic activities. Under light exposure, Ti NPs 

generates ROS or disrupts the integrity of the microbial 

cell membrane that lead to oxidation of cellular 

components, causing destruction and eliminate bacterial 

growth [83], [84]. 

 

Palladium nanoparticles (Pd NPs) 
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             Pd NPs have significant importance in various 

fields due to their recyclability, and thermal and 

mechanical stability compared to other elements in 

Group 10 of the periodic table [85]. Chemical methods 

have been employed to synthesize Pd NPs with size-

dependent antimicrobial activities against bacteria such 

as E. coli and S. aureus [86]. Biosynthesis methods have 

also been employed to prepare antibacterial Pd NPs that 

are relatively non-toxic and biocompatible, utilizing 

biological extracts from plants and microorganisms [87], 

[88]. Pd NPs exhibits a higher propensity for ligand 

exchange compared to other metals. Ligand dissociation 

generates active metal species that can readily interact 

with other compounds [89]. Consequently, Pd NPs 

possess high toxicity to bacteria due to their increased 

reactivity, especially the smaller nanosizes. However, 

the surface modification of Pd NPs with organic 

materials have garnered interest of researchers in the 

field of pharmaceutical nano-drugs. Pd NPs hybrid with 

halosubstituted benzylamine, oxime or 

thiosemicarbazone ligands have been prepared, 

demonstrating high microbicidal activity against both G 

-ve and G +ve bacterial strains [18].  

 

Selenium nanoparticles (Se NPs) 

             Se NPs are extensively utilized for preventing 

the growth of medical or foodborne pathogens due to 

their antibiofilm activity [90]. Compared to other NPs 

which can be toxic to human cells due to the formation 

of ROS, Se NPs is considered non-toxic and 

biocompatible [91]. Smaller Se NPs have a more 

pronounced antibacterial effect against S. aureus 

infections compared to larger NPs [92]. Furthermore, Se 

NPs exhibit anti-fungal characteristics, as probiotics 

containing Se NPs have demonstrated a significant 

inhibition in the growth of C. albicans [93]. In the 

biomedical field, the green synthesis of Se NPs from 

nonpathogenic and eco-friendly actinobacteria was first 

reported in 2015. Furthermore, Se NPs exhibit effective 

antimicrobial properties toward P. aeruginosa, S. 

aureus, E. coli, and S. pyogenes, as well as antifungal 

properties against A. clavatus. Their antimicrobial 

activity is comparable to that of the antibiotic ampicillin 

[94]. Also, Se NPs were found to possess both 

antibiofilm and antioxidant activities and were 

successfully applied to expedite wound healing in rats 

with a high success rate [90]. In the food industry, Se 

NPs have been employed for inhibition of many 

foodborne bacteria such as E. coli, S. aureus, various 

Salmonella species, and L. monocytogenes [95].  

 

Aluminum nanoparticles (Al NPs) 

             The growth inhibitory effect of Al NPs on E. 

coli extends across a broad concentration range (10-

1000 µg mL−1) [96]. Similar to other metal oxide NPs, 

the increased generation of rea ROS is one of the key 

bactericidal mechanisms of Al NPs [18]. When loaded 

with other biopolymers, Al NPs exhibit significant 

microbicidal activities. For instance, the surface 

interaction of Al NPs with polymers, such as the 

combination of polylactic acid-Al2O3 or alginate-

chitosan with Al2O3, significantly enhances the oxygen 

content, water retention, and aroma of these films. These 

antibacterial materials are extensively used in food 

packaging films. Al-doped Zn coatings on polylactic 

acid films exhibit high antimicrobial properties toward 

E. coli and are employed in food packaging [97]. 

Chitosan/silica nanocomposite films doped with Al NPs 

demonstrate favorable spectroscopic and antimicrobial 

properties, making them suitable for optical and medical 

applications [98]. In the case of inorganic Al2O3 

materials, nano-Ag-TiO2 hybrids are embedded in 

anodic Al2O3 templates, leveraging the high porosity of 

these templates to improve the contact-killing and 

release-killing actions of the nanoparticles against 

biofilms [99]. 

 

Limitations  

             The increasing require for efficient and 

innovative microbicidal therapeutics and diagnostics has 

arisen due to the emergence of MDR microbial strains 

that are developing resistance to traditional antibiotics, 

posing a significant health issues. MNPs have shown 

great potential as microbicidal agents toward MDR 

bacterial strains, but it is crucial to dominate their size, 

shape, and stability. Various factors, such as shape, size, 

surface charge and chemistry, composition, MNPs 

stability, administration dosage, and the integrity of the 

host's immune system, directly or indirectly influence 

the interaction between MNPs and living cells. The 
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effectiveness of MNPs as microbicidal agents or drug 

delivery vehicles depends on their ability to permeate 

cells and distribute throughout different organs in the 

body like nerve cells, blood vessels, and the lymphatic 

system. However, the accumulation of MNPs in living 

cells, cellular structures, and tissues may have negative 

health effects [100]. In some cases, the small size of 

MNPs has been associated with toxic or inflammatory 

responses. Their ultrafine nature and large surface area 

enable interactions with cellular organelles, leading to 

toxicity, inflammation, activation of signaling pathways, 

induction of ROS, and inception of apoptosis [101]. 

Engineered MNPs can also interact with components of 

the immune system, resulting in the release of 

proinflammatory and inflammatory cytokines. 

Consequently, these NPs have the potential to modulate 

the immune system, which can have undesirable effects 

on the human body [102]–[105]. In mice, the exposure 

to CNTs has been associated with the formation of 

granulomas. Moreover, the translocation of NPs to 

extrapulmonary regions such as the heart, liver, brain, 

and kidneys has been observed in humans and animals 

[106], [107]. Therefore, wariness must be exercised 

when study and applying these materials, and their 

applications should only occur after identifying and 

addressing their potential adverse events. 

 

Conclusion  

             The emergence of drug-resistant microbes and 

the development of MDR among bacteria pose 

significant challenges in the medical field, despite the 

synthesis of numerous potential antibacterial 

therapeutics, whether through synthetic or biological 

means. There is an urgent need for innovative strategies 

to effectively address MDR bacterial strains. 

Nanomedicine has opened up new avenues for 

antibacterial therapeutics and diagnostics by utilizing 

innovative nanomaterials. These NPs present an 

alternative to antibiotics and show promising potential in 

addressing the issue of MDR. This review focuses 

primarily on the antimicrobial mechanisms of MNPs 

that contribute to the development of efficient 

antimicrobial agents and the prevention of bacterial 

infections. However, while these NPs have significant 

relevance as therapeutic agents in biomedicine, their 

limitations in terms of human health cannot be ignored. 

It is essential to exploit this technology in an efficient 

manner while carefully treatment their side effects and 

ensuring that they do not cause harm to individuals or 

the environment. 
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