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Abstract— In this paper, the limitation of the existing E-Government system is
highlighted, followed by the introduction of the new e-service framework that handles
the e-government system in the offline mode. This framework can manage complaints
and transactions in an effective manner. The current study is significant since an
unbiased assessment of the loopholes was conducted in accordance with the
information security guidelines. Furthermore, all possible vulnerabilities of the system
were assessed to evaluate the actual impacts of the information security guidelines.
Some suggestions have been recommended to improve the information security of E-
governance systems for Martyrs and Wounded of Popular Mobilization Forces and
Iragi Militaries. Nevertheless, the current project framework has been adopted from the
relevant research works performed earlier. The framework design involves two stages:
(1) design of a flexible website for Martyrs and Wounded of Popular Mobilization
Forces and Iraqi Militaries. In other words, we would like to provide a robust e-
government service to lragi government; and (2) improve system security and prevent
man-in-the-middle (MiMT) attack. The significance of this study is to reduce the claim
processing time for the martyrs and wounded of popular mobilization forces and Iraq
military. Furthermore, it will increase the reply time from the departments and the
clients to reply for their inquiries.

Index Terms— E-government, citizen, methodology, design, research, information and Internet

I. INTRODUCTION

There are several advantages associated with an e-government system, such as
improved productivity and fast execution[1]. Electronic transactions are popular because
the number of human errors could be reduced. However, combining all government
services in one web service portal could provide convenience to users [1]. It can interact
with government agencies efficiently as the number of paperwork is greatly reduced. The
electronic government is defined as the establishment of policies and communication
channels necessary to manage and control information through the implementations of
policies and laws in order to shorten the processing time[2]. In 2008, the United Nations
(UN) and some governments have created new services to improve the Iragi government's
infrastructure [3]. However, the new system is not ideal for storing information due to data
leakage. Meanwhile, there is a massive delay in the development of e-government in Iraqg
[4]. This is because e-mail services are becoming less popular, and there is a lack of
awareness amongst citizens about the importance of e-government. In 2013-2017, there was
a war between Irag and the Islamic State of Irag and Syria (ISIS). Popular Mobilization
Forcesand Iragi militaries have requested for relevant medical articles for medical
assistance [5]. However, the security of these websites is questionable [6].

Currently, Internet is widely used to assess a particular information [7]. The Internet
service, however, may not be stable at every moment [8]. In some instances, clients leave
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home and need to communicate with certain staff and collect information as soon as
possible, so wusing the web may not work properly through operating communication
processes. However, from the survey conducted by the Middle East government, the e-
government framework can be adopted in developing countries such as Iraq [8]. One of the
developing countries, namely UAE, has attempted to implement an e-government system
within its ministries before formalizing the system [9]. The first e-government system in
Dubai was implemented in 2003. [10]. The Iragi government attempted the similar strategy
as that adopted in UAE. The emblematic embargo of the Iragi government is revealed in
Fig 1.

Regulatory Telecommuncation
Framework infastructre

E-Goverment
Development

FiG. 1. CIRCULAR OF E-GOVERNMENT IN IRAQ [11]

Both Egypt and KSA have started to implement the e-government system since its introduction in
2000 [12]. Due to the war occurred in 2003, the infrastructure in Iraq has been destroyed. Thanks to the
assistances provided by the United Nations and the Federation of Nations, there were some
improvements after one year [13]. Nevertheless, the execution of large-scale development work is
hindered due to the security concern. However, the advantages of the e-government in Irag will be as:

Eliminating the office paper work archive system and replace it with the electronic archiving
system for its high flexibility in performance and the ability to correct errors at high speed and
processing data for more than one hand at the specified time and place. The ease of managing and
monitoring the different departments of the organization as if it were one central unit. Speed in making
appropriate decisions based on accurate and direct information. Simplification of procedures, speed of
delivery and performance of services. Eliminating bureaucracy and facilitating the division of labor and
specialization. The research and development department for the Ministry of Higher Education and
Scientific Research in Irag was ranked as the first department in the implementation and follow-up of
the e-citizen project in April 2016. The evaluation of this important project was supervised by the
General Secretariat of the Council of Ministers of the citizen. However, [6] the main contribution of
this paper narrowed in both complaint management and martyr transaction of the new e-government
system with security aspects are proposed. Additionally, it is recommended to improve the
infrastructures in Irag. Anyway, the government databases such as Rivest, Shamir and Adleman (RSA)
[14] have been upgraded to improve the confidentiality of public and personal information.
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Il. RESEARCH GAP

Manuscripts Organizations that adopt the e-management projects must know that there are several
critical factors that must be analyzed. Analysis of these factors reflects in one way or another the success
or failure of these projects. This leads us to the fact that every project in electronic management has its
own conditions and possibilities for success and failure. In addition, due to the increase in the number
of martyrs and wounded after overwhelming victories over the ISIS, there is a need to facilitate the
transactions of the martyrs and the wounded crowd. However, there is no service in the form of an
electronic government so far to meet their special requirement, whether the allowance of salaries, or
compensation material or any moral support. This leads us to reflect the research problem with the
following research questions:

Q1: To what extent do Popular Mobilization Forces and Iraqi militaries understand the critical success
factors in adopting the e-government system.

Q2: Do Popular Mobilization Forces and Iragi militaries realize the benefits of moving to E-government
and data privacy by using crypto aspect?

I1l. Framework Desgin

A. Customized website design for E-government

Although the proposed program is based on the development of the offline as an initial prototype,
it is not only appropriate to focus on state services in online but not supportive. The problem of the
concept is resolved by filing complaints and trades related to injury and death. And our apps should
experience similar problems.

However, the website has three main components: client, webserver and backend server. The
server should have the ability to manage thousands of client’s requests per minute. For that, we have
deployed the Tomcat server and connect it with MySQL server in the same machine, as shown in
Fig.2, and Fig. 3, respectively. In addition, our server spec was intel i3 CPU with four Gigabyte of
RAM, and 1 Terabyte of storage.
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FIG. 2. THE WEBSITE DESIGN FOR THE POPULAR MOBILIZATION FORCES AND IRAQI MILITARIES
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F1G. 3. THE WEBSITE REGISTRATION EXAMPLE — REGISTER.JSP

B. Connect JSP to database

Connecting tomcat server with MySQL is essential and indispensable and for each user will secure
by custom username and password as shown in Fig. 4. For example, if we store Popular Mobilization
Forces and Iragi militaries families member names for complaints, for example, in a table, it may order
sent to another table, and we need to link clients to review their complaints. Needless to say, this will
give us a repeat of names and information of users in the order table, especially if there is more than
one request for each person as shown in Figure 5. MySQL Workbench 6.3 CE [15], is a more feasible
solution to reorganize the record of the client names and all their entered information.

<%

Connection conn = null;
Statement stmt = null;
ResultSet r = null;

Class.forMame("org.postgresgl.Driver”);
conn = DriverManager.getConnection
("jdbe:postgresql/fhttp:/localhost:8080/ /
Complaint/WebContent/home,jsp /

:8080/hwT? 7
“ww &password=415pass”); /

stmt = conn.createStatement(); /
r = stmt.executeQuery(your-5QL-query); /

if (r.next()) { /
session.setAttribute("login”, r.getString(1)); /

Y= .'{

FI1G. 4. AUTHENTICATION PROSS FOR DESIGNED E-GOVERNMENT WEBSITE
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Workbench Scripting Shell
File Edit Script
SR aH C o EEE R e
File Broyfl Shell Snippets
User

i create database complaint;
User 2
User 3 connect cemplaint;

2

5 create table complaint (

6 complaint_id int net null auto_increment,

7 full_name varchar(1ee),

8 ic_no varchar(188),

9 reason_for_camplaint varchar(2e@),

18 date_of_transaction date,

1 complaint_number int,

12 mobile_number varchar(28),

13 email varchar(188),

14 recepient varchar(16@),

15 complaint_description varchar(5@),

16 primary key (complaint_id));

17

18 create table martyrs (tableid int not null auto_increment, citizen_certificate varchar(508),

19 accomodation_card varchar(588), ration_card varchar(5@), admin_order varchar(5@@),

20 medical_report varchar(58@), full_name varchar(1@@), icnovarchar(58),submission_date date,

21 mother_name varchar(188),gender varchar(28),birth_date date,head_phone varchar(5e),email varchar(10@),

22 marital_status varchar(2@),employee_type varchar(5@),employee_status varcharse),

23 percentage_disability warchar(18), echelon varchar(108), primary key(tableid));

24 End

FIG. 5. PSEUDO CODE FOR USER INFORMATION IN MYSQL

C. Secure web browser

Information security is important for all government agencies. Therefore, the confidentiality of
information must be properly managed. There are two major types of securities, i.e. reliability and
information. Relevant instructions and safeguard systems must be installed and maintained to ensure
data integrity. Effective public administration is vital in improving the delivery of public services using
information technology. In the current work, an active web server using RSA was proposed to view or
delete targeted messages for protection purposes. Instead of using the internet security messages, the
uncertainty algorithm called "Kill Sha-1" was used to protect communications. If the message reaches
an unsecured connection, it would be no longer protected, and the message would appear on the search
server. This message might be changed or deleted. Current website and e-service in Irag lack the
security and privacy and these issues are tabulated in Table 1. Furthermore, the difference between our
website and standard Iraqis web sites is found in Fig 6.

TABLE 1. IRAQ WEB SERVICES THREATS AND WEAKNESS

Threat Description
Message Alteration: The message content is changed in some
\VFI‘Y.
Message Snooping: An unauthorized entity “sees” the message

(perhaps processing it).

Impersonation: an entity pretends to be another entity.
sending or receiving unauthorized messages.

Message Replay: Can involve both partial and complete
message replay.

Man-in-the-Middle: The MITM impersonates both the sender
and the recipient.

Denial of Service Death by a thousand cuts
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+ Before «  After
<?xml version="1.0'7> <7xml version="1.0"7>
<user information> <user information >
<Name>John Smith</Name> <Name>Mo</Name>
<complam Limit="5,000" users <EncryptedData Type=
=‘data'> http://localhost:8080/Complaint/W
<Number>. . .</Number> ebContent/home.jsp ' xmlns=

http://localhost:8080/Complaint/W
ebContent/home.jsp #>

<CipherData>
<CipherValue>=A23B45C56
</CipherValue>
</CiphetData>
</EncryptedData using RSA>
</PaymentInfo>

<Issuer>...</Issuer>
<Expiration>. . .</Expiration>
</Data>
</all users private data information>

FI1G. 6. DIFFERENCE BETWEEN STANDARD WEBSITE DESIGN IN IRAQ AND
OUR DEVELOPMENT SECURE WEBSITE BELONG TO E-GOVERNMENT

Thus, the encryption software is used by source and directed by clients. That is, the browser must
be encrypted with browser-based clients. TLS is used by traditional customers; however, it does not
provide the necessary protection, as its own encryption application level is employed. Anyway, TLS
browser must be used because the codes are sent dynamically. If SHA-1 is not shipped, one could
change the code before the code is used. As a result, the security of the code is highly questionable. In
the current work, our goal is to block the exchange of messages between two browsers, information or
customer modification. Here, the RSA algorithm browser was developed to protect and authenticate the
notification. The random RSA key number was used to provide dynamically the code between the server
and the client. They key aspects of information such as confidentiality, integrity and accessibility must
be properly addressed.

Appropriate security measures and procedures must be implemented. The pseudocode of the RSA
algorithm is:

Algorithm 1: RSA algorithm
1: Initialize two big primes: p and g
2. Compute n=p*q
3:  Randomly choose an integer e that satisfiesl < e< (p(n)
ged(e,(p(n)) = 1.
Totient function (pin) denotes the number of positive integers which is less than
n and relatively prime to n.
Here (pin) =(p-1)(g-1).
The public key is (e,n)
4: Calculate d so that mod (pi n) = 1. The private key is (d,n);

5:  Destroy p, g, (pin).

Our current RSA search engine does not allow one to publish or edit posted notifications. At the
same time, the web site provides a link to access the dangerous algorithm named Kill SHA-1. Clients
access the server and put their data in a secure way. The recommended RSA algorithm is outlined in
Fig. 7.
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FI1G. 7. HIGH LEVEL ARCHITECTURE FOR RSA IN OUR WEBSITE

However , the procedure steps for the proposed algorithm are shown bellow:
Designing a website for that attached the government.

Adopting RSA algorithm for more confidentiality.

Implementing in java environment.

Reason to choose java language.

Component of java that is used for RSA algorithm implementation in website.
Implementation details.

Final layout website design implementation with RSA algorithm.

Noook~wd PR

IV. IMPLEMENTATION AND RESULTS

Iragi society is suffering from major issues such as loss of personal electronic data due
to hacking activities. Existing guidelines are simply insufficient to ensure the security of
government data. These security issues are addressed in the current work. Electric
governance is so great that this management is a weak source of infrastructure, and people
are not fully aware of the concept. Due to the popularities of web design and common
security screens, those relevant web pages on the Internet may break.

Website design current implementation

We have created new sites for managing resources at the ministries of injuring Iraqi
mobilization and Iragi forces. These sites were linked to the lIragi main web server.
Therefore, our site is dynamic as citizens could place complaint(s) to top managers by
accessing these service locations (as shown in Fig 8).

When filing a complaint, some information must be specified, including a brief description of the
complaint (as shown in Fig.9).
When we want to help life and injuries and as soon as possible we will prepare the site
design and the importance of the subject, and we offer light and deadly dead families to
their homeland too expensive, spiritual and diabolical, and help save the work of everyday
people who have long been waiting for the site, then the grandchildren and the damaged
area, as shown in Fig.10
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FIG. 10. MARTYR AND WOUNDED SECURE TRANSACTION
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However, our RSA encryption should perform better than AES and DES security
algorithms.  Nevertheless, today's cryptographic schemes do not scale well, and thus are not
suited for the increasingly large sets of data they are used on. For instance, the security
guarantees currently known for RSA encryption -- the most commonly used type of
encryption scheme -- degrade linearly in the number of users and cipher texts. Hence, larger
settings (such as the scenario of E-government encrypting all existing email traffic) may
enable new and more efficient attacks. To maintain a reasonable level of security in larger
scenarios, RSA key lengths must be chosen significantly larger, and the scheme becomes
very inefficient. Besides, a switch in RSA key lengths requires an update of the whole
public key infrastructure.

V. CONCLUSION

A new framework for improving the efficiency of the current e-government system has
been proposed. A unique approach has been adopted to deal with complaints and martyrs. A
new electronic services framework has been designed to reduce the number of civilian
casualties in Irag and reduce the number of non-communicable casualties. By using this
framework, peoples can access information at any time via the e-government services
without using the Internet. Therefore, the efficiency of the e-government system can be
enhanced. The development of reliable and accurate encryption protocols across devices
should be further explored.
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