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Abstract Through the development of communication technology, fast and efficient tools are required

to practically secure the process of data exchange in securing images. This paper presents a new method of
encryption for protecting images against many attacks from unsafe public networks. Lorenz chaos map is
used to generate a sequence of random numbers for each stage depending on the initial parameters. The
Hunter Prey optimization algorithm is applied in order to obtain these parameters to use them based on the
original image. Therefore, the random sequence number generated by the Lorenz chaotic map will be
different from one image to another. That will make it unpredictable and very difficult to discover the
process of encryption. The results of simulation experiments demonstrate that the encryption algorithm have
passed the plaintext sensitivity test with the NPCR of 0.99785 and the UACI of 0.33623. As well as the
correlation coefficient test values in the three directions gave the values of (v = -0.0007, h = -0.0000, d =
0.0005). Also, the calculated information entropy test value was 7.9983. These results demonstrate that this
algorithm is very strong enough to withstand the various types of attacks that images can be exposed during
transmission on the Internet or any public network. The security analysis's comparison of the proposed

changes to similar ones revealed that the proposed encryption system is more efficient.
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1. INTRODUCTION

The widespread use of information technology and the
network's popularity have increased our awareness of the
significance of secure data transfer. Digital images, a crucial
medium for the transfer of information, can be secured in one
of two ways: information concealment or encryption [1]-
[13]. Image encryption has its roots in the early classical
encryption theory [14]-[25]. However, due to the differences
in the storage methods and inherent properties of digital
images and texts, such as high redundancy, high correlation,
and a significant amount of data between adjacent pixels,
traditional encryption techniques like RSA (Rivest Shamir
Adleman ) and DES (Data Encryption Standard) are no longer
helpful [26], [27]. Thus, several academics have put forth a
variety of encryption techniques [28]-[31]. These
technologies primarily rely on wavelet compression [32],
[33], chaotic systems [34]-[36], cellular automata [37]-[39],
and DNA computing [40]-[41].

Numerous areas of chaos research have advanced
significantly[42]. Chaos satisfies the criteria for image
encryption because of its properties, including great
sensitivity to beginning circumstances and control settings
and intrinsic unpredictability[43]-[45]. This type of
encryption typically involves the two phases of diffusion and
scrambling. Since Matthews et al.[46] proposed a time pad

for communications encryption utilizing one-dimensional
chaotic maps, they used several chaotic system-based image
encryption techniques. To address the security flaws in the
schemes presented by Gao He Chen [47] and Rhouma and
Belghith[48] , for instance, Fuh GwoJeng et al. [49] and
others developed an image encryption system based on a
hype-chaos. Image encryption using a one-time key and two
potent chaotic maps was shown by Liu et al. [50]. A high-
dimensional chaotic image encryption system using a
perceptron model was proposed by Wang et al. [51]. The
security of encryption techniques can be improved by using
complex, chaotic systems, such as hyper-chaotic systems or
high-dimensional ones, to produce chaotic sequences with
higher unpredictability.

In recent years, the swarm intelligence optimization method
has been extensively researched in human intelligence, such
as associative memory, perception and recognition due to its
remarkable performance in parallelism, resilience, evolution,
and other aspects [52]. Numerous image encryption
academics have also taken notice of it. For instance, Wang et
al. [53] suggested an optimization technique for a DNA
coding and image encryption system. They created an
encryption method by choosing the critical sequence using
PSO, using a DNA mask, and rapidly shuffling plaintext
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DNA coding to function. An image encryption technique
based on a DNA chaos map and genetic algorithm (GA) was
suggested by Enayatifar R et al. Enhancing the DNA mask
quality produced the best mask that works with pure images.
Wang, J. et al. [54]suggested a novel framework employing
the population-based particle swarm optimization technique
to increase the encryption speed. However, the encryption
method can't effectively fend off a differential attack because
there is a poor connection between the plaintext image and
the scrambled phase key. In the techniques above, a frequent
issue is that the produced data has poor pseudo-randomness
and ergodicity, which results in inadequate security
performance. Additionally, the conventional swarm
intelligence algorithm is stuck in local optimization due to
parameter selection and early convergence.

When a slight change in the chaos parameters, it gives a
different output, and the challenge is selecting the optimum
chaos parameters to obtain the best output. The duty of
hunter-prey optimization through the generation is to find the
best parameters for the Lorenz chaotic map. The optimization
will be based on the objective function that will produce the
best pseudorandom numbers that could be used in the
diffusion and confusion processes. Such hybrid technique in
the security will result in a strong secure system against
various types of attacks. The main contribution of current
paper can be sumarized as follows:

(1) A new encryption system is developed, and the
dynamical analyses are studied. The proposed
algorithm is implented by combining a Lorenz
chaotic map with the Hunter prey optimization.

(2) The Hunter Prey Optimizer was used for diffusion
coefficients, and confusion operations in the
proposed system. Attackers have to search over a far

x =0y~ X)
y=rx-xzoy ()
7= x*y — b*z

Where ¢ = 10, y = 28, and b = 8/3, The Hunter prey
optimization algorithm will select the other parameters.

3. HUNTER-PREY
ALGORITHMS

OPTIMIZATION

It's a good idea to get inspiration from nature when attacking
challenges. Organisms engage in interactions with one
another in the natural world. One of the interactions in nature
was between the hunter and the prey. The most notable
biological observations are those of hunters and prey, and
there is a heated argument over this among environmental
scientists. There are numerous ways to catch prey. Some
scenarios have evolved into algorithms. The hunter chooses

wider range of potential keys as a result, it will make
the algorithm more difficult to crack.

(3) Hunter-prey optimizer is used to determine which
encrypted image parameters lower the correlation
between adjacent pixels. This improves the
algorithm's resistance to statistical attacks.

(4) The practical results have shown this method is
effective in the encryption and decryption process
with a higher chaotic range, and a higher complexity
compared to the traditional chaotic maps.

(5) A number of encryption analysis methods, which
include the correlation coefficient, PSNR, MSE,
entropy are used to assess the security of the
proposed system. Results confirm better security of
encryption of the proposed merged technique than
those available.

The rest of this paper is structured of the following sections
as follows: design and dynamical analyses of Lorenz chaotic
map system are provided in Section section 2, hunter-prey
optimization algorithms in section 3 the proposed Encryption
process method described in section 4. The decryption
process in section 5, Experimental results of the security
measures of the proposed technique using several encryption
security analysis tools is provides in section 6. Finally, the
conclusion in given in section 7.

2. THE LORENZ CHAOTIC MAP SYSTEM
A random sequence generator called chaotic is extremely
sensitive to the beginning values. As a result, this randomness
is unexpected because even a tiny change in the initial
numbers might significantly impact the final result. The
Lorenz system used in this work [55] is the optimum model
for a chaotic system. The three dependent variables in
Lorenz's chaotic system were designated as x, y, and z. Three
equations make up Lorenz's chaotic map.
the prey farthest away from the swarm since the prey is a
swarm and the hunter is seeking it. The hunter locates his
prey, chases it, and eventually captures it. The prey is
simultaneously looking for food and finding a safe location
to hide from predators. The optimal answer for the goal
function is where we believe to be the safe place.[56]
The reasons behind the selection of the Hunter-prey
optimization in the current application is inspired by the
behavior of predator animals such as lions, leopards and
wolves, and preys such as stag and gazelle. There are many
scenarios of animal hunting behavior, and some of them have
transformed into optimization algorithms. The reasons
behind the selection of the Hunter-prey optimization in the
current application since it has the advantages of a rapid
convergence rate and a significant optimization capacity. As
well as at present, researchers have achieved good results in
optimizing mathematical functions and constrained
engineering applications with this algorithm.
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All optimization approaches have an identical overall
structure. The objective function is then calculated for each
member of the original population, which is first randomly
selected. Equation (2) generates the positions of each member
of the beginning population at random within the search
space.

x; =rand (1,d) -* (ub—lb) +1b (2)

The fitness function can be used to determine whether a
solution is excellent or terrible, but it takes more than one run
to find the ideal answer. For the purpose of directing search
agents to the best location, a search mechanism needs to be
established and used repeatedly. Equation (3) is suggested for
the hunter search method.
x;j(t+1) = x;j(t) + 0.5[(2CZPyos(y — X (1)) 3
+(2(1 = O)Zpgjy — x;(D)].

The hunter's location is updated using equation (3), where | is
the mean of all positions, Ppos is the prey position, X (t) is the
current position, and Z is an adaptive parameter determined
by equation (4).

P =R, < C;IDX = (P == 0); @
Z =R, ®IDX + R; ® (~ IDX)
The random vectors R1 and R3 are in the interval [0,1]. P is
a random vector with the number of problem variables as its
values, 0 and 1. A random number in the interval [0,1] is R2.
The vector R1's index number, IDX, satisfies the condition
(P == 0). Over the course of iterations, the value of C, the
balance parameter between exploration and exploitation,
drops from 1 to 0.02. C is computed in this way:

. 0.98
C=1-=it (Maxlt) ®)

where MaxlIt is the maximum value of the current iteration. it

is the highest possible number of reruns. The prey's position

(Ppos) is determined by first utilizing Eg. (6) to determine the

x;(t) + 0.5[(2CZP,s

x(t+1
i )= {Tpos + CZcos (2mRy) X (Tyos

—x () + QA - )Zu — x; ()]
— x;(1))

average position (u), and then calculating the separation
between each search agent and this mean position
1 -
H=—Xis X (6)
the distance determined by applying Eqg. (7), which uses the
Euclidean distance.

1
Deycy = (Z?:l (xi— Hj)z)z 0
Using Equation (8), prey (Ppos) is defined as the search agent
that is furthest away from the mean of positions.
F_’;,os = %; | i is index of Max ( end )sort (D, ). (8)
The method will have late convergence if we always take into
account the search agent with the highest distance from the
average position (p) in each iteration. The hunting scenario
states that the prey dies when taken by the hunter, and the
hunter then moves on to the next victim. Eg. (9) is a
decreasing mechanism that we investigate in order to solve
this problem.
kbest = round (C X N) 9)
where N is the number of search agents. Now, we change Eqg.
(8) and calculate the prey position as Eq. (10)

P = %; | iis sorted Dy, ( kbest) (10)

We think that the optimal global location is the optimum safe
position since it will boost the prey's chances of survival and
allow the hunter to choose a different target. The
recommended equation (11) is used to update the prey
position.

x;j(t + 1) = Tpos(j) + CZcos (2Ry) X (Tpos(yy — X1, () (11)
where X (t) is the current position of the prey, x (t+1) is the
next position of the prey, Tpos is the optimum global
position, Z is an adaptive parameter calculated by Eq. (4), and
R4 is a random number in the range [-1, 1]. choosing the
hunter and prey in this algorithm in Egs. (3) and (11) as Eq.
(12)

if Ry < f(12a)

else (12b) (12)

where b is a regulatory parameter, and R5 is a random number in the interval [0, 1]. The value of b is set at 0.1 in this study.
When the R5 value is less than b, the search agent is regarded as a hunter, and Eq. (12a) is used to update its next location; when
the R5 value is more than b, the search agent is seen as prey, and Eq. (12b) is used to update its next position.

4. THEPROPOSED ENCRYPTION SYSTEM

This system used a new encryption method by merging
Lorenz's chaotic map with the Hunter Prey optimization
algorithm. The Hunter prey algorithm improves the initial
parameters of the Lorenz chaotic map and chooses the best
among them based on the original image. As a result, the
parameters could generate the best initial chaos numbers.
This leads to the lowest correlation for confusion and the
highest entropy for the diffusion of the encrypted image. The
two objective functions are used one for diffusion and the
other for confusion. Lorenz's chaotic map was used to
generate random numbers to make diffusion and confusion

for each pixel of the image. It uniforms the pixels through
diffusion. These operations will be explained in detail
through the following steps:

Step 1: Input the original image.

Step2: convert the original image into one dimension (1D)

Step3: Apply Hunter prey optimization to get Lorenz chaotic

map parameters (X1, Xz, and X3) which produce the random

numbers for shuffling the image as follows:

a. Generate the initial populations, and the dimension

of each element is three parameters (Y1, Y2, and
Y3).
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b. These parameters are used with the Lorenz chaotic
map to generate pseudorandom numbers (R) to
diffuse the image.

c. Diffuse the image by using the pseudorandom
numbers.

img2=img @ R (13)
where img2 is the diffusion image, img is the original image,
and R is a vector of random numbers generated by chaos.

d. Evaluate the result of the diffused image using the
entropy objective function using the following
equation.

maximum E=entropy (img2). (14)
where E is entropy, the value of the fitness.

e. Update the parameters of the population.

f.  Repeat the same process until you finish the whole
iterations.

g. Get the optimal solution that achieves the maximum
output through the objective function in order to
produce the diffused image.

Step 5 Confuse the image to get the minimum correlation
between pixels as follows.

a. Generate the initial population, and the dimension of
each element will include three values (X1, X2, and
X3) for using it as initial parameters for the Lorenz
chaotic map.

| Oniginal image I

b. Lorenz chaotic map used with the parameters (X1,
X2, and X3) for generating a vector 1D of chaos
numbers for image shuffling.
c. Sort the vector of 1D ascending and get the index
(idx) of all locations as a vector of one dimension.
d. Shuffle the image by using the index vector (idx)
through the following equation.
Img3=img2 (idx (%)) (15)
where img3 is the shuffled image and img2
image
e. Evaluate the result of the Lorenz chaotic map by
using the correlation objective function
C=|H_correlation(img3) +V_correlation
+D_correlation (img3)| (16)
C represents the fitness value, representing the total
horizontal, vertical, and diagonal correlation, H_correlation
is the horizontal correlation, V_correlation is the vertical
correlation, and D_correlation is the diagonal correlation.
f. Update the parameters and evaluate the result by
using the same objective function.
g. Continue until you reach the end of iterations and
get the optimal parameters for Lorenz's chaotic map
to shuffle the image.

is the diffused

(img3)

| Hunter Prey |

:

| vivoamavs |

!
[

Diffusion

—x

k4

R

|

| Cipher I

1 Lorenz Chaotic Map I

l

| xixoamaxs |

!

Il—l Lorenz Chaotic Map I

Fig 1: Block diagram of the proposed encyption system

5. DECRYPTION PROCESS
The same encryption procedures are used for decryption but
in reverse. Utilize the three parameters with the Lorenz
chaotic map to generate the identical random numbers used
in the encryption phase. using the three keys (X1, X2, and
X3) to reverse the scrambled image and using the three keys
(Y1, Y2, and Y3) to produce the random numbers is also
necessary to reverse the diffusion of the image and get the
original image before the encryption process.

6. EXPERIMENTAL RESULTS
Numerous tests were carried out and presented in this section
to evaluate the proposed system's effectiveness and
performance.

6.1 Entropy

The unpredictability of the sequence is reflected in the
information entropy. The information entropy of the image is
the most significant, and the optimum entropy value for 256
gray levels is 8 when the likelihood of each gray value in the
image is equal. The gray value distribution is more uniform.
The calculating formula is as follows:

255 . 1
H(s) = — Zi:l PP(ssi)log, (PP(ssi)) a7
Where ssi is the pixels' gray level, PP (ssi) is the probability
of the ssi happening.

Analyzing entropy is possible. Thirty iterations of the
suggested algorithm were performed on the original image.
The entropy for the images that were encrypted is shown in

Qutaiba K. Abed, 2Waleed A. Mahmoud Al-Jawher, 2023. An Image Encryption Method Based on Lorenz Chaotic Map and Hunter-Prey Optimization. Journal

port Science Research, 6(4), pp. 332-343. https://doi.org/10.36371/port.2023.4.3


https://doi.org/10.36371/port.2023.4.3
https://www.jport.co/index.php/jport/index
https://www.jport.co/index.php/jport/index
https://portal.issn.org/api/search?search%5B%5D=MUST=keyproper,keyqualinf,keytitle,notcanc,notinc,notissn,notissnl,unirsrc=Journal+Port+Science+Research
https://www.jport.co/index.php/jport/peer_review

' j- port. sci. res.
‘ ISSN: 2616-7441 (Online)
. k ISSN: 2616-6232 (Print)

ISSN: 2616-7220 (USB)
INTERNATIONAL IDENTIFIER FOR SERIALS

Journal port Science Research

Available online www.jport.co
Volume 6, No:4. 2023

Table 1. After computation, the algorithm's information
entropy was 7.9983, demonstrating that the distribution of
gray values is uniform and that the probability of each pixel
value appearing is quite close together. Additionally, it shows
the algorithm's respectable degree of attack resistance, its
ability to endure exhaustive attacks and its successful
encryption. Table 2 displays a comparison of information
entropy with other recent sources.

Table 1. The entropy of the cipher image

Image name Entropy
Lena 7.9983
Boat 7.9980

Cameraman 7.9981

Peppers 7.9982
Baboon 7.9983

Table 2 compares information entropy

Algorithm entropy
proposed 7.9983
Ref [13] 7.9974
Ref [33] 7.9895
Ref [34] 7.9879

6.2 Histogram analysis

The histogram may intuitively display the image's resistance
to assault. The original image's pixel values have an uneven
probability distribution, making it more vulnerable to attack.
The suggested encryption approach produces a consistent and
erratic probability distribution of the image's pixel values,
making identifying the initial image's patterns challenging. A
stronger resilience against exhaustive assaults can be attained
using the method described in this algorithm. Using 256x256
pixel images to check the histogram of the encrypted image
is illustrated in Fig. 2.
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Fig 2. The original and encrypted images histogram: (a)Lena, (b)Boat, (c)Cameraman

6.3 Correlation coefficient analysis

The correlation coefficient is the value used to check the
strength of the encrypted images when statistical attacks are
subjected. The correlation is high between the original image
pixels. In contrast to the encrypted images, the correlations
between pixels are minimal. Therefore, the observed
correlation decrease between pixels indicates the algorithm's
ability to encrypt effectively. The ciphertext image's random
pixel distribution in each direction is dispersed in all
directions with essentially no association. With the use of the
following equation, the correlation can be calculated:
|cov(x,y)I

Subject to:
c(x,y) =2 Dh_o(i — EE()(yi — EE(y)) (18)
EE(x) = - X, xi

D(x) = %Z(xi — EE(x))2

Where the pixel number is Z, and two adjacent pixels' Gray
levels are x and vy, the algorithm is implemented on the
original images for 30 runs. According to the computation
findings in Table 3, the neighbouring pixels in the crowded
ciphertext image seldom correlate with one another. Table 4
compares the correlation coefficient comparison findings to

A +x0)" = \/ZTT\/D—()’) demonstrate the effectiveness of the suggested approach.
Table 3 displays the pixel correlations in the cipher image
correlation

Image name v h a
Lena -0.0007 -0.0000 0.0005
Boat -0.0004 0.0002 -0.0003
Cameraman -0.0007 -0.0006 -0.0000
Peppers 0.0013 -0.0000 0.0002
Baboon 0.0002 -0.0002 -0.0001

Table 4 Comparison of correlation coefficients between adjacent pixels of plaintext and ciphertext

SSS proposed Ref [32]
vertical -0.0007 -0.0079
horizontal -0.0000 0.0076
diagonal 0.0005 -0.0098
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6.4 UACI and NPCR analysis

A Number Pixels Change Rate (NPCR) and Unified Average
Changing Intensity (UACI) are two metrics used to evaluate
the resilience of the image encryption algorithm against
different types of attacks. UACI and NPCR are calculated by
a small change in the initial keys from hunter prey
optimization. Encrypt two images before and after the change
in the initial keys (Encl and Enc2). After that, the two
encrypted images (Encl and Enc2) are compared with each
other to find any relationship between the original image and
the encrypted image. table 5 shows the NPCR and UACI for
the image that is encrypted with two keys slightly different.
That indicates how sensitive the algorithm is. The outcomes
of comparing with other methods are displayed in Table 6.

L < D(Enclij, Enc2i))

nclij, Enc2i

a5 3 P
i=1

, MxN
Jj=1

Subject to:
0 if Enclij= Enc2ij

D(Enclij, Enc2ij)= {
1 ifEnclij# Enc2ij

M N
1 y y
UACI = mzl Z |D(ETlCll],ETlC2l])|
i= j=

Where M is the width and N is the height of the image.

Table 5. The NPCR and UACI of encrypted images
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Table 6. Comparing with other algorithms

UACI NPCR

proposed 0.33623 0.99785
Ref [7] 0.3356 0.9974

Ref [12] 0.3331 0.9946
Ref [13] 0.3346 0.9961

6.5 The Analysis of the Keyspace

A suitably sizeable key space is necessary for an image
encryption system to be secure against brute-force assaults.
The number of potential outcomes from which a key can be
produced. To protect the encrypted image against intrusions,
the critical space has to be expanded. This approach creates
the initial values X1, X2, and X3 for the Lorenz chaotic map.
This method is resistant to brute force assaults and has a key
space is 2'?8. Due to the chaotic system's significant initial
values sensitivity, even little changes might lead to an
incorrectly decrypted image during the decryption process.

6.6 Occlusion and Noise Attack Analysis

Data corruption may occur in real applications where the
cipher is affected and corrupted in the transfer process.
Occlusion and noise refer to the data corruption which the
encryption algorithm must be able to withstand and recover
the encrypted image information. Fig 3 shows the effect of
cipher images by occlusion attack and their decrypted. The
original image was retrieved from different test cases that
confirmed the algorithm could withstand the attack of the
occlusion. To ensure the stability of the encryption algorithm
against noise attacks, different types of noises (Salt & Pepper

UACI NPCR and Speckle) were applied with different levels of density on
Lena 033623 0.99785 the encrypted image and the def:rypte_d image, as shown in
Boat 0.33522 0.99669 Table 7. From the results obtained, it was found that the
Cameraman 0.33454 0.99629 algorithm's attack ability to withstand the noise attack.
Peppers 0.33472 0.99559
baboon 0.33361 0.99575
Table 7: ability to withstand the different type of noise attack
Intensity 0.00003 0.00005 0.00007 0.00009
Salt and PSNR (dB) Lena 78.2338 72.2302 69.2199 66.2096
pepper
Intensity 0.000002 0.000003 0.000004 0.000005
Speckle Noise PSNR (dB) Lena 41.4700 40.2759 39.7939 39.0954
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Fig. 3 Occlusion attacks on cipher image of Lena. (a) noise size 32>32 pixels, (b) noise size 64*64 pixels and (c) noise size 128*128 pixels

7. CONCLUSION
The proposed encryption algorithm offered a novel two-step
approach for secure image communication. The Lorenz
Chaos map initial key values were created using the Hunter-
Prey Optimization algorithm to create pseudo-random
sequences for diffusion and confusion techniques. Based on

the results obtained, the application of this proposed
encryption algorithm on five grayscale images showed an
effective and a high secure performance. The proposed
method has more resistant to attacks. This was concluded
from the flowing obtained result where the sensitivity test of
the NPCR was 0.99785 and the UACI was 0.33623. The Lena
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image's correlation coefficient in three directions were (v = -
0.0007, h =-0.0000, d = 0.0005). The entropy criterion was a
significant additional evaluation criterion. As well as the
suggested algorithm yields an information entropy value of
7.9983. However, developing an algorithm that increases this
value to 8 is still feasible, which is the best-case scenario .

Today’s encryption systems of course will be of key based.
This necessitates that the data will be usable only to those
with permission to access it. This can be achieved by
introducing encryption key through hybrid transformation

idea will be the future work that provides new encryption
structures. As another future research can be suggested
through providing securities for OFDM systems [60-62]
When a credentialed person or machine is ready to access that
data, a decryption key is used to make it readable again.
Therefore, more powerful encryption methods can be created
using multiwavelet transforms [63-65]. Organizations will
need to prepare for the adoption of superior emerging
encryption technologies as they become available for
practical use.

like Walidlet transform [58] or mixed transform [59]. This
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