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ABSTRACT

The integral transforms in their various forms, the traditional and the complex forms,
have proven their importance in many scientific fields, and mathematicians exploit them in
these fields to the fullest. In addition to employing integral transforms in scientific fields,
mathematicians study the different ways to improve these integral transforms in order to
include as many applications as possible in each integral transform.

The complex EFG (Emad - Faruk - Ghaith) integral transformation is one of the
novel transforms that has not been used in many fields; hence, the light has yet to be shown
upon its full potential. Therefore, in this paper, we will show the success and ability of
complex EFG (Emad - Faruk - Ghaith) transformation in the process of encryption and
decryption algorithms. The potential of the complex EFG in the cryptographic field is proved
through practical application, and the results from that application appeared to be very

(http://creativecommons.org/licens es/by/4.0/).

promising in that it adds a new field of application into integral transformation.

Introduction

The complex EFG integral transform has been
used to find the exact solution of ordinary differential
equations and some of application for differential
equations in some of Science’s sides [ 1, 6, 7]. It also
comes out to be very effective tool to analyze the
boundary value problems (B.V.P.s) in science which are
generally solved by adopting different integral
transformations, [ 2, 3, 4, 5] It comes out to be very
effective tool to analyze the electrical network circuits
and heat transfer with delta function. In this work, a
novel integral transformation " complex EFG Transform
" has been developed an algorithm for cryptography in
which we proposed complex EFG integral transform for
encrypting the plaintext and corresponding inverse
complex EFG integral transform for decryption.

Definitions and Standard Results

Plaintext: The name of it indicates its meaning in that it
is a text that is plainly structured and understandable by
anyone who can see it [5].
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Ciphertext: The resulting text from converting the clear
text into unreadable or ununderstandable text is called
ciphertext [5].

Encryption and Decryption: Converting plaintext into
ciphertext is called the encryption process, while
decryption is the inverse process [5].

Definition (1), [1]: " The complex EFG integral
transform"
For the function of exponential order in set 8,
which defined as:
B{ g(®: 3,M,Ly, L, >0,]g®] <Me ™, if } #()
t € (—1)x[0,),where j=1,2 and i?= -1 )
The constant M must be a finite for a particular
function in the set $ , While the constant L, and, L,
may be finite or infinite. The complex EFG

transformation denoted by the operator G¢{.} and
defined as:
0
G {g(t)} =F°(s) = lim g(t) e Ot de, #(2)
[]>00 t=0

wheret>0,and L; <r(s) <L, , r(s) is a complex
function of the parameter s, Im(r(s)) < 0,i € ¢, and the
Im() represents the imaginary part of r(s).
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In the complex EFG transform, the s variable
application's purpose is to factorize the t variable
through the function g(t) argument.

The Complex EFG Integral transform And Its
Inverse for several Functions [1]
In the following a list the complex EFG
transform for some important functions, [1]:

A. Gk} = ﬁ ,where k is a constant value .

B. G{t"} =

(r(s))n+1 ,r(s) # 0,Re(r(s)) >

0,and n is a positive integer .

cpmy — DT (A1)
C. G {t } - (r(S))n+1
0,is a gamma functionand n > —1, r(s) #

0 and Re (r(s)) >0.
D. G{e*} = - [a2+(r(s))2 + ia2+(1(s))2] at
ir(s)#0,
Re(a +r(s)) >
0,and aisan arbitrary constant .
E. G°{sin(at)} = r(s) > |a].

whereI'(.) >

(r(S))2 -az’
G{cos(at)} = L(S) , 1(s) > |al.

(r(s))?-a
c _ —a
G. G%sinh(at)} = = Goyiea r(s) > 0.
c —ir(s)
H. G¢{cosh(at)} = = Gyt r(s) >0.

A list of the inverse of complex EFG transform
for some important functions, [1].

A. G {r 5

B. G ((r'()sr)l% =",

C. {a2+(i(s))2 T +(r(s))2} = et
D. G {W—Zaz} = —sinh(at).

E. {(r(;;§j) =} = —cos(at).

F. {(r(;;§z)+32} = —cosh(at).

G. {(r(s))2+az} = —sinh(at).

Practical Application of (The Complex EFG
Transform) Proposed in Cryptography
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The details of the proposed cryptography
algorithms (including encryption and decryption) are
explained in the following section.

Encryption Stage (Method of Encryption)

This method is implemented through the
transmitter, encryption is used to the information to
convert it from consistent to inconsistent information.
Step (1): Assuming the message M with length n is the
plaintext meant to be sent, then the plaintext M is
converted into its equivalent ASCIT code.

Step  (2): Suppose that the given plaintext

is" ACADEMICS " Here the length of the message

n = 9. Based on step (1); ACSII code of plaintext:

A=65,B=67,A=65,D=68,E=69,M=77,I
=73,C=67,5=82.

The finite sequence of the plaintext would be:

Fy=65,F, = 67,F, = 65,F; = 68,F, = 69,F; =

77 ,Fg = 73 ,F, = 67,F3 = 83 ,F, = 0 .For every n is

greater than or equal to 9.

Step (3): Now, writing the above numbers in step(2) as

the coefficients t cosh(vt), v is a constant.

For the following standard series:

N B v2t? vttt poto v2it?]
cosh(vt) =1+ T + Y + 3 + 4 2N
_ i (wt)?
= — .
= @)
Where v € N, and the series of t cosh(vt) is:

243 445 647 p2ig2i+1
tcosh(vt) =t + T + Y + el +---+(2—j)!
p2i2i+l
1)

=)
Consider the following:
g(t) = Ftcosh(2t), (v =2)
22¢2 2%t 266 28¢8
210t10 212t12 214—t14—
F F Fr—-
s Yo T
216t16
F
BT }
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2¢3 245 26t7 28¢°
= 65t+67T+65—+687+69?
212 13 214t15

10411
+ 67
10! 12! 14!

216417 iFjZth2j+1
16! & 2!
Step (4): Now, by taking the complex EFG integral
transform to the above equation, to get:
G{g(t)} = G*{ft cosh(2t)}
(—i)?65
(r(s))?
(—i)830464 (—
(r(s)®
(—0)1%867328 (—
(r(s)*?
(—i)'16465920
(r(s)*e
(—0)1892471296

(r(s)*®

+77 +73

+ 83

(—i)*80 (—i)¢5200
(r(sN*  (r(s)°
19158979

(r(s)*°
)143887104

(r(s)t*

Step (5): Next evaluate v, such v, =

Wherep =0,1,2,...,n

vy = 65 mod 200 = 200(0) + 65 = 65,

v; = 804 mod 200 = 200(4) + 4 =4,

v, = 5200 mod 200 = 200(26) + 0 =10,

v3 = 30464 mod 200 = 200(152) + 64 = 64,

vy = 158976 mod 200 = 200(794) + 176 = 176,

vs = 867328 mod 200 = 200(4336) + 128 = 128,

Ve = 3887104 mod 200 = 200(19435) + 104
=104,

v, = 16465920 mod 200 = 200(82329) + 120 =

120,

vg = 92471296 mod 200 = 200(462356) + 96 =

96,

The resulting ASCII code represents the message after

its encryption. Hence, AQ@ [Thx"" is the message

ACADEMICS encryption.

Step (6): Next its essential to find the key kp, where

kp =22 p=0,1,2,..,n the
200

denominator’s value can be chosen freely.
The values of kp can be found as:

M, mod 200

Moreover,
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ko=0,ky =4,k, =26,k; =152k, = 794 , ks
= 4336, kg = 19435,k, = 82329, kg
= 462356.
The ciphertext and the key for converting it back have
been concluded from the above steps.

Decryption Stage
To transform back the ciphertext into its

equivalent message, the following steps are going to be
followed:
Step (1): It is necessary to get the ciphertext and its
related key from the sender. For the preceding example,
the following ciphertext and key were received: cipher is
Ae@:; [hx", and the key is 0,4,26,152, 794, 4336,
19435, 82329, and 462356.
Step (2): The received ciphertext is going to be
transformed into its numerical finite sequence
equivalent: 65, 4, 0, 64, 176, 128, 104, 120, 96.
Then it is possible to consider:
Fo=65,F,=4,F,=0,F;=64,F, =176,
Fs=128, Fy=104,F , =120,and F g = 96.
Step (3): GivenKey kp for P =0,1,2,...,n as0,4,26
,152, 794, 4336, 19435, 82329, 462356 .
Mp = 200kp + F'pforP=10,1,2,...,n
= 200(0) + 65 =65,
=200(4) +4 =804,
= 200(26) + 0 = 5200,
=200(152) + 64 = 30404,
= 200(794) + 176 = 158976,
= 200(4336) + 128 = 867328,
= 200(19435) + 104 = 3887104,
= 200(82329) + 120 = 16465920,
Mg = 200(462356) + 96 = 92471296.
Consider the following:

-d) -ir(s —-i)265
F {E} (r(s))(z-i)-4- - ((r()s))z
(-1)830464 = (-i)1°158976 = (-i)'?867328

(r(s)B (r(s)ro (r(s)*?

(—i)'*3887104 |, (—i)'%16465920 | (-i)'®92471296 _

(r(snH** (r(s)te (r(s)e

( l)2]+2

(-i)*804
(r(s)N*

(-1)®5200
(r(s)s

2j=0 Gz
Step (4): Take the inverse of the EFG transform of
above equation (3.4), we get:
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g(t) = Ft cosh(2t)

_ e [(=D)?65

¢ {(r(snz

(—=)65200 (—i)830464
(r(s)° (r(s))®

(—)1°158976 (—i)!2867328
(r(s)* (r(s)H*

(—i)1*3887104 (—i)1616465920
(r(sH* (r(s)te

(—i)1892471296}

(r(s)H*®

24¢5

4!
10411

10!
216417

16!

(—0)*804
(r(s)*

243
o0 + 65

+ 69 T
212t13 :

214415
12! +67 14!

+ 68

= 65t + 67 o

+77 + 73

+ 83

Then, we have:

Fy =65,F, =67 ,F, =65,F; =68,F, =69,F; =
77,Fs =73, F,=67,F3=83,F, =0 foralln>
9.

Step (5): The final step in returning the original
message from the received ciphertext is to transform the
concluded infinite sequence into its equivalent alphabets
(ASCII code values), resulting in the original message,
which is ACADEMICS.

Ilustrative Examples

1. The message that is "Academics" would be
converted to:

“Ao}e =| gm-¢” with key as:
0,9,131,1735,20371,250072,2521687
,24034419,303694616 ,forv = 3.

2. ACADEMICS would be converted into:

AP 84 with key as:
0,16,416,9748,20348,4440719,79607889,
13888167,30300994280, forv =4.

3. ACADEMICS would be converted into:
“Al}d>d” with key as
0,25,1015,37187,1212890,41357421,

1158447265,30670166020,1076507569000
,forv = 5.

Results and Discussion
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This work represents the capability of using one

of the integral transforms (the complex EFG integral
transform) in the cryptography world. The complex EFG
integral transform has been used to encrypt a message
(plaintext). The message that has been discussed in the
work is (ACADEMICS), and the ciphertext that has
resulted from the encryption stage is (A#@ 7 [Jhx"") in
the same stage, a decryption key is also concluded (0, 4,
26, 152,794, 4336, 19435, 82329, 462356). The
resulting ciphertext and the concluded key will be
transformed by the receiving party to be decrypted back
into the original message through the received key
(ACADEMICS).
The case study proved the effectiveness of using the
complex EFG integral transform for such a task and
opened the door to many other future applications in the
cryptographic field.
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