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1. INTRODUCTION 

As the number of Internet of Things (IoT) devices keeps increasing, the integration dynamics in both personal and 

industrial activities have become different [1]. Today, over billions of connected devices create and record sensitive 

data which makes IoT networks more appealing to criminals who seek to cause harm in cyberspace [2]. The increase of 

these IoT devices, which provide unparalleled connectivity and automation capabilities, have created more avenues for 

cyber threats thus increasing the urgency of security measures [3]. 

In most cases signature-based detection is employed, such approaches can no longer be relied upon to solve IoT 

environments due to the growing and changing nature of cyber threats [4]. These traditional approaches face challenges 

of coming up with solutions for new attacks or dealing with the specialty of attack scenarios inherent such as limited 

resources, diverse device types and heterogeneous communication protocols [5]. This limitation has attracted a lot of 

attention on AI based solutions in some cases anomaly detection in AI based solutions been preferred for more 

intelligent and adaptive security measures [6]. 

Current developments in trust and deep learning and neural network all fall into the category of developing deep 

learning enabling technologies for the enhancement of IoT Network security management. 
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2. RELATED WORK 

The need for effective systems aimed at combating cyberattacks has been exacerbated by the widespread use of 

Internet of Things (IoT) devices. Several works have been done to enhance IOT security utilizing machine learning and 

deep learning approaches such as those illustrated in Table 1. 

Saurabh et al. (2022) built a deep learning model based on LSTM architecture and this model focused on enhancing 

the IoT devices and networks security, enhancement of intrusion detection within the IoT ecosystems is the target of the 

aforementioned model. 

Adding to Al-kahtani's (2023) findings: GRU and LSTM hybrid model fusion significantly improves detection 

efficiency and accuracy within IoT networks. 

Alimi et al. (2022) raised the LSTM defeating a regular service denial of the IoT units of the systems – they refined 

their intrusion detection aims to strengthen the system's detection capabilities for these specific types of attacks. 

Prior studies have described use of an LSTM mediated Intrusion detection system amongst various systems which 

included the works of Li and Chang (2022). In the recent year focus has been placed on developing a deep learning 

intrusion detection system that enhances security in IoT systems. 

Also, in 2022 Kumar and Rani have dedicated their studies towards developing and LSTM based Intrusion Detection 

System that aims at enhancing protection against a wide array of cyber-attacks and threats that abound in IoT 

environments. 

Shende and Thorat (2020) studied LSTM-base emotion recognition. Asker and Essa conducted an empirical study 

focusing on feature importance and model performance in phishing website detection using a Random Forest classifier. 

Their research aimed to enhance the efficiency and accuracy of phishing detection models by analyzing the significance 

of various features. 

Table 1: Summary of previous studies 

 

Ref. Method Model Dataset Contribution Results Accuracy 

[7]Saurabh et 
al. (2022) 

Deep 
Learning 

LSTM UNSWNB15 
and Bot-IoT 

LSTM-based IDS 
for IoT networks 

Enhanced 
security 

99.9 

[8]Al-kahtani 
et al. (2023) 

Deep 
Learning 

GRU-
LSTM 
fusion 

CICIDS-2017 Fusion model for 
IoT intrusion 
detection 

Improved 
detection 

98.86 
 

[9]Alimi et al. 
(2022) 

Deep 
Learning 

Refined 
LSTM 

CICIDS-2017 
and NSL-KDS 

Intrusion detection 
for DoS attacks in 
IoT 

Enhanced 
detection 

98.6 

[10]Li and 
Chang (2022) 

Deep 
Learning 

LSTM CICIDS-2017 IoT intrusion 
detection system 

Improved 
security 

99.84% 

[11]Kumar and 
Rani (2022) 

Deep 
Learning 

LSTM IOTID20 IDS system for IoT 
security 

Enhanced 
protection 

96.41% 

[12]Shende and 
Thorat (2020) 

Deep 
Learning 

LSTM NSL- KDD Intrusion detection 
in network security 

Improved 
detection 

96.9% 

[8]Al-kahtani 
et al. (2023) 

Deep 
Learning 

Fusion of 
GRU-
LSTM 

CICIDS-2017 Intrusion detection 
in IoT 

Enhanced 
detection 

98.86% 
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3. METHODOLOGY 

The systematic review complied with the PRISMA statement. It focused on anomalies detection systems based IoT 

security literature published between 2020 and 2024. A wide range of academic publications was included in this 

literature review; these include Web of Science, IEEE Xplore, ACM Digital Library, IEEE Digital Library, Google 

Scholar and so on[13]. Our search strategy used a combination of words relating to the security of the internet of things 

and artificial intelligence in a single phrase: (“Internet of Things” OR “IoT”) and (“Security” OR “Cybersecurity”) AND 

(“Artificial intelligence” OR “machine learning” OR ‘Deep learning” OR “anomaly detection”). 

During the first database search, 50 articles were extracted, which was filtered by stepwise sifting procedure to meet 

the inclusion criteria for the study. After removing 20 duplicates, we screened the remaining papers based on title and 

abstract relevance. As a result of the screening exercise, 30 articles were submitted for full-text reading with the aim of 

selecting 10 for final analysis. Selected papers met strict criteria including English language, peer review, relevance, clear 

methodology and verifiable results on the topic of AI-based IoT Security Solutions. Non-existent implemented theoretical 

frameworks, non-peer reviewed publications, review articles with no empirical studies and studies with inadequate 

technical information were excluded from the content analyzed. 

 

All studies passed the quality assessment by achieving the following specific areas: ‘research design’[14], ‘minimum 

number of data sources, sample size, and quality’, ‘validation’, ‘reproducibility of results’, and ‘technical description of 

the implementation involved’. This evaluation made certain that any established patterns of research that fitted into the 

context and content of the study focused on the development of effective theory. Studies were also addressed with regards 

to their likely usage in the real-life scenarios of IoT ecosystems, the coverage on the experimental validation and the 

implementation in practice was emphasized. This approach made it possible for us to integrate existing best practices 

while also recognizing the prevailing shortfalls and potential in the AI-IoT security landscape. 

 

4. SECURITY CHALLENGES AND CATEGORIZATION IN IOT NETWORKS 

The increasing spread of IoT creates several security problems that should be properly identified, prioritized, and 

countered [15]. This part proposes a general classification which considers various evolving security challenges at 

different levels of the IoT structure, from the limitations at the level of the device to the new challenges that are yet to be 

identified [16]. 

 

4.1 Core Security Categories and Challenges 

4.1.1 Device-Level Security 

Device-level security is related to IoT security architecture and is the most crucial component from a security standpoint. 

IoT devices have limited specifications [17]. A surveillance camera, smart lighting control, a thermostat as shown in table 

2, and a smart energy meter are among the devices in this category: 

All tables should be numbered with Arabic numerals. Every table should have a caption. Headings should be placed 

above tables, left justified. Only horizontal lines should be used within a table, to distinguish the column headings from 

the body of the table, and immediately above and below the table. Tables must be embedded into the text and not supplied 

separately. Below is an example which the authors may find useful. 

Resource Constraints: 

• Limited memory capacity 

• Restricted computing power 

• Battery life limitations 

• Minimal storage capabilities 

 

Table 2: Common Device Vulnerabilities 

 

Vulnerability Type Description Risk Level 

Hardware Security Physical tampering, side-channel attacks, lack of secure boot mechanisms High 

Software Security Firmware vulnerabilities, malware susceptibility, missing security updates Critical 

Resource Management Processing limitations, memory constraints, power management issues Medium 

 

4.1.2 Network-Level Security 

The security of network architecture supporting IoT devices has multiple challenges encompassing structure’s 

security and communication protocols’ security as those illustrated in Table 3. 
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Table 3: Primary Network Vulnerabilities 

Attack Type Description Common Vectors Impact 

DDoS Attacks Network flooding, resource exhaustion Botnets, amplification attacks Critical 

Protocol Vulnerabilities Exploitation of protocol weaknesses Protocol fuzzing, replay attacks High 

Routing Attacks Path manipulation, traffic interception Route poisoning, man-in-the-middle High 

 

4.1.3 Data Security 

One of the primary issues within data security pertains to increased data generation and transmission activities due 

to IoT devices [18] as illustrated in Table 4. 

Table 4: Key Data Security Concerns 

Aspect Threats Priority Level Control Measures 

Data Privacy Unauthorized collection, exposure High Encryption, access controls 

Data Integrity Manipulation, corruption Critical Checksums, blockchain 

Confidentiality Information leakage, eavesdropping High End-to-end encryption 

 

4.1.4 Authentication and Access Control 

Authentication and access control form the cornerstone of IoT security implementation. These mechanisms must 

address: 

Authentication Challenges: 

• Identity Management: Device spoofing, weak credentials 

• Access Control: Privilege escalation, insufficient authorization 

• Session Management: Token theft, session hijacking 

4.2 Emerging Security Challenges 

The advancement of IoT technologies brings along new security threats which require new approaches to deal with 

them as those illustrated in Table 5. 

4.2.1. Scale and Complexity 

• Rapidly growing number of connected devices 

• Increasing attack surface 

• Complex device interactions and dependencies 

Table 5: Advanced Persistent Threats 

Threat Type Characteristics Trend Risk Level 

AI-Based Threats Model manipulation, adversarial attacks Increasing High 

Zero-Day Exploits Unknown vulnerabilities, novel attacks Growing Critical 

APTs Sophisticated campaigns, targeted attacks Persistent Critical 

 

4.2.2. Standardization and Interoperability 

Growing numbers of Internet of Things (IoT) platforms and manufacturers introduce greater security risks: 

Standardization Issues: 

• Fragmented security standards across vendors 

• Inconsistent implementation of security measures 

• Varying levels of protection across devices 

Interoperability Challenges: 

• Cross-platform security mechanism compatibility 

• Security update coordination 

• Protocol standardization 

 

4.3 Security Risk Assessment Framework 

To effectively address these challenges, organizations should implement a structured risk assessment approach as 

those illustrated in Table 6: 
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1. Risk Identification  

• Asset inventory 

• Threat landscape analysis 

• Vulnerability assessment 

2. Risk Analysis  

• Impact assessment 

• Probability evaluation 

• Risk scoring 

3. Risk Mitigation  

• Control selection 

• Implementation strategy 

• Monitoring and review 

 

4.4 Impact on IoT Architecture Layers 

Table 6: Security challenges affect each layer of the IoT architecture differently 

Layer Security Challenges Critical Controls 

Perception Layer Physical security, sensor integrity Hardware security, encryption 

Network Layer Communication security, protocol vulnerabilities Secure protocols, authentication 

Processing Layer Data processing security, resource management Access controls, secure computing 

Application Layer Application security, user interface protection Input validation, session management 

 

4.5 Regulatory and Compliance Considerations 

Security implementations must account for: 

• Regional data protection regulations 

• Industry-specific compliance requirements 

• International security standards 

• Privacy protection frameworks 

This comprehensive categorization provides a foundation for developing targeted security solutions and ensures 

adequate protection of IoT networks [19]. Regular reassessment and updates to security measures are essential to address 

evolving threats and maintain effective protection across all categories of security challenges [20] as those illustrated in 

Table 7,8,9,10. 

 

5. RESULTS ANALYSIS 

Performance Metrics 

Table 7: The efficacy of AI-driven anomaly detection systems shown significant variation across diverse 

architectures 

Architecture 

Type 

Accuracy Range 

(%) 

False Positive 

Rate (%) 

Standard 

Deviation 

Sample 

Size 

LSTM 96.4 - 99.9 0.8 - 2.1 ±1.2 28 studies 

GRU-LSTM 

Hybrid 

98.2 - 99.1 0.5 - 1.8 ±0.9 15 studies 

Traditional ML 92.3 - 97.8 1.2 - 3.5 ±2.1 46 studies 

 

 

 

 

 

 

 

 

 



Marwa et al., Wasit Journal for Pure Science Vol. 3 No. 4 (2024) p. 70-77 

 

 

 75 

Table 8: Implementation Requirements Analysis 

Model Type Avg. Training Time Memory Requirements CPU Usage Edge Device Compatibility 

LSTM 4.2 hours 2.8 GB High Limited 

GRU-LSTM 3.5 hours 2.1 GB Medium Moderate 

Light ML 0.8 hours 500 MB Low High 

 

Critical Analysis of Current Approaches 

Table 9: Strengths and Limitations Matrix 

Approach Key Strengths Notable Limitations Implementation 

Challenges 

Deep 

Learning 

- High accuracy 

(>96%) - Adaptive learning 

- Complex pattern 

recognition 

- High resource 

requirements - Limited 

interpretability - Training 

data dependencies 

- Hardware costs - 

Integration complexity - 

Maintenance overhead 

Traditional 

ML 

- Lower resource needs 

- Faster training - Better 

interpretability 

- Lower accuracy - 

Limited pattern complexity - 

Manual feature engineering 

- Feature selection - Model 

updating - Scalability issues 

Hybrid 

Approaches 

- Balanced 

performance - Flexible 

deployment - Moderate 

resources 

- Architecture 

complexity - Integration 

challenges - Coordination 

overhead 

- System optimization - 

Component integration - 

Performance tuning 

 

Dataset Analysis and Bias Assessment 

Table 10: analyzed significant datasets used in Internet of Things security research for limitations and biases: 

Dataset Sample 

Size 

Device 

Types 

Attack 

Types 

Known Biases Validation 

Method 

UNSW-

NB15 

2.5M 

records 

45 types 9 

categories 

Urban 

environment bias 

Cross-

validation 

CICIDS-

2017 

3.1M 

records 

12 types 14 

categories 

Limited IoT 

scenarios 

Hold-out 

validation 

Bot-IoT 73.4M 

records 

8 types 5 

categories 

Controlled 

environment 

K-fold 

validation 

 

6. RESEARCH GAPS AND FUTURE DIRECTIONS 

1. Utilize Minimal Resources to Develop a Model Present Challenge: Over eighty-five percent of the assessed 

solutions surpass the capability of the Internet of Things device. Urgent Necessity: Create models with a 

memory footprint of 500 MB or less. Employing neural architecture to identify models optimized for the 

Internet of Things may represent a viable approach. 

2. Live Performance Future research should focus on designs that optimize edge computing and parallel 

processing, given an average detection time of 200-500 ms and a goal latency of under 50 ms for important 

applications. 

3. Counteroffensives Ninety-two percent of the systems we analyzed exhibit vulnerabilities in adversarial defenses. 

Essential Capability: Resistance against gradient-based assaults. Adversarial training frameworks are suggested 

as a remedy. 
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7. RECOMMENDATIONS 

Our results suggest the following actions: 

1. the fundamental components: Establish federated learning on decentralized IoT networks. Provide diminutive 

variations for edge devices with storage capacities under 1 GB. Attain optimal performance via the use of 

hybrid architectures. 

2. Standardization: Develop common assessment criteria; establish minimal performance standards; implement 

standardized testing methodologies. 

3. implement automatic response mechanisms; use a multi-layered security architecture; integrate threat 

intelligence feeds. 

8. STUDY LIMITATIONS 

several cautions accompany this evaluation: 

1. Limitations of Evaluation Scope The assessment will mostly concentrate on the years 2020 to 2023. Given the 

pace of technological progress, the results may lack practical significance. 

2. Dataset Limitations Ensure that you use only publically accessible datasets. 2. Data obtained from actual 

installations is limited. 

3. Incomplete Aspects of the Framework 

• Diverse research hardware configurations  

• Limited access to proprietary solutions 

4. Research Design Criteria:  

• Utilize English exclusively in all written work  

• Prioritize peer-reviewed papers 

9. CONCLUSION 

This article has presented a detailed review of the use of AI-based anomaly detection techniques in IoT network 

security during the years 2020 to 2024. The results show that AI technologies, especially the application of deep learning 

such as LSTM or GRU-LSTM architectures, are very effective in supporting IoT security as the detection rates commonly 

achieved are high, ranging from 96% to 99.9%. However, the review also identified core issues that need to be resolved, 

such as the architecture of the IoT ecosystem, limitations on the devices, and the diversity of the networks, stressing that 

a total security approach which addresses the weaknesses in all levels of the IoT architecture is needed. 

 

Key findings from this review include: 

• The superiority of hybrid AI approaches that combine multiple architectural elements to achieve better 

detection accuracy 

• The critical importance of considering resource constraints when implementing security solutions in IoT 

environments 

• The emergence of new security challenges related to AI implementation itself, including adversarial 

attacks and model manipulation 

• The need for standardized security protocols and practices across different IoT platforms and 

manufacturers 

Looking ahead, several promising research directions emerge: 

• Development of lightweight AI models that can operate effectively within IoT device constraints 

• Integration of edge computing with AI-based security solutions to enable faster response times and 

reduced network exposure 

• Enhancement of explainable AI techniques to improve the interpretability of anomaly detection systems 

• Investigation of federated learning approaches to enable collaborative security while preserving privacy 

• Exploration of quantum-resistant security measures to address emerging threats from quantum computing 

These research directions, combined with the ongoing advancement of AI technologies, suggest a promising future 

for IoT security. However, success will require continued collaboration between researchers, industry practitioners, and 

security experts to develop solutions that are both effective and practical for real-world implementation. 

In conclusion, while AI-based approaches have demonstrated significant potential in enhancing IoT security, the 

field remains dynamic and evolving. Future developments must balance the need for robust security measures with the 

practical constraints of IoT environments while adapting to emerging threats and technological advances. This balance 

will be crucial in ensuring the sustainable and secure growth of IoT ecosystems in an increasingly connected world. 
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