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Summary
Social networking sites are online services that allow users to create a public
profile, facilitating the capture of personal data and information about users
while providing tools to interact with other users. These sites can also be
accessed via mobile devices, including (Facebook, Instagram, etc.). All over the
world children use the Internet for social interaction.

But due to the unregulated nature of those services, protecting a child's
privacy can be difficult. Many popular websites collect huge amounts of
personal information for selling and marketing purposes. Children rarely read
the privacy policies of the websites they visit, so they are often Unaware of their
legal rights, rather, parents may also violate the privacy of their children for
profit, so we will explain in this research the limits that must be taken into
account by parents and others in order to protect the privacy of the child on
social networking sites
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(") Article (1) consist on (1-It is an offence for a person (a) to take, or permit to be taken, any
indecent photograph of a child (meaning in this Act a person under the age of 16) ;or (b) to
distribute or show such indecent photographs; or (c) to have in his possession such indecent
photographs, with a view to their being distributed or shown by himself or others; or (d) to
publish or cause to be published any advertisement likely to be understood as conveying that
the advertiser distributes or shows such indecent photographs, or intends to do so. (2) For
purposes of this Act, a person is to be regarded as distributing an indecent photograph if he
parts with possession of it to, or exposes or offers it for acquisition by, another person. (3)
Proceedings for an offence under this Act shall not be instituted except by or with the
consent of the Director of Public Prosecutions)
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(1)See: Guidelines to respect, protect and fulfil the rights of the child in the digital
environment, Recommendation CM/Rec(2018)7 of the Committee of Ministers, Council of
Europe, September 2018 Printed at the Council of Europe, P, 16-17-18. Children have a right
to private and family life in the digital environment, which includes the protection of their
personal data and respect for the confidentiality of their correspondence and private
communications States must respect, protect and fulfil the right of the child to privacy and
data protection. States should ensure that relevant stakeholders, in particular those
processing personal data, but also the child's peers, parents or carers, and educators are
made aware of and respect the child's right to privacy and data protectionStates and other
stakeholders should ensure that children are made aware of how to exercise their right to
privacy and data protection, taking into account their age and maturity and, where
appropriate, with the direction and guidance of their parents, carers, legal guardians or other
persons legally responsible for the child in a manner consistent with the evolving capacities
of the child. Recognising that personal data can be processed to the benefit of children,
States should take measures to ensure that children's personal data is processed fairly,
lawfully, accurately and securely, for specific purposes and with the free, explicit, informed
and unambiguous consent of the children and/or their parents, carer or legal representative,
or in accordance with another legitimate basis laid down by lawThe data minimisation
principle should be respected, meaning that the personal data processing should be
adequaterelevant and not excessive in relation to the purposes for which they are processed.
Where States take measures to decide upon an age at which children are considered to be
capable of consenting to the processing of personal data, their rightsviewsbest interests and
evolving capacities must be taken into considerationThis should be monitored and evaluated
while taking into account children's actual understanding of data collection practices and
technological developments. When children are below that age and parental consent is
requiredStates should require that reasonable efforts are made to verify that consent is given
by the parent or legal representative of the childStates should ensure that the likely impact of
intended data processing on the rights of the child is assessed and that the data processing
is designed to prevent or minimise the risk of interference with those rightsStates should
ensure that the processing of special categories of data which are considered sensitive, such
as genetic data, biometric data uniquely identifying a childpersonal data relating to criminal
convictions, and personal data that reveal racial or ethnic origins, political opinions, religious
or other beliefs, mental and physical healthor sexual life, should in all instances only be
allowed where appropriate safeguards are enshrined in law. States should ensure that
children and/or their parentscarers or legal representative have the right to withdraw their
consent to the processing of their personal datahave access to their personal data and to
have it rectified or erasednotably when the processing is unlawful or when it compromises
their dignity, safety or privacy.
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() PART (5) PROTECTION OF CHILDREN AND OTHERS Protection of children. Article (69)
consist on: (Possession of pedophile manual) (1) It is an offence to be in possession of any
item that contains advice or guidance about abusing children sexually. (2) It is a defense for a
person (D) charged with an offence under this section (a) to prove that D had a legitimate
reason for being in possession of the item; (b) to prove that (i) D had not read, viewed or (as
appropriate) listened to the item, And (ii) D did not know, and had no reason to suspect, that
it contained advice or guidance about abusing children sexually; or (c) to prove that (i) the
item was sent to D without any request made by D or on D's behalf, and (ii) D did not keep it
for an unreasonable time. (3) A person guilty of an offence under this section is liable (a) on
summary conviction in England and Wales, to imprisonment for a term not exceeding 12
months or to a fine, or to both; (b) on summary conviction in Northern Ireland, to
imprisonment for a term not exceeding 6 months or to a fine not exceeding the statutory
maximum, or to both; (c) on conviction on indictment, to imprisonment for a term not
exceeding 3 years or to a fine, or to both. (4) Proceedings for an offence under this section
may be brought (a) in England and Wales, only by or with the consent of the Director of
Public Prosecutions; (b) in Northern Ireland, only by or with the consent of the Director of
Public Prosecutions for Northern Ireland. (5) In England and Wales, the following provisions
of the Protection of Children Act 1978 apply in relation to prohibited items as they apply in
relation to indecent photographs of children (within the meaning of that Act) (a) section 4
(entry, search and seizure); (b) the Schedule (forfeiture of photographs).

(® Article (14) consist on (A person contravenes this subsection if the person makes
pornographic material available on the internet to persons in the United Kingdom on a
commercial basis other than in a way that secures that, at any given time, the material is not
normally accessible by persons under the age of 18)

(3) Article (16) consist on (The age-verification regulator: designation and funding () The
Secretary of State may by notice designate any person, or any two or more persons jointly, as
the age-verification regulator for the purposes of (a) all of the functions of the age-verification
regulator under this Partor (b) any of those functions specified in the notice by which the
designation is made. (2) Different persons may be designated for the purposes of different
functions(3) The Secretary of State may at any time by notice (a) revoke a designation under
this section; (b) designate one or more other persons in place of any person or persons
designated under this section(4) The Secretary of State's power to designate a person under
this section includes a power to designate the holder for the time being of any office or
employment specified in the notice by which the designation is made(5) The Secretary of
State must not make a designation under this section unless satisfied that (a) arrangements
will be maintained by the age-verification regulator for appeals to which subsection (6)
applies, and (b) any person hearing an appeal under those arrangements will be sufficiently
independent of the age-verification regulator. (6) This subsection applies to appeals (a) by a
person on whom a financial penalty has been imposed under section 19 (1) or (10)against the
imposition of that penalty; (b) by a person to whom an enforcement notice has been given
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under section 19(2), against the giving of that notice; (c) by a person identified as the non-
complying person in a notice given under section 21, against the giving of that notice; (d) by
an internet service provider to whom a notice has been given under section 23(1)against the
giving of that notice; (e) by a person identified as the non-complying person in a notice given
to an internet service provider under section 23(1), against the giving of that notice(7) A
notice under subsection (1) or (3) must be published in the London, Edinburgh and Belfast
Gazettes(8) The Secretary of State may pay grants or make loans to the age-verification
regulator to cover expenditure incurred in the carrying out of its functions(9) Grants may be
paid and loans made under subsection (8) subject to any conditions the Secretary of State
thmks appropriate (including conditions as to repayment).
( ) Article (15-f-i) consist on (that it was produced solely or principally for the purposes of
sexual arousal
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(') See: Alan Westin, Social and political Dimensions of Privacy, Journal of Social
Issues, Vol.59, NO2, 2003, P3. ((Privacyis the claimof an individual to determine
what information about himself or herself should be known to others)).
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(') See: Stacey B. Steinberg, SHARENTING: CHILDREN PRIVACY IN THE EAG OF SOCIAL
MEDIA Emory Law Journal, Vol. 66: 839, 2017 , p846.

( ) See: Holly Kathleen Hall, Oversharenting: Is It Really Your Story to Tell?, 33 J. Marshall J.
Info. Tech. & Privacy L. 121 (2018) , p 122.
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(1) ((The most important aspect nowadays is the information provided by SNS to children and
parents so that they can use them correctly.Commercial uses of SNS can be better controlled
but, in the case of social uses, when we find peer-to-peer relationships it is more difficult to
regulate certain actions because children do not have the same legal responsibility as an
adult. In this case, the first step is to provide children with clear and attractive TOS to read,
and to give them available and effective channels for complaint., to enhance self-regulation
policies in both of these SNS in the case of child images)) See: Maria De-Miguel-Molina a ,
Juan Vicente Oltra-Gutiérrez a,Jawahitha Sarabdeen ba, An exploratory study on the privacy
of children's images in Spain’'s most widely used social network sites (Tuenti and Facebook),
International Review of Law, Computers & Technology Vol. 24, No. 3, November 2010,
Available on https://www.tandfonline.com/doi/abs/10.1080/13600869.2010.523953 , last visit
(3/5/2023) p284.

(- th International Conference of Data Protection and Privacy Commissioners. Strasbourg,
17 October 2008, Draft Resolution on Children’s Online Privacy, Available on
https://www.agpd.es/portalweb/privacyconference2009/documen acion/common/childrens_on

line_privacy en.pdf
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(") ((In 1989, the United Nations General Assembly adopted the International Convention on
the Rights of the Child, declaring that states would respect and ensure the rights of children,
including the right to the protection of their privacy. Since that time, Data Protection and
Privacy Commissioners of Europe have grown increasingly concerned over the online
encroachment into the private lives of children. At the same time, Commissioners have
recognized that an education-based approach combined with data protection regulation is
one of the most effective methods of addressing the issue At the 30th International
Conference of Data Protection and Privacy Commissioners in October 2008, a Resolution on
Children“s Online Privacy warned the potential risks to the privacy of Social Networks users
as information on each profile is available to the user community. The lack of protection
makes it easy to copy all types of personal information from these profiles and leak this
information outside of the network when indexed by search engines.)) See: JAWAHITHA
SARABDEEN, MARIA DE-MIGUEL-MOLINA, Social Network Sites and Protection of Children:
Regulatory Framework in Malaysia, Spain and Australia, Available on
https://www.researchgate.net/publication/234811950_ Social network_sites _and protection o
f children_reqgulatory framework in_Malaysia Spain_and Australia , last visit (4/2/2023)
p.134

(®) Children's Online Privacy Protection Act (COPPA), Federal Trade Commission USA:2000,
Available on http://www.ftc.gov/bcp/conline/pubs/buspubs/coppa.htm ,




zoal g IS Ui JladY) 06 o s (Jib diad &l il sladll (e iKY
((lmiliia 5 ddasi jo e ol sa (Ao (s 5ia V) angs casedas

celaiall allal Alain) Face book Jie daclaial) culSuill alga h g
UMMGAMJJ\ (il Calall dpa pad dlae) (& LAY aa g die ddladl
u;.ﬂ\ JL};\ Gl d); B e Lalall dalicall JJ;.\} “ag_\M}aA; aJ\J\.ﬁ
ﬂu\J@ﬁﬁwceww\M\& M\MJM‘(—;M
T ldia Yl ISl @ se alina o I 5LEY) 5and OS) el pde Sl el
Glogeddl Face book aeny «JEdl Junw o ddpadlll Gilaglaall aaas
Y ng}aL}zﬁcqﬂ\ewM\&@cb\uyN\uﬁﬁé\W\
il 4y el GUBle Yl et cileladl)

;&\}.ﬁ 0 Hadias eldal) Jual gl a8 so e daliall UL o) Lle
&8 sall a&@;@dw@ui Gla eSS aed rdandll clily )
Joe e adladia e aodiidl J8 e UL 230 585 24 148 (K4 Ukl | Y
dsl.u)l\})}aj\d&d\
@uwﬁ‘g\w@uuw@}\umgs 5 alS gal) b)Y
e oSay Y Sl Lghe (ol a3 Al bl
Oy Gl gAY J e SUL (e o) 51 038 83 oy A pall i) g
lede 3 yhan ardiiaall Gl g Klgie i€l 23 Al Ul bl Led) caadii oo
‘ Leria e 2 Y
Jss Jual il a8l go Aol oo SULL (e g1 63Y) 238 aan oy 14S gl UL 0
Mgl ) a8l cilale

JAY) daglia sa a0l 138 (e Apulu) ) o) Lia JSAN 1) 5eY)
&Mu}sw\ 128 o) Wle (elaiay¥l Jual gl CA\}QL;;?@J&\M\@AQ
e phe AEN e JuhY) Caagiog o iy e S K aBge 4l e IS
a@:\wdgu—qe@byl.}a dadd A28y o) A Y Baaidl u_:LJYJS\ S ab ee
Glas o S Y oyl alill pelany Ua g g Adlaia dpadd CGilagledd
P Y Baatall Y ol 3 Jaad Y (AN a8 gall & Jehall dpa gad

(1)(( The data available under Social Network are categorised into 5 types:

.\service data: it is given as basic information to get registered as SNS member

.Ydisclosed data: this data are posted by a user on his pages for example photograph and
messages.

.Yentrusted data: they are posted on others" pages. The data is same as what is posted in
disclosed data but the data subject does not have control over it.

.tincidental data: these types of data are posted by others that talk about a user. It is same
as disclosed data. The data subject has no control over them and neither he created them.

°. behavioural data: these types of data are collected by the SNS about one"s habits and his
association)) See: JAWAHITHA SARABDEEN, MARIA DE-MIGUEL-MOLINA, OP.CIT, P.135.
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Ko ga Y 1A A o gilal A4S Bastial)
(2) See: Federal Court, Central District of California, United States of America (For the Federal
Trade Commission), Plaintiff, v. Musical.ly, a corporation; and Musical.ly, Inc. a corporation,
Defendant. Available on :https://www.ftc.gov/legal-library/browse/cases-proceedings/172-
3004-musically-inc , last visit (4/10/2023).
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Aga oS ) agallai 3y sasi (e &l ‘;; " ¢ sl alalis 3aL3al YouTube

(1)(( Google LLC and its subsidiary, YouTube, LLC were subject to the FTC’s enforcement
action for COPPA violations in September 2019 for their collection of personal information
from viewers of child-directed channels without obtaining parental consent or notifying
parents. The personal information being collected was in the form of cookies, or persistent
identifies that are used to track users across the Internet. YouTube was able to earn millions
of dollars using these cookies by delivering targeted ads to viewers of those channels.
Although YouTube claimed to be a general-audience website, some of the individual channels
within its platform are childdirected and require compliance with COPPA. When the FTC
sought enforcement against the media giant, FTC Chairman Joe Simons stated that
“YouTube touted its popularity with children to prospective corporate clients,” and “yet when
it came to complying with COPPA, the company refused to acknowledge that portions of its
platform were clearly directed to kids,” noting that there is no excuse for YouTube’s
violations.)) See Statement of Joeseph J. Simons & Christine S. Wilson Regarding FTC and
People of the State of New York v.Google LLC and YouTube, LLC«(Y:Y%) , Last visit
(22/4/2023) Available
on:https://www.ftc. qov/svstem/flles/documents/publlc statements/1542922/simons_wilson_g
oogle youtube_statement.pdf
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(1) ((The complaint against YouTube and Google reports that the company knew YouTube
platform to have numerous child-directed channels and that it intentionally marketed itself to
be a top destination for kids throughout presentations made to popular children’s companies.
69 Specifically, the complaint references to a presentation made to Mattel, the maker of
Barbie and Monster High, during which the company stated, “YouTube is today’s leader in
reaching children aged 6-11 against top TV channels.” In another presentation to toy brand
Hasbro, maker of My Little Pony and Play-Doh, defendants claimed that “YouTube was
unanimously voted as the favorite website for kids 2-12,” and that “93% of tweens visit
YouTube to watch videos.” Despite marketing their platform as a favorite online destination
for kids, YouTube instead asserted to partner companies that they were not subject to any
COPPA requirements under the law.)) See:Dersim Kaya, Ignore COPPA: An industry
standard, Seton Hall University, last visit (1/5/2023) ,Available on
https://scholarship.shu.edu/cgi/viewcontent.cgi?article=2372& context=student _scholarship ,
p13

(2) ((The settlement between the FTC, YouTube and Google was filed on September 4, 2019
and required the company to pay $136 million to the FTC and $34 million to New York state
for its COPPA violations, becoming the largest amount the FTC had obtained in a COPPA
enforcement action since its enactment. 73 The settlement also required Google to (1)
develop, implement, and maintain a system that permits YouTube channel owners to identify
their content as child directed, and that informs channel owners that child-directed content
may be subject to COPPA, (2) provide annual COPPA compliance training to Google
personnel responsible for managing the company’s relationships with YouTube channel
owners, (3) provide notice of its practices with respect to thecollection, use, and disclosure of
personal information from children, in compliance with the COPPA Rule, and (4) obtain
verifiable parental consent before collecting personal information from children)) See: Fed.
Trade Comm’n, Google and YouTube Will Pay Record $170 Million for Alleged Violations of
Children's Privacy Law, (2019), https://www.ftc.gov/news-events/news/press-
releases/2019/09/google-youtube-will-payrecord-170-million-alleged-violations-childrens-

privacy-law
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(")((After the settlement, Google announced it would end behavioral advertising on content
identified as child-directed starting around January 1, 2020 and would disable certain
features on child-directed channels on YouTube. The settlement resulted in individual
YouTube content creators to have the responsibility of ensuring their channels are complaint
with the COPPA Rule COPPA and determining whether their channels and videos are directed
at children. advertising on children’s videos also cut down creators’ advertising revenue
along with the elimination of key features that require user login or user data, such as
commenting, live chatting, and saving videos to watch later.)) See : Stephen Beemsterboer,
COPPA Killed the Video Star: How the YouTube settlement shows that COPPA does more
harm than good, lllinois Business Law Journal, (2020), last visit (1/5/2023) ,Available on
http://publish.illinois.edulillinoisblj/files/2020/06/12-Stephen-COPPA.pdf

() ((Meta, Facebook, and Instagram Companies often ban users under thirteen years of age
altogether as a method of avoiding COPPA compliance. Although Instagram and Facebook,
along with Snapchat and TikTok, are among some of the most popular social media platforms
used by tweens and teens, they have evaded COPPA enforcement action by simply dispelling
any individual under thirteen from using their services.)) See: Dercem Kaya, op. cit, P.15
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(") ((Meta’s use of age restriction on Facebook and Instagram is a direct reaction to the
implementation of COPPA and its protections to children under thirteen. 87 Neither the
COPPA Rule nor the Act itself requires that an operator collect age information. Although
Facebook itself requires a user signing up for an account to provide their date of birth, this
practice has proven to be insufficient in precluding children from accessing the website due
to age falsification. 88 It has been found that 39% of teens falsify their age descriptions to
gain access Facebook. 89 It is also prevalent that parents knowingly help their underage
children create Facebook accounts, ultimately circumventing the parental compliance under
COPPA)) See: Dercem Kaya, OP.CIT, P15

() (A positive step taken by Facebook and Instagram to provide a mechanism for detecting
children users is the initiation of a process that allows other users to report underage
accounts belonging to children to the operator, which eventually prompts the deletion of the
account.)) See: Dercem Kaya, OP.CIT, P16.
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(1) See: Unicef office, Guidelines for Parents, Guardians and Educators on Child
Online Protection, Available on :https://unicef.sharepoint.com/teams/PHL-
ChildProtection/DL1/Forms/Allltems.aspx?id=%2Fteams%2FPHL%2DChildProtecti
on%2FDL1%2FOSAEC%20%26%20SAFERKIDSPH%2FOSAEC%20Reading%20Mat
erials%2FNational%20Study%5FFinal%20Report%5F02102021%20%28003%29%2E
pdf&parent=%2Fteams%2FPHL%2DChildProtection%2FDL1%2FOSAEC%20%26%2
0SAFERKIDSPH%2FOSAEC%20Reading%20Materials , last visit (1/4/2023).
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