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Abstract 
      Steganography is the science that serves to hide a specific message in a suitable 
cover file without making a noticeable changing with the cover that brings an attention 
or HSS (Human Sense System) in both (Human Visual System-HVS and Human 
Auditory System-HAS) and/ or computer detecting software which leads to stegano 
analysis. 
Steganography is the art of hiding and transmitting data through apparently innocuous 
carriers in an effort to conceal the existence of the data Computer-based steganographic 
techniques introduce changes to digital cover to embed information foreign to the 
native covers Such information may be communicated in the form of text, binary files, 
or provide additional information about the cover and its owner such as digital 
watermarks or finger prints. 
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Introduction  
      Every few years computer security has to re-invent itself. New technologies and 
applications bring new threats, and force us to invent new protection mechanisms. 
Cryptography became important when business started to build networked computer 
systems; virus epidemics started once large numbers of pc users were swapping 
programs, and when the internet took off , the firewall industry was one of the first to 
benefit[1].   One of the hot spots in security research is information hiding. It is driven 
by two of the biggest policy issues of information age copyright protection 
(watermarking) and state surveillance (steganography). Steganography's intent is to 
hide the existence of  a hidden message, the goal of steganography is to hide message 
inside other harmless message in a way that does not allow any enemy to even detect 
that there is a second secret message present.  While watermarking and fingerprinting 
are used to protect authors, artist, software and things have copyrights.  Placing a hidden 
trademark in products is watermarking, and hiding a serial number or a set of 
characteristics that distinguishes an object from a similar object is fingerprinting.  They 
are both used to fight piracy, to detect and prosecute any violators [2]. 
 
History of  Steganography                                                        
       Steganography is very old method of passing a message in secret.  This method of 
message sending goes back to the  ancient Greeks.  The historian Herodotus wrote about 
how an agent wrote a message of an invasion on the wood part of a wax tablet.  Since 
message was normally inscribed in the wax and not the wood, the tablet appeared blank 
to a common observer[3].  Another famous example of a classical system is that of the 
roman general who shaved the head of a slave and tattooed a hidden message on it . 
After the hair had grown back, the slave was sent to deliver the message. While such a 
system might work once, the moment that it is known, it is simple to shave the heads of 
all people passing by to check for hidden message[4].    Another common form of  
invisible writing is through the use of invisible inks. Such inks were used with much 
success in both World War I and World War II [5]. 
 
 Use Of  Steganography   
        There are many reasons why steganography is used, and it is often used in 
significant fields. It can be used to communicate with complete freedom even under 
conditions that are censured or monitored . it can also be used to protect private 
communications where the use of the cryptography is normally not allowed or would 
raise suspicion. In the following some reason why use steganography  



 

 
 

-Allows people to communicate secretly by establishing a secret  communication 
protocol.                                             
-Allows non-authorized communication through authorized    communicatirewall [6].    
 
Least Significant Bit 

       The least significant bit insertion method is probably the most well  known 
image Steganography technique. It is a  common, simple approach to embedding 
information in a graphical image file.                                                    

       The embedding process consists of choosing a subset {j1 l(m)} of cover 
elements and performing the substitution operation cji mI on them, which exchanges 
the LSB of cj1 by mi (mi can either be 1 or 0). One could also imagine a substitution 
operation which changes more than one bits of one-cover element. In the  extraction 
process, the LSB of the selected cover-elements are extracted and lined up to reconstruct 
the secret message.                                                                       
           The following program performs data hiding in one least significant bit (1 LSB) 
after   encoding it: 
 
for(int ze=0;ze<8;ze ) 
r[m][ze]=temp[ze]; 
                   }va=7; m=0  
 for  
 {if (m= =8) break  
 switch (m) 
  {case 0: 
               case 1  
  case 2   
  case 3  
  case 4  
  case 5  
  case 6  

case 7:va=7; break;} 
                while (va= =7) 
 {if (code.good ) 
  max=code.get ; 
 switch (max) 
  {case 48:f=0  
                                  cod=f+1; 

r[m][va]=cod; break  
 case 49:f=1  

cod=(f+1)%1  
r[m][va]=cod; break;} 

                                 ++va; if (va==8) ++m } 
 



 

 
 

conclusion 
 Steganographic images have large capacities in which to hide data. We've 
chosen to use BMP for the proposed system because they are of a very simple format 
and very easy to work with compared to other formats such as GIF and JPEG. Using 
cryptography add a level of security/secrecy to the proposed system, so if a hidden 
message is encrypted, it must also be decrypted if discovered. 
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