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Security And Protection Policy at The Electronic Computer Center
At The Northern Technical University Between Reality And

Ambition

Assist. Lect. Rafat Rajab Fathi Hussein

Mosul University [ Information and Knowledge Technologies Dept.

Abstract:

The research aims to identify “the reality of information security policy” and its
protection in the Electronic Computing Center at the Northern Technical University. The
research also reviews the definition of “and the concept of information security and its
historical development,” its importance and goals, “its functions, characteristics,
elements, and components,” its stages and types of information security, its principles,
requirements, fields, and measures. Safe Information and its role in preserving and
protecting information. The research also shows the most prominent effects in protecting
information, data and infrastructure, as well as information stored on computers and the
possibility of providing the best means of protection for it. The aim of the research is the
possibility of identifying “information security policy procedures” and identifying methods
of protecting it “and identifying the most important Risks and threats in all institutions and
defining concepts related to information and data security. The research took the
“descriptive” survey method in preparing it to suit the nature of the research and study.
The research reached some results, which are as follows:

1_ It was found that the Electronic Calculator Center has a written and planned policy
for information security that is followed in accordance with international standards, in
addition to effective procedures to reduce risks, and that the university administration
has a desire to implement a “solid policy for information security” to protect data.

2 It was found that the Computer Center uses encryption policy, for example digital
signature, in exchanging information and systems Detecting breaches before they occur
to protect data stored in servers from hacking.

The study recommends some recommendations, which are as follows:

1_ Overcoming the difficulties in conducting risk analysis to identify strengths and
weaknesses when dealing with information. The center must be able to analyze the
causes of information security risks and address them. And take all security measures.

2_Work on finding intrusion detection systems that repel any attack that disrupts service.
It is also possible to provide programs through which a warning comes from any
unauthorized site from anywhere in the world.

Keywords:

Information security, Security policy, Technical challenges, Data protection,
Information risks
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