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IT Governance under COBIT 5 by Internal Audit of Government Units - A
Proposed Model

Abstract.

The aim of the research is to study IT governance as an integral part of governance. It
consists of leadership, organizational structures and processes that ensure that I'T supports
and highlights the objectives and strategies of the unit. Information Governance Standards
are the most important of COBIT 5 framework, which includes five domains: Evaluation,
Orientation, Control (EDM), Reconciliation, Planning, Organization (APO),
Construction, Acquisition, Implementation (BAI), Service Delivery, Maintenance, and
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Support. (DSS), Monitoring, Evaluation, and Assessment (MEA). These bands, in turn,
are divided into 37 high-level Processes.

The research also seeks to study the possibility of using the framework of COBIT 5 in
government units, and adapted to suit the role of internal audit in the governance of
information technology in government units in Iraq. A questionnaire was used to identify
the most important COBIT 5 processes for the internal auditor working in government
units in Iraq. The research sample consisted of university professors, internal audit
directors and external auditors.

The research concluded that the role of the internal auditor and his responsibility for the
risks of information technology was determined by the international standards of
professional practice issued by the Association of Internal Auditors, which requires that
the internal auditors have a thorough knowledge of the most important risks of
information technology and related controls. The COBIT framework is one of the controls
that has been deemed to be in line with the orientations of national offices and agencies
in many countries. According to the results of the research sample, 15 processes were
selected from the COBIT 5 framework, which is largely consistent with the results of a
number of previous studies, with the exception of some of the processes for which internal
audit is concerned: ensuring the improvement of resources; , Budget management and
costs. The research proposed a model that includes 16 processes with their applications
to IT governance of internal audit in government units in Iraq. The research recommended
to pay attention to the qualifications of employees in internal audit organs, especially in
the field of information technology, and the need to shift public government units to
provide their services electronically to reach an integrated government services. In a way
that makes IT governance more efficient and effective.

Keywords: IT Governance, COBIT 5 Framework, Internal Audit.
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