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Abstract-The huge development and use of digital multimedia (video, image) over computer networks has led to
increase the need for securing of these digital data. Video encryption is widely used as a method for providing security
for digital video. In this paper video encryption method is developed using chaotic system for key generator and
stream cipher, it uses chaotic map as one-time key generator which produce key used for encryption process. Chaotic
systems have been successfully used for multimedia encryption. Chaotic cryptography have good characteristic such
as pseudo-randomness, and sensitivity to initial conditions. Video encryption method have successfully designed and
implemented, the tests and analysis results have showed the succeed of the encryption method in term of speed
and security.
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I. INTRODUCTION

The rapid development in multimedia communication and networks technologies lead to huge increase in using and
transmitting of digital video data over networks these video data could be a private, commercial or personal data containing
sensitive information so should not be reveal into unauthorized users. Video encryption is very useful method to provide
protection for video data [1].

Where encryption mean the processes of transforming the original data into a form that cannot be read by unauthorized
users in order to provide protection to the data been encrypted [2]. There are many traditional efficient encryption algorithms
but most of them not suitable to be used for video encryption directly. In this paper we present effective encryption algorithm
in term of speed and security which is based on one-time-pad key stream cipher and chaotic system.

Many researcher devote their research to find out effective method for video encryption [3] proposed method for video
encryption based on using logistic map as chaotic sequence to be used as an encryption key where two logistic map are
adapted to produce chaotic sequence which used for scrambling of DCT coefficients of the frame and use specific formula
to encrypt the scrambling frame. In [4] proposed method they suggest to use cat map and piecewise linear chaotic map
together to having fine pseudorandom characteristics. By using these chaotic maps to generate key sequence in order to
be used for encryption and to generate permutation list, the whole process is first selected data of each frame is encrypted
then perform permutation on the macroblock of each frame to obtain the decrypted video. The inverse operation is used to
decrypt the video. [5] Gave a suggestion for video encryption by using discrete piecewise linear map as a chaotic system
for chaotic sequence generator and using of stream cipher to encrypt the selected video data. In [6], they used couple of
logistic maps to generate sequence of chaotic to get the encrypted video. First, video data is encrypted with first logistic
map, the result of this encryption will be encrypted for another time with the second sequence. In [7] the researchers

proposed method that use double chaotic maps for sequence generating each map will produce sequence those sequences
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are combining to each other either by Xoring them or adding depend on if the value of the sequence is the same or

different. The obtained sequence will be used for encryption by using formula based on Xoring and addition.

II. CHAOTIC SYSTEM

Chaotic system has been established from many different research areas, such as physics, mathematics, which is nonlinear
dynamic system that can be presented mathematically through specific formula called chaotic maps. Chaotic maps divided
into two types discrete maps and continuous maps, an example of the discrete systems are Logistic map and Arnold cat map.
And an example of continues system are The Lorenz system and Rossler system.Chaotic systems have sensitive dependent
on initial conditions. If two initial points are chosen very close to each other, the distance between their successive orbits
under chaotic map diverges exponentially. Hence, a chaotic system can be used as a pseudo-random number generator [8]
and [9]

a- Logistic map:Its one of the simplest maps that present Chaotic behavior, its used in many application and cryptography

system that are based on chaotic system [8]. It can be describing in the following mathematical equation: [10]
Tpt1 = pxn (1 —xp), (H

Where x is number ranging from O to 1 and x represents the initial value or seed for logistic equation. The y represent
the equation parameter which is a number in the range (3.569946,4)[10].

b- Arnold cat map: Vladimir Arnold is the inventor of Arnold cat map he proposed the cat map as 2D chaotic system.
Arnold cat map is discrete chaotic system since of its invention it used in many encryption methods especially for

image encryption. Its transformation map mathematically can be describe as following: [11] and [12].
Tny1 = (2 Tp + yn)mod 1, 2)
Yn+1 = (Tn + yn)mod 1, 3)
where 2,41, yy+1 are the new points and x,y are the original points.

III. KEY GENERATION PROCESS

Encryption key is an essential part of any encryption method. In this paper chaotic maps are used as key generator. We
suggest two approaches to generate key; first approach depend on cat map and the second is used cat map along with

logistic map as combination of two chaotic systems to generate the key.

Array A: X values

x1[x2[x3[xa[x5[x6[X7[x8]

Array B: Y values

[(vily2[v3[va[vs|ve [v7][vs]

Figure 1: X,Y values
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- First approach Generating key sequence by depending on the equations of cat map, first initial value between (0,1)
for =,y are set iterate the cat maps for a specific number of iterations, each value for each iteration is converted into
set of bytes to be inserted into an array of bytes, so there will be two arrays each one holds different values as shown
in Fig.1. After inserting all the values of all iterations into the arrays, one of these arrays is inversed and Xored with
the other array to produce new array that represent the chaotic sequence as shown in Fig.2

Array: A
[x1[x2[x3[x4[x5]x6[x7][x5]

Array: B &
[vs]y7[ve[vs[va|vs[v2]v1]

Output Array K =
[K1 K2 [K3[K4 [K5 K6 [K7 [Ks |

Figure 2: Chaotic sequence.

K is the key sequence that used for encryption process.

- Second approach In the second approach, we use logistic map in addition to cat map to produce key with larger key
space. As in the above approach initial value of numbers between (0,1) are set for logistic and cat map, Lets z, y, 2.
Specific number of iterations are performed on all the three equations and produce the key with the same way as in

first approach as shown in Fig.3 A, B, C' are the iteration values of the arrays.

Array A: X values
[xi[x2[x3[xa[x5[x6[xX7[X8]
S5

Array B: Y values
[vs[v7[ve[vs[va[v3[v2][YL]
Array C: Z values
[z [z2[z3[z4 [75 (26 [77 |78 |

Output Array K =
[KI [K2 [K3 [K4 [K5 [K6 [K7 | K8 |

Figure 3: Chaotic sequence.

IV. ENCRYPTION METHOD

The whole process will be performed as the in following algorithm: Algorithm 1 video encryption with chaotic key
generation and Fig.4 demonstrate the system steps

1) The video data of the selected video for encryption is prepared for encryption.

2) Initial values of the key generator are randomly selected and set to all the equations of key generator.

3) Key generator will generate key sequence as long as the video data.

4) One-time pad stream cipher is performed on the data to be encrypted by xoring key sequence with the video data.
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5) Encrypted video is constructed. To obtain the decrypted video Xor operation is performed.And to use the method
over networks initial values first securely distributed over the network by using public key encryption technique.
To obtain the decrypted video Xor operation is performed. And to use the method over networks initial values first

securely distributed over the network by using public key encryption technique.

Input plain preparing
video video

Initial value
selection and

key generation

Xor operation Output
between key —_— Encrypted

and video

video

Figure 4: Encryption process steps.

V. ANALYSIS AND RESULTS

In this section result of some test and analysis of the encryption method will be discussed.

A. Key space

It is the number of possible keys that the key generator will produce, larger key space means more immune method
especially against brute force attack. Since we use chaotic map in the proposed method, the initial value will play the role
of key space each value will be digitally represented in sixty-four bits so the calculation of the key space for the two above
approaches will be as the following: in the first approach Arnold cat map used alone and it needs two initial value, one
for each equation, the number of possible keys will be 264 . 264 = 2128 possible key.

In case of the second approach where combination of two chaotic maps, the possible keys will be increased because
964 964 _ 9192

three initial value are used to form the key sequence, so the number of possible keys will be 264 possible

key.

B. Visual appearance

Visual appearance of frame of video before and after the encryption.is shown in Fig.5 below.
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(d)

Figure 5: Visual appearance.(a), (c) represent the original frame before the encryption, (b) is the encrypted frame using
cat map only while (d) is the encrypted frame using the hybrid of cat and logistic maps.

TABLE 1
ENCRYPTION TIME

Sample Name Size in byte Cat map Hybrid
Akiyo 3,802,258 0.311019 0.318570
Coastguard 4,182,478 0.345267 0.348602
Flower 4,752,808 0.396730 0.392885
Football 5,018,962 0.409540 0.406474
Average time - 0.365639 0.366632

C. Processing time

Table I represents encryption time of video data for different sizes with cat map and hybrid algorithms.Table I also shows
the encryption time for both approaches for different video samples,Table II shows the decryption time. It is noticed that
both approaches have almost the same encryption and decryption time and that because in both approaches xor operation
is performed to obtain encryption and decryption videos, Table III showing the time needed for generating sequence of
key we notice that each approach has different key generation time due to the number of chaotic equations that used. In

all three table the time calculated in seconds.

TABLE II
DECRYPTION TIME
Sample Name Size in byte Cat map Hybrid

Akiyo 3,802,258 0.307106 0.307640
Coastguard 4,182,478 0.336871 0.339908
Flower 4,752,808 0.398499 0.395851
Football 5,018,962 0.408903 0.406416
Average time - 0.362844 0.352453

TABLE III

KEY GENERATION TIME

Size in byte Cat map Hybrid
2000,000 0.258268 0.34623
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D. Histogram

Histogram of frame refers to the intensity of pixel in the frame represented by graph. In original frame the pixel intensity

is different and for good encryption the distribution of intensity should be almost uniform [13].

E. Mean Square Error (MSE)

It is a measurement tool used to find the difference between the original data and encrypted, decrypted data. Mathemat-

ically calculated using the following equation [14]:

1 N
MSE = > lw,4) — 20, 4))%, ©)

i=0

where N is the number of pixels in the frame x(4,j) is the original frame, Z(7, j) is the encrypted or decrypted frame.
When MSE is used for measuring the difference between the original and the encrypted frames high value of MSE mean
immune to attack, but in case of using for measuring the difference between the original and decrypted should be minimum
number and be perfect reconstruction if its equal to zero.

TABLE IV
MSE BETWEEN ORIGINAL AND ENCRYPTED

Sample Name MSE for encryption Cat map MSE for encryption hybrid
Akiyo 42759658774547.6 42428922353122.7
Coastguard 27736385912375.3 27331899433279.2
Flower 39749235359690.8 40438496221182.4
Football 18266940484023.1 17848552358063.5
TABLE V

MSE BETWEEN ORIGINAL AND DECRYPTED

Sample Name MSE for encryption Cat map MSE for encryption hybrid
Akiyo 0 0
Coastguard 0 0
Flower 0 0
Football 0 0

F. Peak Signal to Noise Ratio (PSNR)

Peak signal to nose ratio used for measuring the quality of the video been encrypted in case of measuring for encryption.
Small number means better encryption and in case of decryption high number means better decryption and become perfect
reconstruction when the MSE equal to zero which result infinity value for PSNR. PSNR mathematically calculated as [15]:

2
max

MSE
Where max is the max possible value for the pixel. Table VI shows PSNR of the encryption, Table VII shows PSNR of

PSNR =10Log(

) &)

the decryption. Table VIII shows PSNR to our method and the method that used in [7].
As seen from Table VIII, the average PSNR results of the suggested method is smaller than that of the method in [7],

which indicates that the good security characteristic of the proposed method.
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TABLE VI
PSNR OF ENCRYPTION

Sample Name PSNR for encryption Cat map PSNR for encryption hybrid
Akiyo 8.1840 8.2177
Coastguard 10.0638 10.1276
Flower 8.5011 8.4264
Football 11.8777 11.9783
TABLE VII
PSNR OF DECRYPTION
Sample Name PSNR for encryption Cat map PSNR for encryption hybrid
Akiyo max max
Coastguard max max
Flower max max
Football max max
TABLE VIII
COMPARISON OF PSNR BETWEEN SUGGESTED METHOD AND METHOD OF [7]
Sample Name PSNR for encryption Cat map PSNR for encryption hybrid Method in ref [7]
Coastguard 10.06 10.12 11.37
Foreman 8.15 8.13 7.95
Mobile 6.9 6.9 7.65
Average 8.37 8.38 8.99

VI. CONCLUSION

In this paper video encryption method is proposed based on stream cipher and chaotic system as a key generator of one-
time pad key with two different key generation approaches. The experimental result demonstrates that the both proposed
approaches are secure, and the reconstructed video is perfect with MSE equal to zero and maximum value for PSNR. The
results of PSNR test also show that proposed method has smaller value than in the method of [7]. First approach is faster
in key generation time due to only use cat map as key generation which is simple equations and require short execution
time. The second approach present larger key space because of it uses of three initial values two for cat map equations
and one for logistic map, this increase in the number of initial values and the number of equations lead to increase the key
generation time. For future work this method can be applied over network to provide secure video exchange and can be

attached with text-based chat application as feature for secure media exchange.
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