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Secure Communications Based on Dual Synchronization of
Cross - Coupled Different Chaotic Oscillators
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Abstract

The dual synchronization of two different pairs of chaotic oscillators: one pair of Duffing
oscillators and one pair of Murali-Lakshmanan-Chua (ML-Chua) circuits, has been achieved
by numerical simulations. The cross coupling method, where the difference in the voltage
etween the sum of the of the two master oscillators voltages and one of the slave oscillator
voltage is injected to the other slave oscillator as an clocttical current, for the dual
synchronization has peen used. The accuracy of synchronization of chaos is mumerically
obtained by calculating the root mean square error (RMSE). A communicalion scheme is
presented, utilizing the chaofic masking (CMS) technigue, Encoding and decoding of a
message based on dual synchronization of chaos has been demonstrated,

Keywords: secure communications, synchronization of chaos, electronic circuits.
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l-introduction’

Chaos synchronization has ativacied
interest for s potential applications 10
SECMIE - - communications and spread
spectrum CoOmmUNicatons [1-5).
Sync:hmnization is process wherein two of
more systems adjust a given property of
their motion to common behavior, due 10
the coupling or forcing  [61. Chaos
synchromnization Was initially focused in
unidirectional coupled systems [1}. The
reason beyond this fact could be that, for
technical applications, it js interesting o
seproduce the state of a ceriain chaotic
system, DO matter the distance ©f the
number of the replica systems [7). This
kind of configuration is commornly Known
as taster-slave configuration and is the
most extended techpique to synchronize
chaotic systems [8-101.

However, in the most of previous works,
the configuration of chaotic
synchronization js limited to the single
pair of one way — coupled chaotic systems.
From the nonlinear dynamic point of view,
synchronizing chaos in multiple pairs of
one way — coupled oscillators is a very
ineresting  topic, which is related 1O
sdentification of chaos from mixed chaotic
waveforms [11]. The synchronization of
multiple pairs of one Way — gouplad
chaotic oscillators offers advantage for
application I the mulg  users
communications. The multiple pairs of
chaotic oscillators can be synchronized
through single channel. To synchronize
cach palr of chaotic oscillators, all
parameters values must be identical
between the drive and response SySiems.
The coupling signal is a sub of the
waveforms  from each of the drive
oscillators. The  TeSpoRse oscillators
synchronize 10 their cotresponding 1 the
drive system. This form of synchronization
pocomes a multiplexing scheme when
chaotic waveforms are information carrier
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This  paper,  diScusscs the dual
synchronization of chaos based on two
iotally  different pairs, one Dufting
oscillator  [13]  pail and Murali-
Lakshmanan-Chua (ML-Chua) circuil pair
P14 Numerical simulation of dual
synchronization of the chaotic signald
based on {he two different systems are
chown for demonstration. Also, this paper
presenis the communication scheme by
using dual synchronization of chaos and 1ts
application Jor data transmission.

The paper 1s organized as follows: In
gection 1] the system configuration 18
described . In section I, the state
equations {hat govern the whole sysiem are
detived. Also, the simulation resulis are
given in section 111, Section IV discuss the
chaps communjcations. A brief conclusion
is given in Section V.

\i-Dual Synchrnnizaﬁon
Configuration

The Hlock diagram for the dual
synchmnizaﬁun configuration of one
Daffing oscillators pair and one ML-Chua
circuits pair are plotted in fig.(1a). One
Duffing oscillater and  one ML-Chua
circuit used as master oscillators, which
are referred as for master]l and master2,
respectively. The other Duffing oscillator
and ML-Chua circuit are used as slave
oscillators {slavel and slave2 ). The cross
coupling method 8 used. The voltages in
ywo master oscillators are combined as a
ransmigsion  signal, V_ Vo, and the
signal is transmitted through 2 channel to
the slave oscillators. In the front of the one
oscillator, the rransmitted signal 18
subtracted by the voltage of the other saive
oscillators. The injection signal is written
as Vit ¥mz Va2 for slavel oscillatot, and
Vo ¥z -V for the slave2 oscillator. For
siavel, The injection signat is equal to Vi
under the condition of the synchronization
between master2 and slave?, because Viz
component cancels the V- component
from the mixed signal V1t Ve This
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equivalent to one - pair system and the l-Numerical Simulations
dual synchronization can bhe achieved. A-Model

) ] The four circuits shown in fig,(1b}, can be
Figure(1b) shows the schematic of the four described by  the nonautonomous state
chaotic cirguits used_m present mmulatlmn equations as follows:
of the dual synchronization configuration,
The subscripts ml, m2, sl, s2 of the

parameters indicate the master] , master2, - Duffing Oscillator [13}
slavel, and slave2 oscillators, respectively. -Master1:
The combined signal is injected to
subtractor, through an ideal channel, in Coq S¥eams _
i ml = [L ml
order to subtract a voltage V., and V,; in dt

front of slave2 and slavel circuits,
respectively. The electrical current is
injected into the capacitor of each slave

. . . . d! ML
circuit through the coupling resistor R Lml—;'T = f(if:rm) —Ralp g +

c.dy

and R, respectively. The amounttﬂf E;_ Acos(w,t— ) (1)
current can be controlled by coupling L
resistor R,
R e, _
—— w0 cenr | THL
Dnfting ciyenit Yau |—~C-:-)—w.—. {Dsm.m-ei}mm —
{Mhtert) = /]
- é Vit + Moy
ML~Cling cieot .
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Figure 1.(a) Block diagram and {b) Schematic of dual synchronization of chaos in one
Duffing circuit pair and one ML-Chua cireuit pair.
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In (1) and (2). the nontinear function f(.)
can be given by a piccewise. linear
approximation:

-{x +'1;c-":]m -2V
N = E‘h’f
- {1 + %j{ﬁ ERA

.l"c P 2“':’
2 SV, €IV

Ve < =TV

(3)

_ ML-Chua Circuit [14]:
-Master2:

dv
Crn2 V582 = 1y gy — B (Vo)

d
Lmz__ldl-fﬂ?. = —Rilpmz ~ Vemz +

Beos(w,t) (47
Slave2:
av
Cs2—E =l g~
SR w8
+ (Vu.mi. + Vo Voar ~ Vﬂ-s'l)
Rc.eh

il

pa2—E = —Rilyg ~Vesz ¥ Beos(@;t)

dt
&)

ey o1 A0
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In (4) and (5). the function g{) is the
nonlinear current-voltage characteristic of
the negative resistor (NR) in the ML-Chua
circuit and is given by the following
piecewise lineat approximation [1 5)

V) = Ghlfc+%{6¢ G,y + Bl — 5 —El)
(6)

B- Results

1n the present simulation, the master and

slave systems of each pair have identical
values for cirouits parameters.  For the
Duffing oscillators pair, the values of
cixouit parameters used in the simulation
are Cm1=Csl=47nf, Lmi=Ls]1=35mH,
R,= R;=R, =10k0, R3=20}, A=D38Y,
. =2n(1000) rads’, V.= 05 For ML-
Chua circuits pair: Cm2=Cs2=10nf,
Lm2=Ls2=18mH, Rg=134kM, B=0.2V,
m;=21t(ﬁ3ﬂl])rad+s", The wvalues of the
parameters for negative resistor (NR) in
are: Ro=R1o=2208, Ry =22KQ, Re=R,=
22k, Raﬂa.zm,a,=-'r.6*10“,6,,:4.1*104,
and E=1.

The initial conditions for the whole
system are listed as follows:

Master!: (¥, 1 (00 1o (o) = (110}
Siavel: (Va1 {0 1L (033 = (10
Master2: (Vomz (O3 hms (03} = (0.3,0

Slave2® (Vg {®htsz{00)= (e.10}.

v um a
emi "-"mﬂw:l

Figge 7 Double band chaotic attractor of
() Duffing circuit and  (b) ML-Chua

circuit.
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The fourth order Runge-Kutta method with
variable step size is used to simulate the
system. Without coupling between the
master anit slave oscillators, the Duffing
oscillator and ML-Chua cireuit, exhibit
chaatic oscillations. In fig.(2), the phase
portrait chaotic attractors generated by the
tow circuits are reported. Figure(2a) refers
to Duffing oscillator, while fig.(2b) refers
to ML-Chua circuit.

With coupling between the master and
glave oscillators, to  iovestigate  the
accuracy of chaos synchronization, the
cot mean  square emror (RMSE) s
obtained by the simulation of the
following equation:

RMSE = J%E{Li(‘rg,m - v:.a,i): (7

Where N iz the number of the sample of
the temporal waveforms V__ . and V__,
of the corresponding master and slave
oscillators at the ip sampling point. The
Investigation of the accuracy of the
synchromzation achieved when the value
of the coupling resistor R, is varied.
Figure(3} shows the RMSE for the pairs
master] - slavel and master2 - slave2 as
a function of R_. The RMSE decreased
with decrsases R, from 7000, The
minimum RMSE is obtained at
R, = R, 44 = 17250 and
R, = R,un= 2700 for the slavel (
Duffing circuit) and slave2 (ML-Chua
circuit), respectively.

Figure 3. Root mean sguare error (RMSE)
for the pairs masterl-slavel (Duffing) and
master2-slave? (ML-Chua) as a function
of coupling Tesistor.

Dual synchronization of the chaotic
oscillator is achieved for the pairs masteri-
slavel and master®-slave? as shown in
Conversely, the

figs.({4a)and (4b)).

ra

- 1]
\\.l": |-|'|1‘-I"II:I UE.MEM
() (k]
Figure 4. Temporal waveforms and their
correlation plots of V., for: {(a) the pair
masterl-slavel and (b) the pair masterl-
slavel,

different pairs of circuits for masterl-
slave? and master2-slavel are not
synchronized to each other as shown in
figs.((4c)and(4d)). Figure(5) shows the
temporal waveforms of the
synchronization error within each pair.
Also, the results ¢onfirmed that the current
I, in the eqgns{l) and (2) are also
synchronized between the two
corresponding circuits as shown fip.({5b)
and(5d}). Aithough the systems are initially
desynchronized, the synchronization
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Figure 4. Continue: (¢) the different pair
masterl-slave? and (d) the different
pair master2-slavel.

is rapidly achieved with a settling tirne
of about 1.5 ms. Figure (6) reveal that
the temporal waveform of the
transmission signal Vg, +Vp,; and their
correlation plots with the output of
slavel and slave2, respectively. No
linear correlation is observed between
{he transmission signal and the output
signals of slavel and slave2 as shown in
figs.{(6b)and (6c)), respectively.

V- Application In Comnunications
Many strategies of chaos communication
schemes has been proposed, such as
chaotic masking scheme (CMS), chaotic
shift keying (CSK), and chaoctic
modulation (CM). The chaotic masking
scheme consists of two identical chaotic
gystems In
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Figure 5. Temporal waveform of the error
in the pair of Duffing circuits ((2) and (b))}
and in the pair of ML-Chua circuits ({c)
and (d)).

g u-__v:.-.m!.' ot rEidu =]I..m1 =

:L.s:l.remnhuvc.m‘z'vn,ﬂr and 'Bl,ﬂh=ll..m2'
both the wansmitter and  receiver, a

chaotic signal added to the message 10
obtain the coded message and the
gynchronized receiver can recover the
original message by simply subiracting the
chaotic masking signal [16].

Figure (7) demonstrates a communication
scheme using the chaotic masking based
on the dual synchronization of chaos. A
message is coded by externatly adding on
each chaotic carrier of master]l (V) or
master? (V) independently. The coded
message of each pair s delivering in
additional transmission line. Alse, the
mixture of two chaotic waveforms
hetween master} and master? is delivering
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i additional transmission line in order to
achieve  the dugl  synchromization.
-Although all the transmission channels are
aecessibly by stealthier, the original
message cannot be decoded without
separating the two chaotic waveforms
between master] and master2.

S Z6 1 =z & * &
Teanaraleatan gigr V) Transdesin algnal {47

Figure6. (a)Temmporal waveform of
transmission signal ¥, ,+V,.. (b) and (&)
the correlation plots of transmission signal g e
Yyt Vmy with the output of slavel and |
slave2, respectively. ' -

Vil + mesrage |
gt ¥ —0 ﬂ
iy ered
] ; recovered messagel

R
c.a N
Drdling creat | Yl ™ Dufihg coenit

Masterl) T (Sl }
o Vit “;ul

(asterd) Vi

ML-Chua crenit
{Slavel) Vo,

_ 5
) , 4
wessage 2 “—b@_ v § 9’"‘ .
g +message 2 recenvered meszage 2

Figure 7. Block diagram of communication scheme (CMS) based on dual synchronization of
¢haos.
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Figure8. Message encoding and decoding.
Top to bottom: Temporal waveforms of
Master output + message, salve output,
original message, and recovered message
after filtering for the pair of © (a) Duffing
oscillators and (b} ML-Chua circuits.

Figure (8} depicts the simulation results of
encoding and decoding the message for
two pairs { Duffing and ML-Chua). The
message 1 was a 27 — 1 {1001001)
psendo — random (PN) code, about of 6%
from chaotic carrier (Vo ), at 40 Kbits/s.
The message 2 was 25— 1 (101001)
pseudo — random (PN) code, about of 13%
from chaotic carrier (V. -} 2t 50 Kbitg/s.
The top trace is the transmitted coded
message. The second trace s the slave
output , which is due to the dual
synchronization and equal to the master
output before the addition of the message.
The third trace is the original message.
The message is decoded by subtracting
the salve output (second wace) from the
received coded signal ( first trace). The
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quality of the subtracted signal can be
improved by the application of a fifth —
order Butterworth low pass filter, and the
origina! message can be recovered {botiom
trace).

V-Conclusion

The dual synchronization of chaos in two
totally different pairs one pair of Duffing
oscillators and one pait of ML-Chua
civcuits is achieved simultaneously. The
dual synchronization has been achieved by
using one way — coupling between master
and slave systems. The cross coupling
method is used, where the difference in the
voltage berween the sum of the two master
circuits and one slave circuit is injected
into other slave circuit as an electrical
currens , for dual synchronization of chaos.
The accuracy of the synchronization is
investigated, and the results give the
values of the coupling resistor that
required for achieving dual
synchronization of chaos.  Also, the
communication  scheme using  dual
synchronization of chaos has been
demonstrated. It has been shown by
numerical aimulations that the message
enceding and decoding can be performed
by using chaotic masking technique. A
message (pseudo-random: PN code} is
successfully  recovered  when  dual
synchronization of chaos 1s achieved.

References

[IJL. Pecora and T. L. Carmol,
"Synchronization in Chaotic Systems”,
Phys, Rev. Lett. 64,821 (1990).

[2]N. Shibasaki, A. Uchida, S. Yoshimori,
and P, Davis, " Characteristic Of Chaocs
Synchronization in  Semiconductor
Lasers Subject to Polarization Rotated
Optical Feedback" ,JEEE Journal of
CQuantum  Electronics, Voi42, No. 3,
342-350,2006.

[3] G. Alvarez, 8. Li, ¥. Montoys, G.
Pastor, And M. Romera," Breaking
Projective Chaos  Synchronization
Secure Communication Using

2010 /o 330 A gl e




110

Filtering and Generalized
Synchronization”, Chaos Silton and
Fractals 24, 775-783, 2005,

r4j F. Lan,C. Tse, M. Ye, and S. Hua, "
Coexitance of Chaos Based on
Convential Digital Communication
Systems of Eqgial Bit Rate ” 1IEEE
Transactions on Circuit and Systems-
1, Regulars Papers, Vol.51, No. 2,
2004.

[ 51C. Robilliard, E. H. Huntington, and
M. R. Frater, " Digital Transmission
for Improved Synchronization of
Analog  Chaos  Generator in
Communication Systems”, Chaos 17,
023130(%-7), (2007).

[6] A. Caneco, C. Gricio, and . Rocha, "
Symbolic Dynamics and Chaotic
Synchronization in Coupied Duffing
Oscillators”, Joumal of Nonlinear
Mathematical Physics, Vol 15,
Supplement 3, 102-111, 2008.

[7]1 A. Wagemaker, J. M. Buldy, and M.
A, Sanjuén,” Isochronous
Synchronization in Mutoally Coupled
Chaotic  Circuits”, Chaos 17,
023128(1-7), (2007).

[8] D. Huang, "Multiparameter Estimation
Using only A Chaotic Time Series
and Its Applications”, Chaos 17,
(023118(1-9) 2007).

'[9] C. K. Volos, L M. Kyprianidis, and 1.
N. Stouboutos, " Synchronization of
Two Mutually Coupled Duffing-Type
Circuits”, International Journal of
Circuits, Systems and  Signal
Processing, Issue 3, Vol 1,274-281,
2007,

£10] Y. Xiao, W. Xu, X. Li, and 8. Tang,
"Adaptive Complete Synchronization
of Chaotic Dynamical Network With
Unknown ang Mismatched
Parameters”, Chaos 17, 033118(1-8),
(2007).

[t1JA. Uchida, M. Kawano, and 5.
Yoshimori, "Dual Synchronization of
Chaos in  Colpitts  Electronic
Oscillators and Tts Applications for
Communications”, Physical Review
E- 68, 056207(1-11), 2003.

“Basran Journal for Engincering Science/No.2 /2010

11213, Blakely and N. Corton, "
© Multiplexing Symbolic Dynamics-
Based Chaos Communicetions and
Synchronization *, Journal of Physics:
Conference Series 23, 259-266, 2005.
[13] E. Tamasevigitite, A. Tamagevidius,
G.Mykolaitis, S. Bumeliene, and E.
Lindberg,”  Analogne  Electrical
Circuit for Simulation of The
Duffing-Holmes Equation”, Nonlinear
Analysis: Modelling and Contrel, Vol.

13, No. 2, 241-252, 2008,

[14]8.Parthasarathy and K.
Manikandakomas, * Multiple Period-
Doubling Bifurcdtion Route to Chaos
in Periodically Pulsed Murali -
Lakshmanan - Chua  Circuit-
Controlling and Synchronization of
Chaos” , Chacs 17, 043120(1-9),

2007, st i

[15)L. Chua and G. Lin, "Canonical
Realization of Chua's Circuit Family”,
Jeee Transactions on Circuit and
Systems, Yol.37, No. 7, 1990,

{16] W. Yu, J. Cao, K. Wong, and L LG, "
New Communication Schemes Based
on Adaptive Synchromzation”
Chaos(17), 033114(1-13), 2007,

T ol o g A

———mmse




