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Abstract
The research aims to identify the concept of the Internet of Things (loT), the most important security
challenges, and the steps for auditing the 10T, and to draw the attention of internal auditors to the proposed
methods and procedures through which internal audit can audit, evaluate, and provide advice regarding the
10T s, and to identify the most important general controls for information technology used in 10T audits.
To achieve the research objectives, the researchers used the deductive approach in this research and analysis
using journals, books, and websites that address the research topic, especially with regard to the areas of:
The 10T, the security challenges of the 10T, and the role of internal audit in evaluation, auditing, and advice.
The research reached to a set of findings, the most important of which are:
1. Ignoring the organization’s management and internal audit of [oT security can lead to serious impacts on
the organization’s success, resulting in data breaches, financial losses, and legal problems, as well as
damage to the organization’s reputation.
2. Itis the responsibility of internal audit professionals to closely monitor the IoT landscape to identify and
prevent the risk areas to impacting the business.
3. An audit work program can be developed that includes the necessary procedures to evaluate and audit
aspects related to Internet of Things risks.
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Based on the research conclusions, recommendations were presented that are consistent with these
conclusions, the most important of which are:
It is necessary for parties interested in the internal audit profession to hold seminars for auditors and hold
specialized workshops to introduce the Internet of Things, and to draw the attention of internal auditors to
the ways in which internal audit can provide evaluation and audit in relation to the Internet of Things, and
consider this an essential part of the task of the successful internal auditor who adds value to the company.
That gave him her trust.
Keywords: Internet of Things, Internet of Things security, Internet of Things, internal audit, general
information technology controls.
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