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Received: 00 / 00 /00 This work concerned with implementing packet filtering firewall by using
Ascepted: 00/ 001X o1 Mikrotik Router OS, and tested on a LAN. In the host machine, the programs
DOI:10.37652/juaps.2012.63240 VMware workstation and Wireshark were installed. Mikrotik Router OS give the
Keywords: same results of real environment. This work aims to drop unwanted packets
IMPLEMENTATION , ) . I . .

FIREWALL | according to rules defined to Mikrotik Router OS including source address,
MIKROTIK ROUTER OS. destination address, source & destination port and specified action written in

command line window.
Introduction The fundamental function of a firewall is to
The increasing complexity of networks, and the restrict the flow of information between two networks.

need to make them more open due to the growing To set a firewall, the administrator should define what
emphasis on and attractiveness of the internet as a kinds of data pass and what kinds are blocked. This is
medium for business transactions, mean that networks called defining of the firewall's policy. The policy
are becoming more and more exposed to attacks. Once instruct the firewall as to how it should control the traffic
attached to the internet, in addition to taking advantage of that traverse between internal trusted networks and
its many benefits without risks, the ‘connected external untrusted and unknown networks . Two default
organization’ needs to protect it from attack. The search policies are possible, the first is default forward (allow
is on for mechanisms and techniques for the protection of list): which include the rules to allow authorized users to
internal networks from such attacks. One of the freely pass through the firewall. In other words, that
protective mechanisms under serious consideration is the which is not expressly prohibited is permitted. And the
firewall. A firewall protects a network by guarding the second is default discard (disallow list): which include
points of entry to it. Firewalls are becoming more the rules to keep unauthorized users from gaining access
sophisticated by the day, and new features are constantly to an internal network. In other words, that which is not
being added. expressly permitted is prohibited [2, 3].

The firewall selectively controls the flow of data to
and from network. Packet filters allow or block packets,
usually while routing from one network to another (most
often from the Internet to an internal network, and vice
versa). To accomplish packet filtering, a set of rules must
set up, that specify what types of packets e.g., those to or
from a particular IP address or port are be allowed, other
types are be blocked. Packet filtering may occur in a
router, in a bridge, or on an individual host. It is
sometimes known as screening [1].

System Design

The mechanism used is Packet filtering, as shown
in figure 1 the implemented system depends on the
header attributes which is the interest for packet filtering
(i.e. the filtering operation depends on checking of these
header attributes).
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Figure 1. packet filtering design

The main processes done by the system described
flowchart shown in figure 2; the system will be described
in general.
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Figure 2. System Flowchart

SYSTEM IMPLEMENTATION

The system tested to filter packets on three types
of protocols which are:
1. ICMP scenario (reply echo message)

The packet has been built with determining IP
packet, source address and destination address, and then
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the rule chain was built with in Mikrotik Router through
IP firewall filter add command chain based on forward
packet with src-add, des-add, protocol=icmp, and
action=drop. as shown in Figure 3, Figure 4 describes the
dropping of an ICMP packet, then a rule has been built to
accept the packet

>ip firewall filter add chain: forward src-
address=192.168.0.6 des-address =192.168.1.13 protocol
=icmp action=accept as shown in Figure 5, Figure 6

describes the accepting of an ICMP packet

ladn B kroTik] ip firewall> filier
{adnindHikeoTik] ip fivewall [ilter) a

hain: forward arc 168 0.6 des-ad
lon=drop

adninbHikroTik] ip fivcuall Filterd print

dsabt

2,168 1,13 protocal=ichp a

=192 168.1.13

chain=foruar 2 160.0.6 des is=192 166,111
protocol

actlon=accept

adninifikroTik] ip fieewall Filter) renove

ikbers: 2

[zdninbkroTlk] ip firewall £iliery print

Flags: ¥ - disabl u

B chain-foruar 168, ress=192. 166.1. 13
protocel=udp src B25 dst-port on=drop

132.168.1.13

Figure 3. Defining ICMP rule with drop action
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Figure 4. Describes the dropping of an ICMP packet
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protocol=tcp dst-port=23 action=accept

1 chain=foruard src-address=192.168.1.13 dst-addvess=192.168.0.6
protocol=udp src-port=1038 dst-port=63 action=drop

2 chain=forward spc-address=192.168 8.6 dst-address=192.168.1.13
protocol=i

adninffikenTik

h'lm foruord

protocol=tcp

chain=foru ad .
protocol-udp L= 10 L-port=bY action=drop

chain=faruy; 12168 8.6 dst-address=192.168.1.13
protocol=i

chain=forword src-add 68 8.6 des-address=192, 168 1,13
pro ccept
action=accept
[adninBHikeoTik] >

Nicrosoft Windows XP [Uersion 5.1.2600]
(C) Copyright 1995-2001 Nicrosoft Corp.

G:\Docurents and Settings\saralping 192.168.1.13
Pinging 192.168.1.13 with 32 hytes of data:

Reply from 192.168.1.13: hytes=32 tine=L4ns T[L=127
Reply from 192.168.1.13: hutes=32 tine<ins TTI=127
eply from 192.168.1.13: hytes=32 timedine TIL=127
Reply from 192.168.1.13: hytes=32 tineltns TTL=~127

Ping statistics for 192.168.1,13:

Packets: Sont = 4, Received = 4, Lost = B (B loss),
fApproxinate round trip times in milli-seconds:

Minimum = Bns, Maxinum = 14ns, Average = 3ns

C:\Docunents and Settinge\eara)

Figure 6. Accepting an ICMP packet
Telnet as a port of TCP protocol.

The telnet is enabled on the 192.168.0.6(virtual
pc), the rule is built to drop remote access from
192.168.1.13, src-port number=23 as shown in figure 7.

>ip firewall filter add chain src=192.168.0.6
des=192.168.1.13 protocol=tcp des-port=23 action=drop

Then from 192.168.1.13(real pc) telnet to
192.168.0.6(virtual pc) is not allowed as shown in figure
8.

67

protocol=icep action=accept

o D - dynanic
1ﬁﬂ | 11 ﬂ \ nﬂﬂlf\h 1“: 1hﬂ.ﬂ.ﬁ
protocol=tcp uL port=2d action=drop

chain=foruard src-address=192.168.1.13 dst-address=192.168.0.6
protocol=udp src-port=1038 dst-port=09 action=drop

chain=forward src-address=192.168 0.6 det-address=1392.168.1.13
protocol=icap action=accept

chain=forword src-address=192.168 1.6 des-address=19Z.168.1,13
1=icap action=accept
action=accept

chain=forvard src-address=192.168 1.13 des-address=19Z.168.0.6 protocol=tcy

des-port=23 action=drop

(> to}yllght 199r 2091 chxo oft Culp

C=\Documents and Settmqu\Hdmm tratorytelnet 192.168.0.6

[Connecting To 192.168.08.6...Could not open connection to the host. on port 23:
onnect failed

C:\Documents and Settings\Adninistrator?

Figure 8. Describes the Fail connection on telnet port
Then a new rule is built to accept login remotely

into pcl(virtual pc) via telnet service as shown in figure
9.
>ip firewall filter add chain src=192.168.0.6
des=192.168.1.13 des-port=23 action accept

chain=foruar
protocol=icnp ac

hain: foruard s

port=23 a

[adninGHikeoTik] > ip fivewall filter print

lags: X - dizabled, T - inwalid, I - dynanic
for

chain=foruard sec-addeess=192. 168 8.6 dst-addre
protocol=udp src-port=J808 dst-port=69 actio

chain=forvard src-addrese=192.168.1.13 des-addrese=19Z.168.0.6 protocol=ic

=71

t=23 action=nccept

lnrlnull'iﬂ\hnTle
Figure 9. Defining rule for accept TCP connection on
telnet port




P- ISSN 1991-8941 E-ISSN 2706-6703
2012,(6), (2 ) :65-69

And pc2(192.168.1.13) could login remotely into
pcl (192.168.0.6) according to the obvious rule, there are
the steps of accept login as shown in figures 10 and 11.

)

= CWRONSkysendkend e

Nicrasoft Windous KP [Uersdon 5.1.2606]

(C) Copyright 1985-2061 Hicrosoft Corp.

C:\Docunznts and Settings\Adninisteatorotelnes 192.168.0.6

Figure 10. Examine rule by telnet IP address

cv Telnet 192.168.0.6

C:\Docunents and Settings\sara>_

Figurell. Describes the successful telnet login

Tested the firewall on a specified UDP packet.

First rule chain is built and defined to
MIKROTIK ROUTER to drop the packet as shown in
figure 12.
>ip firewall filter add chain src=192.168.0.6
des=192.168.1.13 src-port=1025 des-port=69 action
drop

unbers:

[adnin®ikeoTik]l > ip [irewall filter a

hadn: foruard sec-address=192.166.0.6 des-address=192.168.1.13

[adninfHikrolik] 3

[adninBikeoTik] » ip fivewall filter a
re-address=192.168 8.6 des-address

-port=6Y action=drop

[adninBfikeoTik] > ip fireuall filter print

[lags: & - disab ) - dynanic

0 chain=forua -address=192.168.1.13 dst-address=192.168.0.6

protocol=tcy dst-port=I3 action=accept

2A6B. 113 sre-port=1025 de

chain=foruard src-address=192.168.0.6 dst-address=1392.168.1.13
protocol=icap action=acrept

chain=foruard src-address=192.168.0.6 det-address=192.168.1.13
protocol=udp sre-port=1025 det-port=63 actiom=aceept

chain=forward spc-address=192.168.0.6 des-address=192.168.1.13

action=aceept

--address=192.163.0.6 des-address=192.168.1.13 sre- |
rt=0 action=drop

[adninGHikeolik

Figure 12. Defining UDP rule with drop action
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Then the packet sent through Wireshark whose
capture any packet coming to 192.168.1.13, the packet is
blocked as shown in figure 13

st
Figure 13. Shows that Wireshark couldn't capture UDP
packet

Then a new rule is built to accept the packet as
shown in figure 14.
>ip firewall filter add chain src=192.168.0.6
des=192.168.1.13 src-port=1025 des-port=23 action
accept

[adninMikeoTik] > ip fivewall {ilter print

Flags: (- disabled, | - invalid, D - dynanic

0 chain=Toruard src-address=192,168.0.6 dst-address=1%. 160113 )
 protocol=udp sec-port=1025 dst-port=b9 action:drop
[adninikeolik] > ip fireuall filter venove

unbers: 0

(adninikeol k] > ip Tireuall 11lter add

I Torward Sre-address=19c,
s1port=b] action=accept
[adniniikeolik] » ip fiveuall filter print
ast § - disabled, T - imalid, D - dynanic
chaimforvard src-address=132, 168,06 des-address=192,168.1 13
port=1025 des-port=6S action=accept
[adnindikeoliK] > _
Figure 14. Remove (drop UDP packet rule) and define
(accept UDP packet rule)
Wireshark monitor and accepting packet is
captured as shown in figure 15.



P- ISSN 1991-8941 E-ISSN 2706-6703 Journal of University of Anbar for Pure Science (JUAPS) Open Access
2012,(6), (2) :65-69

— Conclusions

BUbUU EAXZE Ao voTEHN QAREBENK H In this paper | conclude that this design provided a
() — . 3 relatively low cost, high reliability solution, since the
Bt {law  Diwih  re Do fastest and the cheapest one of firewall techniques is
2 0 R 7 S e e

gﬁgggﬁg %EE " i::"ﬁ%‘ﬁﬁﬁ? packet filtering and since MIKROTIK ROUTER OS
s e s gave the same results of real environment.

s L Ll i f:!mm (S:Eam[ . . . R
St e e ) I suggest implementing the firewall system using
it W WALE D e oo : :

s 61 n TE e o6 J another type of its technologies as a future work.
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Figure 15. Shows Wireshark capture accepted UDP
packet
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