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. Abstract

The use of image communication has increased in recent years. In this approach, the
encryption process is performeéd by hiding the processing steps of the wavelet transform.
The attacker cannot obtain the original image unless processing steps sre known. In this
paper, the performance of three different hidden wsl’.velet-based schemes are applied.
First, hiding filter type: encryption scheme (HFT), second, hiding wavelet packet tree
encrypiion scheme {[TWPT), lastly, by combining the previous two methods
(HFTWPT). Several expetiments are given to illustrate the performance of the proposed
schemes. |
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1, Introduction i

Cryptography  is. one of the
technological means to provide security to data
being
communications systems. Cryptography is

transmitted on  information  and
especially usefu] in the cases of financial and
personal data, immespeciive of the fact that the
data is being transmitied over a medium or is
stored on a storage device {1]. It provides a
powerful means of verifying the authenticity of
data and identifying the culprii, if the
confidentiality and inlegrity of the data is
violated. Because of the development of
electromic commerce, cryptographic technigues
are extremely critical to the development and
use of defence information systems and
communications networks.

Unlike text messages, image data have
their special features such as bulk capacity, kigh
redundancy, and high correlation among pixels.
It is mentioned that they are usually huge which
together make traditicnal encryption methods
difficult to apply and slow to process [2].

The

multiresolution technique

important of wavelet as a

comes from its
decomposition of the image into multilevel of
independent information with changing the scale
like a geographical map in which the image has
non-redundant information due to the changing
of scale {3]. In this way every image will be
transformed in each level of decomposition to a
one low information image and three details in

horizontal, vertical and diagonal axis image.
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Also, the low information image can be
decomposed into another four images.
These

approaches of decomposition

process provide us a number of
unrealizable features in the original image,
which appeat in the their levels after the
application of transformation. 5o the
wavelet can be regarded as the mo#
efficient transform that deals with image,

sound or any ciher pattern since it provides

. a powerful time-frequency representation

r

[4},

In previous study, we have found
some articles on image encrypiion: In
2002, Pommer et al (3] invesiigated the
approach to eccrypt just subband structure
information of zerotree encoded wavelet
packet data. In 2003, the same researchers
[6] showed the ability
encryption to strike a balance between

of selective

security and processing demands. ;

In this paper, several proposed i
encryption schemes will be presented. !
These approaches are wavelet based image |

a i

encryption schemes by hiding the
processing steps of the wavelet transform
71 |

2. Wavelet Transform
The waveleis transform have two

terms, each one is a set of functions takesi
the forms [8, 9 ]
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2, Wavelet Transform

The wavelets transform have two
terms, each one is a set of functions takes
‘the forms 8, 9 )

L]
W =A2 T ge-b)
o )

= v]
f=v2 T hper-g
o ()

These sets of functions are formed by
dilation and translatien of a single function
¥ {x) is called the mother function or
wavelet function in  equation {1), and
second function in equation (7}, ¢ fx}is
called the scale function, where & ;"s and

h s are analysis filters coefficients with &

and & be the analysis filters [10-13].
Figare (1} shows the analysis and

synthesis filters of « 2-D, 1l-level of

wavelet decomposition: where k& and & are
the synthesis filters. The upsampling
process is indicated by 12 , and the
downsampling process is indicated by 2.
The wavelet transform. performs an octave
subband decomposition of an image. The
output of the first analysis stage is the low-
low (LL) subband (an approximation of
the original image); the high-low (HL)
subband (the horizontal detail); the low-
high (LH) subband {the vertical details);

and, the high-high (HH) subband (the
diagonal details).

Wavelet analysiv allows the use of
long time intervals where we wint more
precise low-frequency information, and
shorter regions +vhere we wanl nigh-
frequency  informaidon [9). The low-
frequency content s the most important
part. Since it gives the signal iis identity.
The high-frequency content, on the other
hand, imparts flavour or ruance. Subband
coding is a codinge strafepy that tries to
isolate different chweracteristics of a signal
in a way that collev's the signal energy into
few components. This is referred to as
energy compaction. Energy cormpaction is
desirable because i is easier to eificiently
code these components than the signal
itself [14].

3. Wavelet Based Jmage Encryption
Schemes by Hiding Processing Steps of

The Wavelet Transform

In this apprcach, the encryption
process is performed by hiding the
processing steps of the wavelet transform
[7]. The attacker can not obtain the
original image unless knows processing
steps. In this approach, two schemes were
proposed. In the fiwst scheme, the tyoe of
filters are sglected randomly from a pool
of fijter types that contains a set of
standard filters. The way of selection of
filters is the key. In the second schetne, we

S ——
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In the hiding filter type encryption
scheme (HFT) on an image a choice of a set of
filters out of a multitude of possible filters for
the transformation step is made. Then usually,
an index or a parameter to generate the filter,
must be encrypted. The reason why this works
uploa certain degrec is that obviously different
filters, filter different fiequencies by a varying
armount. When the filter for reconstruction is not
known, the attacker has to zuess randomly, the
frequencies get a different weight and the
reconstructed image ook s distorted. The degree
of distortion can vary from a non-observable
distortion to a non-observable image. We use a
set of filters [3, 9]. We put them into 2 pool of
filters and randomly selecting ong from therm.

Generalised waveler decompositions
{where different filters are sed at different
decomposition levels) are epaiployed in the
encryption process and the  information
describing the structure of these d'ecomposition:
is encrypted. The used wavelet filters are Haar
filter, Daubechies wavzlet filters “amily (dbl,
db2, db3, db5, db8), biorthogonal wavelet filters
family (biorl.1, biog3.3, biorl.3, bior2.2 and
bior3.5), coiflet wavelet fil'ers famiiy (coifl,
coif2, coif3, coifd and coif5) and symlet wavelet
filters family (sym2, sym3, sym4 and sym3).
The size of the keyspace (i.e., the size ol the
parameter space we use to describe the
decompositions) then depends on the ﬁllter
library (} = 19), the decornposition depth (= 5),

and using of generalised decompesition method,

itis [° keys. In the current implementation
we choose the transform approach, during
the emcryption process the index of the
filter in the library used at different
decomposition levels is chosen randomly.
When the corrct filters are applied in the
reconstruction process, smooth image data
is generated, but when the filters ae
incorrect, distortion appear and the
resulting image data is more noisy.

In this s:heme, it is also suggested
to improve the performance by allowing
the decomposidon depth to be also secret.
Here we may take any number of levels.
During this .echnique, the number of
levels is chos:n randomly (i.e., 1-level, 2-

level,.....). The size of the keyspace will

no  Jevelalp) :
be Z /', and the resistance against |
=]l ;

|

attacks will be increased. !
32 Hiding Wavelet Packet Tree|
Encryption Scheme (HWPT) |

In this scheme, wavelet packet tres -
based encrypiion approach is performed. |
The tree can be generated comp!etely!

is also possible to use a best-basis
algorithm [6] as a first step and make:l

random. To decide the decompositions, it

randora  altorations to it. Using &

decompwsition tree generated by the best-

basis -a.‘.g;crriﬂ.un, the attacker cannot obtain|
the original image unless he know the treei
structure. Tt subband tree carrying the:

m—'m_ﬂlﬂ‘_
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3.2 Hiding Wavelet - Packet Tree

Encryption Scheme (HWPT)
In this scheme, wavelet packet tree

based encryption approach is performed.
The tree can be generated completely
random, To decide the decompositions, it
is also possible to use a best-basis
algorithm [6] as a first step and make
random alteralions o it. Using a
decomposition tree generated by the best-
basis algorithm, the attacker ¢annot obtain
the original image unless he know the tree
structure, The subband tree carrying the
subband structure information of the data

is secured for transmission. The size of the
L
keyspace 1S 2 . ‘where n-level

decomposition. Figure (2) shows the tree
decomposition structure.
3.3 Hiding Filter Types and Wavelet
Packet Tree
(HFTWPT)
The HFTWPT scheme is an
attempt toe hide both types fillers and
packet tree structure. The packet tree

Encryption  Scheme

structure is generated randomly with
saveral randomly selected filters. The tree
can be generated completely random, to
decide the decompositions. Hiding filter
type encryption scheme on an image a
choice of a set of filters out of a multitude
of possible filters for the transformation
step is made. Then the choice of the filter,

usually an index or a parameter to geperate

the filter, must be encrypted. The attacker
cannot obtain the original image unless he
know the tree structure and the types of
filters.

The security of this method
depends on the structure of tree and the
number and types and sequence of filters.

The size of the keyspace is
4 M I'nds(n'}‘

27 ZI: I

4, Experimental Resulls

In this section, a number of
experiments are used to examine our
proposed wavelet based image encryption
algorithms are presented. The algorithms
are ﬁrogrammad in MATLAB version 6.5
on a Pentium IV PC (2.4 GHz) using four
grayscale images of (256x236) pixels.

To evaluate each of the proposed
wavelel based image encryption schemes,
three aspects are examined [15, 16 }:

1. Correlation, Correlation (Corr)
measures the similarity between
the original imape and the
reconstructed isnage. The aim is to
pet a correlation value closed te 1.

The correlation can be defined as [17]:

N M - -
L Lifptro)- W aFalrc)=dad

Cuir = el g=] ! _'_{3}
N M =1 H A -
T L thina=-N¥IE TUarer=-12)"]
folom] ralcml

Where:

1,(r.c): is the value of pixel at (r.cj of the

original image.

M
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3, Histograms of encrypted images.
Select several 256 gray-ltevel im;gcs
with size of 256 x 256 that bave different
contents, to calculate their histograms.
One can see that the histogram of the
cipher-image is significantly uniform
and different from that of the original
image.

In this work, three experiments are
presented. These experiments run with
hidden filters, hidden wavelet packet tree,
and hidden both filters and wavelet packet

e

Experiment !

In this experiment, the hidden finer
types encryption scheme age used wo encrypt an
image. The filter type for cach level is selected
randemly from a poo! of filters. Here 19 filter
types were selected. They are Haar, db2, db3,
db3, biorl.1, bior3.3, coifl, coif3, dbl, coifd,
cotfs, biorl.3, bior2.2, biot3.5, sym3, sym2,
symnd, sym3 and db8 when 3 levels are applied.
the keyspace is ili}".

=1

The size of

During this experiment, the symS5, biord.5,
bior2.2, db8 and coif4 are used (selected
randomly from the pool). Tabie (1) presents
results of this experiment. Figure (3) shows the
resull obtained for Lena image. Four different
images {Lena, house, birds and boys) were

examined.

In Table (1), the first column gives
the images. The second column gives the
comelation of the cipher-image with the
original image. Lastly, the third column
gives the correlation of the reconstructed-
image with the original image. Figure (4)
shows histpgram of the cipher-image and
the original unage.

Experiment 2

In this experiment, HWPT is
considered. The special case of wawvelet
packet tree structure is shown in  Figure
{2y, The packel tree structure is chosen

randomly and keep secret {encryption

« key).

Table (2) shows the results for the
images. Figure (3) shows the result
obtained for Lena image. The encryption .

key is the wavelel packet tree structure.
The size of the keyspace is 211m , here the |
number of levels n = 5. Figure (6) shows I
histogram of the cipher-image and the
original image. '
Experiment _ !
The HFTWPT scheme is an
atternpl 10 hide both filters and packet tres

structure. The packet tree structure is !
generated randomly with several randomly |
selected filters.
~ The security of this method depends ‘
on the struciure of the tree and the number |
and types and sequence of filters. During |
thiz experiment, the symﬁ, Blor3.5, bior2.2, I
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randomly and keep secret {encryption
key),

Table {2) shows thé results for the
images. Figure (5) shows the result
obtained for Lena image. The encryption
key is the wavelet packet tree structure!

The size of the keyspace is 22““ , here the

number of levels # = 5. Figure (6} shows
histogram of the cipher-image and the
original image.
Experiment 3

The HFTWPT scheme is an
atiempt o olde boin 11iwrs and packel reu
structure. The packei tree siructure is
generated randomly with several randomly
selected niiters.

The security of this method depends
on the structure of the tree and the number
and types and sequence of filters. During
this experiment, the sym5, bior3.5, bior2.2,
db8 and coifd are used, when 3 levels are
applied. The size .nf the keyspace is
2" il?‘ . Table (3) presents results of

in]

this experiment, Figure (7) shows the
result obiained for Lena image.. Figure (8)
shows histogram of thie cipher-image and
the original image.
5. Conclusion

Qut of the resuits, one ¢an see that
the correlation between the original image
and the reconstructed-image is neatly

equal to one, while the correlation with the

cipher-image is nearly equal to zero (in
case L). This indicates that the encryption
scheme works well to protect the image
data, The reconstiucted-images are the
same as the original images.

In experiment 1, the attacker canpot
obtain the original image unless he knows
the type of filters, the number of analysis
levels and the sequence of filters.

From experiment 2, we conclude
that the attacker ¢annot obtain the original
image unless he knows the tree structure,
Besides this in experiment 3, the attacker
cannot obtain the original image unless he
knows the type of filters, the number of
analysis levels and ihe sequence of filiers,
and the tree structurs.

In Figures (4, %, and 8), on¢ can see
that the histogram of the cipher-image is
significantly different from that of the
original image. By this difference betwesn
the two histograms, the positions and
the values of the pixels of original image
are rearranged with the wser key. As a
result, the cipher-iriage is able fo reach
good propertics of confusion and to
protect the image «data from unauthorized
access. The methoc used in experiment 3 .
has more security since the keyspace is

very large (2'%).

e e e YAy —
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Figure (1) The analysis and synthesis of 2-D, 1-level diserete wavelet decomposition
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where denotes upsampling and downsampling, respectively.
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Figure {2} Decomposition trge for random wavelet nacket structure .
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Figure (3): Resulis of experiment 1 usig:g hidden filter type encryption scheme
() Original Lena image.
(b) Image resulting from encryption.
{c} Reconstructed image.
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Figure {(4}: Histograms ¢ ?a} the original Lena image (b} the cipher- E&Qgc hidden filter type

encryption scheme.

(a} (b)
Figure (5} Results of experiment 2 using HWPT
(a) Original Lena image.
(b} Image resulting from encryption.
(¢) Reconstructed image.
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Figure (7): Results of expetiment 3 using HETWPT
(a) Original Lena tmage.
(b) Image resulting from encryption.
(¢) Reconstructed image.
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Table (1% Results for images using hidden filter type scheme

Cipher-image | Recomstructed-imape
Image Coreelation Correlation
{Carr} Corty
Lena 0.0208 | 09792
House 0.0210 0.9750
Birds . 0.0162 09838
Boys 0.0012 0.9988
Avcrage 0.0148 | 09852 |

Table (2): Results for images using HWPT

i Cipher-image | Reconstrucied-image |

Image * Correlation Correlation

: {CorT) {Corr)

Lena | 00103 0.9897

| _House _;  0.0108 0.9892

Birds  °  0.0054 0.9946
Boys ; 0.0004 09995 ,
Avcrage | 0.0067 09933 |

~ Table (3): REsu.lts f{:-r.imag:es using HFTWPT

B Cipher-image | Reconstructed-image
Irmage Correlation Correlation
{Com) : (Corr)

Lena 0.0098 ~0.9902
House 0.0074 0.9526
Birds ¢.0016 (1.9984
Bovs ¢.0016 0.9984
Average 0.0051 (.9949

A e . . ]
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