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Abstract  
   Stream cipher is one of the efficient cryptographic primitives to provide confidentiality of 
electronically transmitted data. Where it is widely used in practice (e.g., in mobile phones, internet ). 
Researches are interested with  different types of attacking on stream ciphers. This paper provide 
classification for types of attacks on stream cipher and concentrate on the algebraic attack, since it 
represent the most important among them. Also the paper presents proposed developed clock control 
keystream generator based on combiner, that has an increase in the complexity of the structure. The 
Algebraic cryptanalysis was applied for comparing the resistant of proposed generator with LILI 
keystream generator.  
 

  الخلاصة

حیــث انــه .یعتبــر التــشفیر الانــسیابي مــن أساســیات التــشفیر الأكثــر كفــاءة فــي تــوفیر الــسریة المطلوبــة للبیانــات المنقولــة الكترونیــا

 لـــذلك فمـــن الطبیعـــي أن تتـــوفر العدیـــد مـــن ,) مثـــل اســـتخدام  الموبایـــل والانترنیـــت(یـــستخدم وبـــصوره شـــائعة فـــي الحیـــاة العملیـــة الیومیـــة 

والتـي سـوف یـتم تـصنیفها فـي هـذا البحـث وتركیـز الاهتمـام علـى نـوع . تتناول طرق الهجوم على هذا النوع من طرق التشفیرالأبحاث التي

ًمعــین منهــا وهــو الهجــوم الجبــري وذلــك لأنــه یعتبــر الأداة الأكثــر كفــاءة فــي كــشف المفتــاح الــسري لــنظم التــشفیر  خــصوصا بعــدما اثبــت 

كـذلك .شفیر الانـسیابي سـواء المعتمـدة علـى تقنیـة التوحیـد او الترشـیح او تقنیـة الـسیطرة علـى الوقـتنجاحه ضـد العدیـد مـن خوارزمیـات التـ

 وذلـك  LILIسوف نقترح في هذا البحث مولد جدید یعتمد علـى تقنیـة الـسیطرة علـى الوقـت المبنـي علـى التوحیـد ومقارنـة نتائجـه مـع مولـد

  . لان فكرة المولد المقترح مستمدة منة

1. Introduction  
    Cryptanalysis is the study of methods for obtaining the meaning of encrypted 
information, without known to the secret information(such as the used key for 
encryption) that is normally required to do so. Typically, this involves knowing how 
the system works and finding a secret key. Cryptanalysis is also routinely done by a 
system's designer, and by others, attempting to evaluate whether a system is secure or 
not. This is a normal part of the design process in cryptography. Nearly all 
cryptographic algorithms and protocols undergo this process and are carefully 
examined. The methods and techniques of cryptanalysis have changed drastically 
through the history of cryptography. An Attack is a successful or unsuccessful attempt 
at breaking part or all of a cryptosystem[E. Conrad 2007]. The types of  attacks are 
different depending the cryptanalyst's knowledge or the methods that used for 
attacking or the goal from the attacking .Also the method and strategies of attacking 
are different depending on the type of primitive of encryption algorithm. Stream 
cipher one of efficient cryptographic primitives to provide confidentiality of 
electronically transmitted data. Stream ciphers are widely used in practice (e.g., in 
mobile phones, internet). Therefore the researches are interested with attacking of 
stream cipher [S.Kumar2010][F.Armknecht2004].From these attacking methods, the 
algebraic attack that also divide in to two types: ordinary algebraic attacks that based 
on three steps(convert the system to system of equations, insert the keystream, and 
solve the system to known the secret key),while the second type of algebraic attack  is 
a fast algebraic attacks, where the idea is that before starting to solve the system of 
equations, the equations are linearly combined to get new equations with a lower 
degree[F. Armknecht 2004]. 
 The main interested of this paper based on the ordinary algebraic attacks. The aim 
from this paper was to provide classification for types of attacks and provide main 
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interest with in the algebraic attack, since it represent the most important among them. 
Algebraic attacks has powerful cryptanalytic tool for re-covering the keys, spatially 
after it's proofing a successful against several types of nonlinear stream cipher 
algorithms (filtering, combiner and clock control). Also the paper presents proposed 
developed clock control keystream generator based on combiner, that has an increase 
in the complexity of the structure. Algebraic cryptanalysis was applied for comparing 
the resistant of proposed generator with LILI keystream generator. 
The rest of the paper is organized as follows: Section 2 presents literatures review  
related with main purpose of the paper (algebraic attack on stream cipher). Section 3 
discuses the proposed key stream generator. Section 4, applied an algebraic attack on 
it. Section 5 appears the result of comparison. Section6 contain the conclusion and 
future work. 

2. Literature review 
An attack could be classified depending on several criteria, where there are 

several types of attack that depends on what the knowledge that the attacker are know, 
such as cipher text only attack, chosen plain text attack, chosen cipher text attack, and 
in the standard assumption in cryptanalysis is that the attacker has access to certain 
amount of cipher text together with the corresponding plaintext and an attack that 
assumes such a scenario is called a known plaintext attack [E. Conrad2007]. Each of 
these attacks finally accessed to the keystream. With access to the keystream, any 
technique that can be applied to extract the secret key (initial value of the key 
generator, which represents the challenges), such as divide and conquered, correlation 
attacks, algebraic attack, and others [J.Mattson2006] The task of attacker in all of 
these types may be classified to the following: 
- Key recovery: A method to recover the key, such as exhaustive key search, 
dictionary attack [M.Hafeez2009]. 
-  Distinguish the keystream from a random sequence [M.Hafeez2009]. 
The classification of different attacks can be shown in the Figure(1), where its appear 
how classified types of attacks depending on the knowledge that the attacker have, or 
depending on the methods that used for attacking ,or depending on the goal of the 
attack, is it for distinguishing the keystream from the random bits? ,or for recovering 
the secret key from given keystream segment .The dotted line refers to relation 
between the classes of attacks, such that when the attacker used algebraic method 
must have segment of plain text with corresponding cipher text(know plain text 
attack)  for recovering the secret key(key recovers attacks) . 
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Figure (1): Classification of attacks 

Types of algebraic attack  can be classified as shown in figure(2), each one from these 
attack types is applied on some stream cipher algorithms. 

Figure(2): Types of Algebraic Attack 
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In the following we will explain briefly how applied each types  on different 
algorithms depending on time. 
-The linearization method(method for convert the system of  nonlinear equations to 

system of linear equations) on the equations of E0 algorithm that used on the 
Bluetooth keystream generator, with 270.341 operations [F. Armknecht 2002]. 

-Algebraic attack applied on the toycrypt stream cipher using XL algorithm, where 
such attack required 292 CPU clock for 128 bit LFSR [N.Courtois 2002]. 

-Algebraic attack applied on the stream cipher (toy crypt and lili128),where the 
complexity of this attack reduced for square root with multiplying the system of 
equations with well chosen polynomial [N. Courtois &W.Meier 2003]. 

-Method to reduce the complexity of the algebraic attack on toycrypt,lili128,E0 
stream cipher by applying the fast algebraic attacks, with providing consecutive 
bit of keystream [N. Courtois 2003] .   

-Algebraic attack applied on nonlinear filter generator and explanation theoretically 
and practically the nonlinear function of degree D behave from algebraic attack 
point as low degree function d<D, and could be found the secret key from O 
(Ld) keystream bits, where d< (k+1/2), k is the number of variables that input to 
the nonlinear filter function [J. Charles 2003]. 

- Algebraic attack was applied on summation generator and it was found that such 
attack provide results much less than that of upper bound given by previous 
results[D. Hoon Lee2003].                                                                                                     

- The algebraic attack and it's developed fast algebraic attack explained and illustrated 
how applying them on the toy cipher practically, and theoretically on the E0. It 
was show the problem of this type that based on the degree of the system of 
equation, and the complexity of solving that system [F. Armknecht 2004].                                                          

- The resistant of stream cipher SNOW 2.0 against algebraic attack as explained .This 
type of attack considered as an efficient type of attack against a closed variant of 
SNOW 2.0. It was claimed that the key search problem for the actual SNOW 2.0 
was shown to be reducible to the solving of an over determined system of 
quadratic equations. The complexity of which remains unknown nowadays 
[O.Billet2005].                                                    

- A survey about applied an algebraic attacks on the stream cipher that based on LFSR 
and how to apply it on some type of stream ciphers like (E0,LILI128, Toy crypt, 
summation). It was claimed a foundation of new stream cipher that based on 
Non-LFSR. and such type is hard analysis its characteristic using previous ways 
[D.Hoon Lee 2005].  

-Algebraic attacks was applied on  Dragon (word base )stream cipher, but could not 
have a success, because of the increase of it's nonlinearity due to use the Non-
LFSR[K.Chen2005].              

- The analyses of the application of algebraic attack on the Rabbit stream cipher 
algorithm, and proving it's infeasibility, because the large of it's nonlinearity for 
updated state and the complexity of g-function (number of monomials), and so 
on. Those made the system very complex and its sequence like random 
[Cryptico A/S 2006].                                      

- Algebraic cryptanalysis of Grain that is aimed toward used nonlinear feedback shift 
register(NLFSR) based stream cipher was describe. The effort to recovering the 
initial state by solving the vary degree equations, with some guessed bit using 
Grobner bases technique, where they are succeed in recover 1/2 of the internal 
state bits of Grain -1 and other half  was Guessed, while only 1/4 from the 
internal state bit obtained in the Grain -128 [M. Afzal 2006].  
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- Algebraic attack on combiner was applied and constructed its system in details and 
explained the closely connected between the efficiently of algebraic attack and 
the degree of equation and the method for solving this equations [F. Armknecht 
2006].                        

- Algebraic attack on clock control generator using stop-and- go clocking was 
describe and appear that it's very efficient attack on Beth-piper, alternating step 
and, Golleman  stop and go generator while not efficient attack on pomaranch 
cipher. Also it was appear that such attack is very powerful attack against (p, q) 
clocking generator such as step1/step2 and self decimated, while a difficult way 
to apply algebraic attack on mutual clocking control generator A5/1,Micky 
[S.Zayid 2007].         

- The algebraic cryptanalysis was used as a tool for assessing the resistance of the 
stream cipher. It show the structure of some type of stream cipher(grain, trivium, 
Micky), since the structure of the  system effects on the efficiency. They found 
that Grain-128 and Micky have more resistance than Grain-1 and trivium [M. 
Afzal2008].                                                                                                            

- A proposed an efficient type of attack (algebraic attack) against modern model of 
Alternating Step Generator(ASG) that was called ASG(r; s).where the designer 
of the ASG(r; s) claimed that the  structure is more secure than the original 
ASG. They proved that it's security is not more than the original ASG, and need 
for less complexity than other types of previous known attacks [M. 
Hassan2008].                                                                 

- Analyses of the algebraic attack on the RC4, which is a family of word base stream 
cipher that based on look up table. They were contended it's infeasibility, that 
return to it's operations (state extraction, word addition, and state permutation). 
Each one from these operations needed to build system of equation exclusive to 
it, that make the attack very difficult [K. Koon 2010].                        

- Algebraic cryptanalysis on the A5/2 type clock control generator was describe and 
using Groebner method for solving the system of equations [A. Mihaita2010]. 

- Several modified types of alternating step generators was described such as the More 
Generalized Clock-Controlled Alternating Step Generator MGASG, Modified 
Clock-Controlled Alternating Step Generator (MASG), Alternating _k-
generators, Step(D,K) Generator and applied algebraic attack that satisfy all 
types for reduce the complexity of attacks [S.Mehdi 2011]. 

 

3. A proposed Developed Clock Control Keystream Generator 
The structure of the proposed generator consists from two parts as shown in 

figure(3): 
 1-Sub generator : Clock Control Register. 
 2-Data Generating Registers (combiner generator). 
- The first part represents the clock control. Consists form LFSR used primitive 
polynomial to produce a sequence with large period, and (k) fixed positions from the 
LFSR will be selected. The content of this K position will be connected at each step 
using selected integer filtering function to generate the controlled sequence(c(t)), 
where each integer number in this sequence will control the clocking of the registers 
in the second part (combiner's registers). In this proposed system we assume k=2, and 
choose  (x2, x4) to generate c(t) using eq(1) as: 

12)( 42  xxtc                                                                        eq(1) 

That make c (t) {1, …, 2k }.(note, this function depends on the designer's choice). 
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-The second part, represents nonlinear combiner generator, consists of (m) LFSRs 
each one use a primitive polynomial. This combiner generator generates the output 
bits of the keystream after c(t)time of clocking the LFSRs. 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure (3): A proposed Clock control based on combiner generator. 
 
Example1: let (1 1 0 1 1) is the initial value for clock control register that used 
(x5+x2+1) as the primitive polynomial. The (1 0 1), (1 1 0 0), are the initial values for 
the  two LFSRs(A,B) of combiner, that used (a3+a1+1), (b4+b1+1) as primitive 
polynomials respectively, and integer filtering function that used for clock control 
register as in eq(1),with using the nonlinear combiner function (a+b+ab), will 
generate the key stream Z={1,1,1,…}, as illustrated in table(1). 

 
Table (1) generate keystream depending on clock control based combiner generator 

 
In table(1), T represents the time for the clock control register, c(t) represents the 
number of time that LFSRs on the combiner must be clocked before generating the 
output bit(z) using nonlinear combiner function. The structure of this example can be 
explained in figure(4). 

When we look to the proposed structure it is clear that it is similar to the 
structure of LILI generator but with a changes the second part to combiner, where the 
idea of this generator derived from the LILI structure[X. Huang2005]. There for in the 
final we will compare the results of proposed generator with LILI 128 to explain 
which one is better. 

T Clock control c(t) I A outA B outB Z 
 (1 1 0 1 1)   (1 0 1)  (1 1 0 0)   
1 (0 1 1 0 1) 3 1 (0 1 0) 1 (1 1 1 0) 0  
   2 (0 0 1) 0 (1 1 1 1) 0  
   3 (1 0 0) 1 (0 1 1 1) 1 1 
2 (0 0 1 1 0) 2 1 (1 1 0) 0 (1 0 1 1) 1  
   2 (1 1 1) 0 (0 1 0 1) 1 1 
3 (0 0 0 1 1) 2 1 (0 1 1) 1 (1 0 1 0) 1  
   2 (1 0 1) 1 (1 1 0 1) 0 1 
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figure(4):explanation to the work of example1. 

 
4.Application of the Algebraic Attack 
   The algebraic attack, converts the problem from finding the secret key (initial 
value) to solve multivariable system of algebraic equations, where an algebraic 
equation relating the initial key bits and the output keystream bits. And then solved 
through linearization techniques or any other proper techniques. Where the initial 
value represents the solution of the system [D.Hoon Lee 2003][C. McDonald 2010] . 
The scenario of the working of  algebraic attacks is as follow: 
1- Find a system of equations which relate the initial value that represent the secret 
key (unknown) with the keystream (known) . If the system have n unknown variables, 
and the degree for the system of equation  d, such system requires at least  

 

d

i

n
i0
)( independent algebraic relations(equations), since  the system of n unknown 

variable has )(n
i monomials of degree i, that make the total system has  

d

i

n
i0
)(  items 

from linear to nonlinear.  
2 - Have sufficient amount of keystream as much as the number of terms that appear 
in the  system (Substitute the keystream into the system of equations). 
3 - Solve the system to recover the unknown variables.  
When we want to construct  the system of equations for clock control based combiner 
generator, that like the construction system of equations for combiner generator but 
with irregular clocking. The keystream equivalent to the function with input variables  
 zi = f(xi1, xi2, . . . , xin) ,where  xij is typically a linear function  (Li )of the initial states 
S applied i times for  jth register  .  
For each observed keystream symbol we get an equation . 

 
z1 = f(X1(s))                                                                                        (2) 
z2 = f(X2(s))                                                                                        (3) 
. 
. 

     zm=f(Xm(s))                                                                                (4) 

1   1   0    1     1 
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where 12
1




n

i

kim  is the period of sequence produced by the combiner, ki is the 

length of register i, z represent keystream bit [J. Mattson2006]. 
The initial value for the clock control register must be specified firstly to generate the 
control sequence c(t), which selects the equation required for building the final system 
of equations with it's keystream. And finally the system of equations must be solved 
using Gaussian elimination method based on binary matrix[A.Bogdanov 2005]. 
Example(2): Suppose the clock control based combiner generator consists of clock 
control register(5bit), with initial value (1 1 0 1 1), primitive polynomial (x5+x2+1) to 
follow the algebraic attacks application. Table2 will give a brief review to the 
mentioned stages of the attack  

 
Table(2):steps of clocking the registers of combiner 

 
Using eq(1) to generate controlled sequence c(t)={3,2,2,1,3,3,4,….}. And 
(x3+x1+1),)(x4+x1+1),(x7+x3+1) used as primitive polynomials for three registers on 
combiner generator with (x1+x2+x3+x2x3) as nonlinear combining function to generate 
system of equation. Firstly let us represent the initial values for the three registers 
using variables and applied the primitive polynomials on it at each step as describe in 
table(2), and when we applied the nonlinear combiner function on the selected row, 
this will generate system of equations for the second part. Then it will be easy find the 
initial value for the second part of the generator whenever insert the sub keystream 
that generated  from these values. 

T First register Second register Third register 
 (a1,a2,a3) (b1,b2,b3,b4) (c1,c2,c3,c4,c5,c6,c7) 
1 (a1+a3,a1,a2) (b1+b4,b1,b2,b3) (c3+c7, c1,c2,c3,c4,c5,c6) 

2 
(a1+a2+a3,a1
+a3,a1) 

(b1+b3+b4,b1+b4,b1,b2) (c2+c6,c3+c7, c1,c2,c3,c4,c5) 

3 
(a2+a3,a1+a2
+a3,a1+a3) 

(b1+b2+b3+b4,b1+b3+b
4, b1+b4,b1) 

(c1+c5,c2+c6,c3+c7, c1,c2,c3,c4) 

4 
(a1+a2,a2+a3,
a1+a2+a3) 

(b2+b3+b4,b1+b2+b3+b
4, b1+b3+b4, b1+b4) 

(c3+c4+c7,c1+c5,c2+c6,c3+c7, 
c1,c2,c3) 

5 
(a3,a1+a2,a2+
a3) 

(b1+b2+b3,b2+b3+b4, 
b1+b2+b3+b4, 
b1+b3+b4) 

(c2+c3+c6,c3+c4+c7,c1+c5,c2+c6
,c3+c7, c1,c2) 

6 ( a2,a3,a1+a2) 
(b2+b4,b1+b2+b3,b2+b3
+b4, b1+b2+b3+b4) 

(c1+c2+c5,c2+c3+c6,c3+c4+c7,c1
+c5,c2+c6,c3+c7, c1) 

7 (a1,a2,a3) 
(b1+b3,b2+b4,b1+b2+b3
,b2+b3+b4) 

(c1+c3+c4+c7,c1+c2+c5,c2+c3+c
6,c3+c4+c7,c1+c5,c2+c6,c3+c7) 

8 (a1+a3,a1,a2) 
(b1+b2+b4,b1+b3,b2+b4
,b1+b2+b3) 

(c2+c6+c7,c1+c3+c4+c7,c1+c2+c
5,c2+c3+c6,c3+c4+c7,c1+c5,c2+c
6) 

9 
(a1+a2+a3,a1
+a3,a1) 

(b3+b4,b1+b2+b4,b1+b3
,b2+b4) 

(c1+c5+c6,c2+c6+c7,c1+c3+c4+c
7,c1+c2+c5,c2+c3+c6,c3+c4+c7,c
1+c5) 

10 
(a2+a3,a1+a2
+a3,a1+a3) 

(b2+b3,b3+b4,b1+b2+b4
,b1+b3) 

(c3+c4+c5+c7,c1+c5+c6,c2+c6+c
7,c1+c3+c4+c7,c1+c2+c5,c2+c3+
c6,c3+c4+c7) 
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After  applying nonlinear combining function on the variables that results from the 
three registers on the  shading rows, this will generate the following  equations for 
only five steps, where the shading rows in the table(2) dedicated using controlled 
sequence 
 
 
1- a1+b2+c5+b2c5 
2- a1+a2+a3+b1+b4+c3+b1c3+b4c3 
3- a1+a2+b1+b2+b3+b4+c1+b1c1+b2c1+b3c1+b4c1 
4- a3+b2+b3+b4+c3+c7+b2c3+b3c3+b4c3+b2c7+b3c7+b4c7. 

This equations will generate continuously until provide the number of equations 
that we need for finding the solution. Then we will apply linearization to convert the 
nonlinear system of equation to linear of system equations and solved the final system 
using Gaussian elimination method to find the secret key for the second part. 
 

5.The results 
A)The result of attacking  on clock based filtering generator as describe in simulation 
for LILI keystream generator as follow     
1- The following keystream is inserted  
1 0 0 1 0 1 1 1 1 1 0 0 0 0 0 0 0 1 1 1 0 0 1 0 1 1 0 1 1 0 1 0 1 0 0 0 0 1 0 0 1 1 0 1 1 0 
1 0 1 1 0 1 1 1 0 1 1 1 1 1 0 0 1 1 0 1 1 1 1 0 0 0 1 1 1 1 1 1 1 1 1 0 0 0  0 1 1 1  0 0 0 
1 1 0 1 1 1 1 1 1 1 1 1 0 0 1 0 0 0 0   
This will be taken 6.3118s to recover the initial value and they will be as follow 
 - Initial value of clock control register is [1 1 1 1 1]. 
 - Initial value of the filtering register is [1 1 1 1 1 1 1 1 1 1 1 1 1 1].  
2- If the inserted key stream is  
0 1 0 1 0 1 0 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 1 1 0 0 0 1 0 1 0 1 0 0 1 1 0 0 1 0 1 0 0 1 1 1 
0 1 0 1 1 1 0 1 0 0 1 0 0 1 1 1 1 0 0 1 0 0 0 1 0 0 0 1 1 0 0 1 0 1 1 1 0 0 0 1 1 1 1  0  0 
1 1 0 0 0 1 1 1 1 0 0 0 1 1 0 0 1 0 1 0 1 0 0 1 1 0 1 0 1  
This will be taken 5.4558s to recover the initial value and they will be as follow 
 - Initial value of clock control register is [1 1 0 1 1]. 
 - Initial value of the filtering register is [1 0 1 1 1 0 1 1 1 1 0 0 0 0 ].  
B)The results of attacking on the clock control based combiner    generator. 
1- If the keystream inserted as in follows:  
  0 1 0 0 1 0 1 0 1 0 0 1 1 1 0 0 1 0 0 1 0 1 0 0 1 0 0 1 0 0 1 1 1 1 0 1 1 0 0  
  1 0 1 0 0 1 1 0 1 0 0 0 1 0 1 0 1 1 0 0 0  0 1 0 1 0 1 0 1 0 1 1 1 1 1 1 0 0    
  0 1 0 1 0 0 0 1 
  This will be taken 3.6353s to recover the initial value and they will be as follow     
  - Initial value of clock control register is [1 1 0 1 1] 
  - Initial value for the first register on the combiner is [1 0 1].  
  - Initial value for the second register on the combiner is [1 1 0 1]. 
  - Initial value for the first register on the combiner is [1 1 1 0 0 0 0].  
2- If the inserted key stream is 
  1 1 0 1 0 0 1 1 0 1 1 0 0 0 1 1 1 1 0 0 0 1 0 1 1 0 1 0 1 1 0 1 0 0 1 0 0 0 1  
  1 0 0 0 1 0 0 0 1 1 1 1 1 1 0 1 0 0 1 1 1 1 1 0 0 0 0 1 1 1 0 1 0 0 0 1 1 0 1  
  0 0 0 1 1 0 1   
  This will be taken 4.1819s to recover the initial value and they will be as follow 
   - Initial value of clock control register is [1 1 1 1 1 ] 
   - Initial value for the first register on the combiner is [1 1 1]. 
   - Initial value for the second register on the combiner is [1 1 1 1]. 
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   - Initial value for the first register on the combiner is [1 1 1 1 1 1 1 ]. 
From the above results and what mentioned in the above structure, we can recognize 
the different between the two generators with the table(3). 

 
Table(3) the difference between two clock control generators 

Based on combiner Based on filtering  

-(2L1-1)*(2k1-1)*(2k2-1) *(2k3-1), 
where k1,k2,k3 are the length of 
the three register that used on 
the combiner respectively, 
where k1+k2+k3=L2. 
  

- 2L1-1*2L2-1, where L2 is 
the length of the filtering 
register. 

1- The length of 
keystream, with the 
clock control 
register have length 
L1  

-Lease than time will need for 
clock control based filtering 
generator. 

-Needed large time since 
the length of the keystream 
generated  large than that 
generated from clock 
control based combiner.     

2- The Time will 
need for generating 
the keystream 
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 where d, 

is the degree of nonlinear 
combiner function, n is the 
summation of the length of total 
registers that used in the 
combiner, m is the number of 
registers, Lj is the length of 
LFSRj in the combiner . 

N=  


d

i

n
i

1

. Where 

n is the length of the 
filtering register and, d is 
the degree of the nonlinear 
filtering function. 
 

3- The number of 
variables that will 
be appear on the 
system of equation 
is  
 

In all cases it take time lease 
than taken in the filtering based 
register. 

In all cases it take time 
large than taken in the 
combiner based register. 

4-The time of  
attack depending  
on the initial values 
spatial of the clock 
control. 

 

5.Conclusion  
This paper showed the different types of attacks could be classified depending 

on several criteria(available information, methods, goals from attack). Algebraic 
attack represents the most important method against stream ciphers. The proposed key 
stream generator (clock control based combiner generator) increasing the complexity 
of the structure, and the results appear when we used algebraic cryptanalysis  to 
compare between it and LILI 128 key stream generator , that using clock control 
based filtering generator more secure than clock control based combiner. In the future 
could be introduce developed clock control based hypered generator and applied 
algebraic cryptanalysis to compare among them.    
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