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Abstract
In this anicle we used the results of mathematical model which was built as a cipher keys by transforming these
results to the binary numbers to obtain a sequence of 0's and l's and test them by standard statistic tests to
guarantee a required random for this sequence .

The goal of Article
The goal ofthis article is to obtain a sequence ofcipher keys which pass all statistic tests with good random .

Introduction
After the enormous and accelerated development in which deals with maintain the security of the
the communications equipment and means of tapping, information from intrusion of unauthorized people
the carier of information became capable to Integrity which deals with protection of information
penetrating especially that the physical protection fiom alt€ration or addition by people not authorized
become unable to prevent such instructions [5] . to do so.

Also refer to the old ways (relying on trusted Non-repudiation
correspondents) became impractical because of their lt means prevent people from denying Messaging .

Sluggishness and high cost. So there is an urgent need Authenlication
to use new and modem methods to ensure high Is the process of determining rhe identification ofa
security for these transmissions especially when such user.
information has special importance. As a result of Cryptosystem must satisfy three general
these reasons have been resorting to the use of new reouirements
style ensures converting clear and understandable i. tr," 

"naipr,".irg 
and deciphering transformation

information (readable) to information lhat -is must Ue efficient foiallkeys.
understood only by the pa ies to the.transminer [4] Z. ih. ,y.t". Inus b" 

"^y 
to ,." .

-Let us define some terms before we introducing the l. fi" l*rriiy ofthe sysiem should depend only on
mathematical model [2].
Plain text *".|:ffi"Jr,',fff 

*vs and not depend on the secrecv

Is the original intelligible text or data that is fed into Matheiafical Model
the algorithm as input [2] .

secret key ffi#,',1tl"",:.iHlil,f;1jn"'"t''^' 
moder in the

ls a code or group of codes (numbers. Character. or t. we aiJtake a lin"u, 
"qruiior 

ryrt", in the form:
mixture of them) are treated with the plain text usinq
a mathematical function to obtain a cipher text . thii atl | + at/ 2 + "' + atnx n - ol

operation called encryption or conversely treat it with alx , + arA , +...+ a.,x , = b,
the cipher text to obtain a clear text and this operation
is called decryption [] .

Cipher text
Is the scrambled message produced as output , it
depends on plantext and the secret key. For a given
message, two different keys will produce two
different ciphertext ul. Cryptography has great
development and over in different stages, it was used
initially simple encryption systems, substitution and
transposition which called a hand-styled systems, it
was followed by mechanical encryption stage and
finally the use of electronic devices stage which
opened new horizons in the use of more complicated
mathematical functions. This leads to more
complexity of encryption algorithms and increased
the degree of security ofmessages.
Encryption goals
There are four goals ofencryption:[3],[2].
Confidentiality

ari | + an2x 2 +...+a*x, = b,
Then the matrix ofequations ofsuch system will be

arr "' aro

Or, ' o-
A=

x =(t -A;-'r,where, =

2. Now we calculate the inverse of ( / - "{ ) where
1 - is the unil matrix.
3. We define the matrix X as:

lil
4. After we found a variables values rpx2" 'r,
we change such values to the binary representation

tEI .
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Thus, by changing the matrix of equations I each
time we obtain new values, and continuing this
process until we receive a chain of bits (0,1) which

represents the key.
This key must have the same length of cipher-text if
we want to decrypt text or clear-text if we want to
encryption.
Practical example .

Suppose that we have the following equation system:
0.2.r rr + 0.3, r, + 0.2, rr = l0
0.4.x r, + 0.lr ,, + O.2r ,1 = 5

0.1r., + 0.3r r? + 0.2-r 13 = 6

Which represents a production functions in three
different sectors .

Solution
We determine a matrix I

[02 oi o2l
; =lol or ozl

lo., o, o,l
Now we calculate the matrix 1r A )

[l o ol [0.2 o.] o.2l [0.8 -0.] -0.21

r -.t =l o t o l-l o.r o.r o.z l= | -o.n 0.e -0.2 |

lo o 
'] lo.' o.r o.:l l+.r -o.r o.sl

l/ - 1 l=933a, and nolice that the determinant must
not equal to zero ( in such case we must choice new
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Next step is to find the matrix X , wherex =(/ ,{ ) 
,s

X

0.66 0.30 0.24

0.384 0.384 0.384

0.384
0.3 4

0.384
0.2 |

0.384
0.62

0.384
0 .27

0.384
0.6 0

0.384
0.24

24.84
20.68
18.36lil

Poker Test
t€t
no=0, nr=1, nz=2, nr=1, na=2, nr=0

; *here r0 
- present the (block) which contain I and

so for ', ,', , then we obtain the result of test by
the following formula :

x, = (32l6)(0+ l+ 4+ l+ 4 + 0)-6 < 0.5

(the length of seq.) (passed)

2. And the last step ,transform each value of
elements the matrix ,f to the binary form :

we obtainedt0Ol10 0100, l0000oool0t 00, by

putting these binary numbers each beside the otler
and repeating this process we obtained a chain of
binary numbers which is the required key.
Statistic Tests
Now we must apply the statistic tests to the obtained
chain, to see if it pass these tests.[6],[7]
1. Frequency Test
This test can be done by the following mathematical
relation :

x |=(na-n,)'2/N ,rrhere -the chain length,
r o the number of0s in the chain and ', - the number
of ls in the chain .

Let N=7 5(passed)

2. Serial Test
Suppose that we haYe:

noo = 6, nor=6, nru =8, ,,,=3 ;where:

' oo - present the chain type 0 0

'or - present the chain type 0 I

'1o - present the chain type I 0
ur I - present the chain type I t
Then we do this test by the following relation :

Conclusion
Using the solution of system of linear equations as a
key generator of Crypto-System is a one of the non-
traditional method which verifies the basis of the
encryption proc€ss , and the treatment ofthe solutions
of these systems to obtain stream of bits which pass

all standard statistic tests makes this method as a new
to build a cypher-keys .

Yalues to the matdx .a ) .

[ 0.66 0.3 o 0.24

adj (t A I =l o:t o.ez o.zt
lo.z r o.zr o.oo

tt - A t'= --)-'oditt - A \v-Al '' .
f o 66 o ro

(r-At'' = ' loro o620 184 I

L0 2r 0.27

then
0 .24
0 .24
0.60

x , =(4 t30)(36+36+e+e)-2t3t((1s)2+(16)2)+r = 0.36s0 <s.99@assed)
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