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Ciphering an Embedded Text Based in Magic Squares (MS) and It's
Applications
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Abstract:
In this paper presented the method Ciphering an Embedded Text Based in Magic Squares (MS) & its
Applications and which depended to the method which generating the magic square and A.,, it has the inverse
multiplications, it use from properties of linear algebr4 we can ciphering the text length (n) symbol. of this
characteristics warant good method and un-accepter to refract with respect to the spongers to the
communication channel. And it appears liom the fiequency test to accept results. To check & test the paper it
uses Matlab programm ing.
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I. Introduction:
Through discussion by defining some terms that were the sum of the n numbers in any horizontal, vertical,
are used; or main diagonal line is always the same number[4].
Encrlption is the process of making.info:mation The sum is called magic constant fle11), y151.
unreadable by unauthorized persons [31.[8]. This - - -''
pro€€ss may be applied Uy .-*f, .!"i,ini*f, ", 

Inverse of a manix: if A is matrix, and if a matrix A-l

electronic, and the core .f thir r;r;;;;;:; ;; 9f. 
th-e yme.si.ze can be found such that A' A-r = A-

describ€ the many ways th"t th" 
"";;;;;; ?r;; '.A:1. then A is said to b€ invertible and A-r is called

takes place. enoyption is to be distinguished fiom an inverse ofA [6]'[7]
message-hiding[2j.- hvisible inks, micrJdots, and the II' The Goal of Research:

like ari the stuff of spy novels a receiver, a message cryptogaphy is the science of using mathematics to

(called the .,ptain texf';, the ancrypted messale encr)?t and decr)?t data. And proposed a method to

(called the,,ciiher text',), and an item-called a "keyi" keep the secrete data by generating random key liom
ihe encryption process, which transforms the plain magic squares without repeat it and inverse, and can

text into ihe cipher text. Decr)?tion is the process of define linear tsansformation form:

taking encodei or encrpted tixt or other data and t = {(L:x --+ A,,") x MS.,." }mod(k) (l)
convJning it back into iext that you or rhe computer Where:

are able to read and understand. This term couid be x: plain text

used to des*ibe a method of un-encr)?ting the data A", 
": 

is labeling plain text in magic squares

manually or with un-encr)?ting the data using the K: is prime number

proper codes or keys. C: clPher text

Mugi" rqu-"r have been studied for at least three To obtain the plain text liom we used the linear

thoisand' years. the earliest recorded appearance transformation

dating to ibout 22oo Bc, magic squares trive Ueen I = ll(Ms)-1lmod(k) x clmod(k) " '(2)
particularly attractive to puzzlers and amateur III. Methodology;
mathematicians. and an magic square witl some very A. Ciphering process: The working methodology of
interesting properties is attributed to him ]. A magic the proposed ciphering embedded is discussed

square is a square array ofnumbers consisting ofthe Stepwise:( ofthe Ciphering):

distinct positive integeIls 7,2, ...,n2 arranged such that

Figure.l show the ciphering processes

The following steps summarize the ciphering process
Step (l): tabeling tle plain text arrangement for all
Ietters.
Step (2): construct different odd magic squares of
order(n'z)

(Where n is odd number and equal to the cipher letter
length).
Step (3): obtain the new matrix by labeling letter and
substitute to magic squares .

Step (4): multiply the new matrix by magic squares.
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Step (5): perform multiplication modulo k of matrix
for the last step.
Step (6): transform the decimal sysrem to binary
(ASCll) ofone row forms.
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B. Steps of the decryption: Figure .2 show the
decr)?tion process

We can summarize the decryption processes as the
following steps:
Step (1.): we arrangement the cipher text in matrix
(nxn)
Step (2): we find the inverse of magic squares that
used in ciphering and take mod (n).
Step (3): muhiply the cipher matrix in inverse of
magic squares.
Step (4): Take the mod (n) ofthe result of least step.

2- Cenerated the magic square (5 x 5) by regular
method

3 t6 9 22 t5
20 8 2l l4 2
,7

25 l3 I l9
24 t2 5 l8 6

ll 1 t7 l0 23
Test the randomness of keys which generated from

magic squares:
Statistical tests;
l-Frequency test: malhematical law

-, _(no-nr)2/l-n
Since (n6) the number ofzeros in chain.
(n1) the number ofones in chain.
(n) The chain length (key)

x'=G";.!r'" =0.968
Since the test is successful if72 < 3.84 one liee

degree such that Xios = 3.84 (from table /'z ) then
the test is successful because 3.84 > 0.968. And
other tests as (Serial test, Poker test, Run test) it is
successful test.
3-we substitute the lab€l the leners in magic squares
we obtain that by referring to ASCII code:

66 65 84 85 '17

83 68 8l 78 77
69 69 73 69 6'.7

84 68 68
88 69 7l 69 65

4- Multiply embedded matrix in magic squares
(5 x 5) we obtain.

Figure .2 the decryption process

Step (5): comparison the result matrix with magic
squares to retum all letter about the place of first
label.
tV. Pracfical side: Results & Discussion.
If we want to cipher the sentence (Embedded text in
magic squme) by using the magic square(s x s).we
obtain the following:
Solution:
1- Labeling the letter of plain text as the following

49',73 5004 4785 4746 499',]

4895 st41 492',7 5033 5159
4491 4577 4503 4469 4515

5014
4512 4823 4614 4865 47],6

5- From prime number properties we can take the
mod of (l0l ) and transform to binary system.

24 55 38 100 48
4',7 9t 79 84 8

4',7 59 25 '71

t4 69 17 65
68 76 69 17 70

6- Arrangement the matrix to a one ray forms and
then the following digits through the channel send.

0011000,01 l0l l l,0l00l0 r, r 100100,01 r 0000,101 l0
11,10011 11,1010100,0001000,0101 I I 1,0100000,01 I
101 1,001 I 00 1, 10001 r 1,000 l I I 0, I 000 l0 1,00 I 0001, I
00000 1,0 I 0 I 0 I 0, I 000 I 00, l 00 I I 00, l 0000 I 0 1,00 1 00
01,10001 l0
Ifwe decryption the received the letter we using:
1- We arangement the lefter (cipher text) in matrix
(5 x 5) after transformation tom binary to Decimal.

55 38 r00 48

47 91 79 84 8

47 32 59 25 7t
t4 69 17 65 42

68 76 69 t7 70

2- Generating the magic square (5 x 5) and find
inverse and mod( l0l ).

t.l m b d d e d t e x t I

I 2 4 5 6 7 8 9 l0 1l t2 13

n m a c S q u a r s

t4 t6 t7 l9 20 21 22 23 24

Compare al

MS

G.nerate odd magic tqua.e and

tale lhe mod lPland mllliply by

136

4862 4816 4865 4688

Plain

text

l5 l8 25
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44
,7

2 39

23 87 23 44
23 l8 23 28 23

2 23 60 23 7

7 44 23 39 2

3- Multiply the cipher matrix to inverse magic
square, and take the mod t0t we obtain the matrix.
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4- Comparison the result matrix with magic
square(S x 5), we retum all letter to placement and
obtain the plain tex!
((Embedded text in magic square))
Conclusion
The proposed algorithm can be used to maintain the
security of data. The algorithm is highly secured by
magic squares of secret keys are very difficult
because the options to generate magic square very
much. The hidden data cannot be accessed easily
because of multiple level of encryption which
provides greater level of security to the data. And
Frequency test is successful (3.84 > 0.968).
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66
83

69
82

65

Order Semi-magic(A) Normal (B) Associative(C) Pandiagonal (D) UltramagidE)
3 9 I I 0 0

4 68 688 ,18 48 0

5 579 043 05t 200 275 305 224 48544 3600 16

6 9.4597 ( l3).102'z 1.775399 (42) .t0r' 0 0 0

7 4.2848 (17) .r0r3 J.79809 (50) .tor1 1.12515151 .1018 l.2l (t2) . l0r? 20 r90 684
8 1.0804 (13) .l0s' 5.22r0 (70) .r054 2.5228 (14\ .1021 C8+? 4.677 (l7l .fii'
9 2.E997 (69) .t034 7.8448 (38) .r ore 7.28 (rs).104u 8l E9+? t.363 (21).t0r{
t0 1.477 (29) .fi115 2.4160 (3' .tor 

'o 0 0 0

737

39
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l68 l8r l?8 17?
l6e 173 l6e 167

184 168 173 168
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