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Abstract

Information hiding is very important for securing an information from the malicious attackers.
Steganography is the science of hiding the original information (message) into a carrier. The user of
the internet usually need to store, send and receive a private information. One of the most famous
method for doing this is the encryption, which it converts the information into another format that is not
understood to attackers. The major drawback of the encryption is that it cannot hide the existence of the
data, because the result is still data so if there is enough time someone may decrypt the encrypted data.
The steganography is the solution for this problem. The Linked data are the idea for linking different
web data sources by establishing a link between them. The link describes the relationships between all
these sources. The main idea about this paper is securing the important information inside Linked
opened data . Usually, for embedding secret information into a cover message we need redundant data
or noise, therefore, we use the least important features in the RDF to hide our important information. In
order to increase the security of our important information we encrypt it using the Beaufort cipher. We
implement the proposed method using two RDF representation for Alzheimer disease and Amyloid
precursor protein and give accepted security for our important information.
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I. Introduction

The information in the web can be accessed by human and machine where the
web can be described as a space of an information [Bo Leuf 2006]. The Semantic
Web is not a new web but is an extension to the current web in a way that make
incorporations between computer and people to create a universal medium to
exchange the data [Andre Freitas 2012][Bo Leuf 2006]. Because all the information in
the web is accessible by everyone, therefore, there is a need to make access control to
the important information in the web [Christian Bizer 2009]. There are two important
approaches for specifying that are allowed to use which data [Richard Sheffield
2009]. The first is to use cryptographic techniques to protect the sensitive data. The
second is to make access rights in order to control the data access and secure the
communication channels. The RDF is a special language that represents the
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information about the World Wide Web resources and was intending for representing
the web resources metadata[Eric Miller 1998][Edgard Marx 2012].

The common techniques for encrypting sensitive data in the RDF are cutting the
data from the original graph and storing it in a separate file, then encrypt the file and
link it to the original RDF. The drawback for this techniques is : (a) there are no rules
for re-integrating the data to the RDF after decryption (b) the encrypted files are not
RDF-compliant (c) different physical resources for the original RDF. (d) the linking is
done manually. In this paper we will hide the secret information in the same RDF
graph.

Il. Linked Opened Data

The linked data represent the objects and relation between them. The linked
data web contains data in multiple areas and this area grows exponentially. The
representation of these data is very important in order to facilitate information
retrieval [Andre Freitas 2012]. The Hypertext links allow the user to traverse the
World Wide Web information using the web browser[Christian Bizer 2009]. In the
last years the web has formularized from a very global information space of linked
documents into one that data and documents are linked[Christian Bizer 2009]. The
Web of data gives rise to new types of application and opens new possibilities for
domain-specific applications[Richard Sheffield 2009]. The Opened Link Data use the
Web to create type links between data from different sources. The primary units for
the hypertext Web are HTML (HyperText Markup Language) documents connected
by hyperlinks[Eric Miller 1998,Christian Bizer 2009]. The Linked Data lean on
documents that contain data in RDF (Resource Description Framework) format. The
Linked Data principles can be summarized as [Christian Bizer 2009][Michael
Hausenblas 2009] : (1) Use URIs (Universal Resource Identifiers) as names for the
things. (2) Use the HTTP(Hypertext Transfer Protocol) URIs in order to make people
look up for those names.(3) Use RDF to provide useful information. (4) Include links
to other URIs to discover more things.
I1l. RDF

RDF(Resource Description Framework) is the infrastructure that facilitates the
exchange, encoding and reuse of the metadata[Eric Miller 1998]. It provides the
publishing for both human and machine readable vocabularies. RDF uses XML
(eXtesible Markup Language) as a syntax for exchanging and processing of
metadata[Edgard Marx 2012]. RDF gives a model for describing the resource. The
resource has properties (attributes). It defines the resource for any object that is
uniquely identified by a URI(Uniform Resource Identifier) [Eric Miller 1998]. RDF
contains statements that represent the information in the form of : subject, predicate
and object.

IV. Semantic Web

The Semantic web provides an infrastructure that enables web pages and
services, database and programs to the web[Bo Leuf 2006]. It is an extension for the
current web that gives the meaning of the information in a form of vocabularies
understood by both computers and humans[Christian Bizer,Jens Lehmann
2009][Christian Bizer,Tom Heath 2009].
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The classical web lacks the existence of a semantic structure, therefore it is
very difficult for the computer to understand the information provided by a
user[Michael Hausenblas 2010].

The classical web suffer from many problems [Bo Leuf 2006][Christian
Bizer,Jens Lehmann 2009] [Michael Hausenblas 2009]:
Lack of universal format for representing the information in the web pages.
There is an ambiguity of the information due to the poor interconnection between
them.
Lack of web content structure.

Tim Burner Lee is the foundation father of the Semantic Web  and it gives many
benefits like Web-Base, Extensibility, Ability of domain-driven models to be
interlinked, model expressiveness, use of standard language[Bo Leuf 2006][Christian
Bizer, Jens Lehmann 2009].

V. Information Hiding
The security requirements involve hiding the important information from an
outside observer[Dominic Hughes 2004].

V1. Steganography & Cryptography

In the digital world, cryptography and steganography are used to protect
information from attackers. They are both work good alone , but they work excellent
together[Greg kipper, 2004][Arvind Kumar 2010][Bo Leuf 2006].

The term Steganography means " Cover writing" whereas cryptography means
"secret writing". Figure (1) shows the Steganography whereas Figure (2) illustrates
Cryptography[Arvind Kumar 2010][Bo Leuf 2006].

Stego Key

| Stego < Data type>

Embedding/Encoding

Cover < Data type>

—>

Embedded <Data type> T

Stego key ¢
Cover < Data type>

¢ Extraction/Decoding/Detection |€—-
Stego < Data type>

\ Cover < Data type>

«—
Embedded < Data type>
Figure (1) Steganography

558



Journal of Babylon University/Pure and Applied Sciences/ No.(3)/ Vol.(24): 2016

Plain Text Cipher Text

=3 Enciphering / Encryption

<€ Enciphering / Encryption [€—

Plain Text Cipher Text

Figure (2) Cryptography

Logically, there are three types of steganography [Bret Dunbar 2002] [Bo Leuf
2006]:

e Pure steganography, which does not require exchanging cipher key.

e Secret key steganography, that requires exchanging of secret key prior
to communication.

e Public key Steganography, that uses public key and private key in
order to secure the communication. It uses the same concept of public
key cryptography.

VII. Cipher System

The Classification of Cipher system can be shown in Figure (4).In our paper ,
we used the beaufort cipher which is a polyalphabetic substitution cipher. In Beaufort
cipher we have a table (like Vigenere cipher table) as shown in Figure (3) below, and
our secret information is named plaintext and there is a keyword ( in this paper the
keyword is the keyword_statement) that is duplicated according to the plaintext
length. After that we find the cipher text by using the intersection between plaintext
character with keyword character according to the vigenere table.

Ex. Plaintext = my computer is Toshiba
Keyword = bestbestbestbestbestbe
Cipher text = pggfppyaxnkbigamtds
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Figure (3) Vigenere table

Secret key systems 5 Bl
(a) Vigenere
1. Conventional Systems (classical ) (b) Beaufort
3.  Pol hi
(a) Transposition cipher . oyi:::jfalicr
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® Message reversal cipher 5 Mod cion
. odern Cipher

e Columnar transposition
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. DES ( Data Encryption

(b) Substitution Cipher Standards)

1.  Monoalphabetic

(b) Stream cipher
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Feedback Shift
Register)

@ Simple

Direct standard
Standard reverse
Multiplicative cipher
Affine Cipher

Mixed alphabet
Keyword mixed II. Public Key System
Transposed keyword
mixed 1.RSA

SISO CORE IR CORIOE

(b) Homophonic 2.Knapsack

Figure (4) Classification of cipher system

VIII. Framework Architecture
In the beginning , the proposed system reads the RDF representation of the
cover in the form of N-Triples(It Can convert the RDF/XML into N-triples) and
analyzes it into a number of statements (Triple statements). After that we sort the
statements in increasing order according to their importance , then we take the first
rank ( the lowest important statement) and name it keyword_predicate and name
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the statement that contains it as keyword_statement. After that we use this
statement to encrypt our important information by using Beaufort cipher .Figure
(5) below shows a simple framework for our system :

Read RDF representation | Analyze Set of Triples = Take the _Sqrted pljedlcates
of the cover the cover predicates 2, !N increasing order

Take the

first rank

name this predicate
as:
Keyword_predicate

Save the statement that include

the keyword_predicate as -
keyword_statement

Figure (5) —a Specify the proper cover

Keyword_statements

(From-a-)

Plain text

(Our secret Information)

Split the cipher text into two part
and replace the subject with the first
and the object with the second

Figure (5) -b Ciphering Schema
In order to test our proposed system, we take some samples :-
1. Alzheimer disease
This RDF file contains (66) Triples : the no. of subject is (1), the number of
predicate is (39), the number of object is (59).
Our secret message is ' our army begins the attack after one hour'. After
analyzing the RDF file we take this statement as keyword statement
'‘Alzhemers discease subject category Aphasias' , where the subject is (Alzhemers
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discease), the predicate is (subject), the object is (category Aphasias) which is
shown in Figure (6) below.

Alzhemers subject category

Aphasias

discease

Figure (6) Keyword_statement for Alzhemers

Plaintext = our army begin the attack after one hour
Keyword = subject
Ciphertext = eakjnqvrqvbrjmouigeajspifnogonnpn

After that we split the ciphertext into two parts ,the first part =
‘eakjngvrgvbrjmou ' and the second part ='igeajspifnogonnpn’ . the first part ,
the new subject , replaces the old subject of the keyword statement whereas
the second part , the new object , replaces the object of the keyword statement.
The predicate is still the same without replacement in order to use it in the
deciphering process. Then the new statement ,shown in figure (7) below, will
be "eakjngvrgvbrjmou subject igeajspifnogonnpn”. Figure (8) shows the
Beaufort Cipher algorithm. In Deciphering process the receiver knows that the
keyword is the predicate of the less important statement, he can merge the
subject and object of this statement to make the ciphertext and he uses it with
the predicate to find the original plaintext.

Ciphertext = eakjngvrqvbrjmouigeajspifnogonnpn

Keyword = subject
Plaintext = our army begin the attack after one hour

Subject

Figure (7) new statement for Alzhemers
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Input : Plain text (P) , Keyword (K), Beaufort table (B)

Output : Cipher Text (C)

Method

Step 1:S1=length (K)

Step2 : S2 = length (P)

Step3 : Rearrange the keyword (K) according to Plain text length and
save it to New-Key which its length is the same as plaintext
length.

Step4 : Forl=1toS2 do

Step 5: C[i] = cross-point between P[i] and k[i]

Step 6 : End for

End Method

Figure (8) Beaufort Cipher algorithm

2. Amyloid precursor protein
This RDF file contains (12) Triples : the no. of subject is (1), the
number of predicate is (10), the number of object is (12). We take the same
plaintext and after analyzing the RDF , we take the less important statement.
So the keyword statement is " Amyloid_precursor_protein_secretase type
Integral Membrane Proteins"”. Where the predicate is "type" . Figure (9) show
the new statement .

Plaintext = our army begin the attack after one hour

Keyword =type
Ciphertext = feyecmrdpshrarleafpcjyklphbrprbkc

type

Figure (9) new statement for Amyloid precursor protein

The inverse process can be used in the deciphering process,
where we use the same keyword for finding the plain text from the
cipher text.

X. Conclusions
We have presented a method for hiding any text information in the Linked

Opened Data ( RDF representation). We use ciphering techniques to increase the
security of our method. The Beaufort cipher is implemented ( we can use any
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ciphering algorithm). Two types of Linked Opened Data in RDF representation has
been used that represents the Alzheimer disease and Amyloid precursor protein. The
proposed method can be used in any web site represented by RDF.
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