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Abstract- The growth of information technology lead to increasing number of users for various types of electronic
equipment that resulted in the rise of cybercrime. Increasing cybercrime lead to increasing volume of digital evidence
handled by the investigators; that mean more documentation, complexity of management and complexity to keep
its integrity. So that, a significant procedure in handling of evidence and investigation is called as a chain of custody
(CoC) , which a concept and process designed to ensure the integrity of evidence including digital evidence (DE)
and to document the digital evidence from the time it collected to the time where the evidence actually presented at
the court. Without a chain of custody, the evidence is valueless so that it played a vital role in the digital forensic
investigation process. The solution offered in this paper is to build a Digital chain of custody application software in
order to ensure the integrity and originality of digital evidence also to document these evidences from various types
of digital evidence file such as network packet capture files, disk image files, extracted document files, multimedia
files and more. The application is constructed through four approaches to keep the integrity of evidence: applying
Hash function for each evidence and save the information in XML file, watermarking, extract metadata for each
evidence and specify a geolocation for each evidence. Also, there is a privilege for users to access the application, no
one can access the application without admin permission. There are two types of the chain of custody information,
which are the information entered by the user and information extracted from the metadata of digital evidence
file. The output from a chain of custody application is a form in the .pdf document format.
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I. INTRODUCTION

Chain of custody can define a set of procedures to document files according to its chronological [1] . Giova [2] , states
that digital evidence should be accepted as valid in court only if the evidence chain of custody can be founded. Also If
the COC stay intact, each witness, from the officer to the custodian of evidence, can certify that all the items presented in
the courtroom is indeed the item that was collected at the crime scene and tested by the lab [3] . Work with DE properly
during investigation process is very significant step. In cyber-crime the evidence is divided in two type, digital evidence
and physical evidence. So that, chain of custody is used to document these evidences. Chain of custody doesn’t have any
stander or special regulation because each country has their own investigation process. Chain of custody is a significant
part in the investigation process to ensure the admissibility of evidence in the courtroom. It will document the case related
to where, when, why, who and how the evidence is carried out at each stage of the investigation. Each evidence should be
preserved based on integrity and authenticity according to the condition when it discover till then will be presented to the
court of law [4] . So that, the COC should include at least (Five W’s and 1 H) , The 5 Ws are the When, Who, Where,
Why, What and the 1 H is the How [5] , and answer the question [6] which are:

1) Who came into contact, manage, and discovered the digital evidence ?

2) What procedures executed on digital evidence?
3) When the digital evidence is discovered, accessed, examined, or transferred ?
4) Where was digital evidence discovered, collected, managed, saved, and examined ?

5) Why the digital evidence was collected ?
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6) How was the digital evidence collected, used, and stored 7

Digital evidence has different form so in order to document it and preserve its integrity is very hard using register book
or forms unlike the physical evidence. Although they have different characteristic but they have the same information and
concept to be documented in chain of custody [7] , [8] . Therefore, for the importance of chain of custody in investigation
process, a Digital chain of custody application has been design using SQL and XML approach. SQL database used for
document the information of submitting case while XML are used to store the information of each evidence including hash
value. Some advantages of using an XML approach are it’s robust, strong, easy to manipulate, data independence and free
for anyone, also easy for store , transfer and identify of information [9] . Then extract digital evidence metadata information
[10] , [12] to check if the image has been modified using any editor software application like photoshop. Finally allocate
geolocation for the collected DE. The aim of the proposed application is to present a solution that improve the integrity
and credibility of digital evidence in order to be acceptable and admissible in the court of law. Also capture the attention

of government officials in Iraq so as to fully develop and adopt chain of custody applications build for the republic of Iraq.

II. RELATED WORK

Chain of custody is very important in digital forensic filed for keeping the integrity of an evidence as well as to document
the evidence. But, there are few solutions provided by other researchers the keep the integrity and document the digital
evidence such as proposed framework for handling digital chain of custody with the digital cabinet concept [13] , creating
the business model of digital evidence handling and cybercrime investigation [7] , build a framework of the to improve a
chain of custody of digital evidence investigation [14] , the ontology approach using in managing the information needed
in chain of custody [15] , [16] , using an XML document type for digital evidence documentation like the concept of
plastic bag of evidence [17] and imply XML approach to document a digital evidence in chain of custody application [18].
According to the above research, there is no application can keep the integrity of digital evidence in different techniques
as well as document these evidences. The proposed chain of custody application for digital evidence comes as one of the

proposed solutions to enrich the existing solution of the digital chain of custody.

III. DESIGN ARCHITECTURE SYSTEM

The Digital Chain of Custody application is an implementation prototype using the SQL database to save the information
of the case and digital evidence hash value using the XML approach. Then store the information of evidence and compare
their results with the information in the chain of custody tab. Some advantages of using an XML approach are it’s
strong, durable, easy to manipulate, data independence, interoperability and free for anyone. XML -based is also easy to
identity, store, and transfer of information. This proposed application architecture is basically designed to support various
types of digital evidence files such as extracted document files, multimedia files, disk image files, network packet capture
files and more. The type of files comes from various electronic evidence sources such as a computer, mobile phone,
USB drive, laptop, and others. It provides a potential ground for inadmissibility of such evidence in court and Providing
documentation of the control, transfer, and analyses of evidence helps to ensure that the evidence presented before that court

has not been contaminated. The main functions accommodated by the application extract the Metadata information of digital

https://ijict.edu.iq 25



agi Tourmal of Informatig ang

Iraqi Journal of Information and Communications Technology(IJICT)
I ICT Vol. 3, Issue 3, June 2020

¢
MMmunications Technol?®

ISSN:2222-758X

evidence files, create documentation files, modify documentation information and save the documentation information on

the application. Those functions can be shown in the Digital Chain of Custody application architecture in Fig. 1.

Application Interface

p— Digital Evidence Metadata File Extraction
N~ A »|  Get :hash value , geolocation of evidence (Longitude and
Lattude) and more

DigitalEvidence |
Repository Place In acquisition form

A 2

) Chain Of Custody
¢ report (.pdf)

Digital Chain Of le
Custody File XML Parser For
Repository I XMLfile - | Digital Chain Of
Custody File

Figure 1: Digital chain of custody application architecture

The requirement needed in designing a software are: Visual studio, NET framework 4.5 with C* software and Sql server
2016 express. Also, the configurations of the software are very easy and can work any operating system or platform. So that,
minimum hardware requirements are (processor core i3/ 3rd generation,4 GB RAM and 40GB HDD) . It is recommended

not to install the application on (C) drive because of the administrative privileges. User can install database in two ways:

1) Either on individual systems.

2) Or, centrally on server and from the server each computer can be connected.

IV. FLOW OF RECORDING

Recording activity of chain of custody information performs application interface. The recording of the chain of custody
information starts from collection info, subsect info electronic evidence, acquisition analysis, digital evidence, a chain of
custody and report. The application has two users with different permissions in carrying out the chain of custody information
activities, officer (admin) and investigator (user) , An officer is a person responsible for the chain of custody information
and, test the digital evidence (in/ out) from the storage Media. Before doing any activity inside this application. User as an
officer has full control of information and application. Therefore, every activity performed by the investigator must obtain
approval from the officer. The recording functions accommodated within the application are load the digital evidence file
into the application, extract the file Metadata information, entry and save the information and generate a report from the
chain of custody information presented in a form with a .pdf document. To carry out the action of making the Chain of
Custody documentation file in the Digital Chain of Custody (COC) application. Fig. 2 can explain the flowchart of the

application design.

https://ijict.edu.iq 26



agi Tourmal of Informatig, anq

Iraqi Journal of Information and Communications Technology(IJICT)
I ICT Vol. 3, Issue 3, June 2020

¢
MMmunications Technol?®

ISSN:2222-758X

(" start )

Y
Load Digital Evidence File
From external srorage
media
A 4

File Metadata Information
Extraction

h 4

Create and save New Chain
Of Custody File

4

Save Chain Of Custody File

v

XML file created to make the
comp atibility with COC

Figure 2: Flowchart of create chain of custody file

V. IMPLEMENTATION & RESULTS

Requirements for gathering and analyzing are the first phase of creating and develop a chain of custody application
software. In the phase the focus on some important issues to achieved what needs from design the Application. The
information and the digital evidence of the case should not change or altered only when an interaction with the digital
evidence from and to the storage media. Most of the information fields for the chain of custody are obtained from Iraqi

t23 . The form used in

cyber- crimes directorate’ and the other information is from models downloaded from the interne
identification and extraction is a form of evidence chain of custody for all types of crimes cases. There are § tabs named
Collection information tab, Information tab, Electronic tab, Acquisition tab, Analysis tab, Digital Evidence tab, Chain of
Custody tab and Report tab, So that there are 66 fields for the COC application are needed to document all case details
(digital and physical evidence) and to ensure their integrity. All these fields are important to file for any case that should be
documented. After gathering requirements, some analytical studies are conducted to find the system’s requirements in order
to be designed and implemented later. Briefly, it is very important to build a friendly user interface that the investigators

and officer find it easy to use have all records to documents the case details. Fig. 3, shows that the application can create

a barcode for each input case depending on the case number. Fig. 4, is a form that shows metadata information that will

https://ijict.edu.iq 27



gt Toumal of Informatig ang

jiCT

¢
MMmunications Technol?®

Iraqi Journal of Information and Communications Technology(IJICT)
Vol. 3, Issue 3, June 2020

ISSN:2222-758X

appear after saving the DE in the application. Metadata information such as file name, file size, create time, modified

program, date modified geolocation of image (Longitude and Latitude) and others. Metadata is very important in the digital

forensic field because this information helps the investigator to know if the image is forged or not and which software is

used. Also, the place that this image was collected by display the result on Google Maps. The application can also save

an image with watermarks by embedded the logo of ministry of interior for each image. Also, the application can create

hash value (MD5 and SHA256) for each digital evidence file, very quickly regardless of image size.

2 Chain Of Custody - [Chain of Custody Detals] - o0 x
W Chain Of Custody List  Users Account (W'M LogOut Enter Case No . ®x

| Collection Info. Information | EX Analysis| Digital Evidence| Chain Of Custody

General Information

EC | C AT

[10-Mae-2020 05,15 PM "4 61520PM 5

Welcome to chaim of cuitody app

Figure 3: Interface of collection information tab
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Figure 4: Interface of acquisition tab
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After all information are input, the application produces a function that create general report in pdf format. Also, these

is another report for analysis and metadata reports are found in report tab as shown in Fig. 5.

I Chain Of Cuntody - [Chain of Custody Details) - o x
W Chain Of Custody Lt Users Account  Change Passwoed  Log Out a - 8 X|

Collection Info.| Information| Electronic Evidence| Acquisition| Analysis  Digital Evid | chain of C dy || Rep
Pt St
| Motodoto Roport |} _ Analysia Roport

| SovenCiose || SavenGenorsio | _Generoto Roport || Generste 0Lt

Welcome to chain of custedy app

Figure 5: Interface of report tab

1 The information is provided from Iraq directorate database\ planning department.
2 https:/floridadep.gov/waste/petroleum-restoration/forms/equipment-chain-custody-form.
3 https://alphalab.com/index.php/support-services/chain-of-custody-forms.

VI. DIGITAL EVIDENCE INTEGRITY AND AUTHENTICITY TECHNIQUES

In chain of custody application there are four Methods or techniques are used to keep the integrity of evidence:

y

2)

3)

Watermarking: There are many techniques that can be used to protect image copyrighted content and prevent people
from make any modification on it. One of them is watermarking. So, in this paper Iraqi interior logo will be embedded
for each evidence (image) In COC application using C* as shown in block diagram, Fig. 6.

Extract Metadata: The second way using evidence metadata, in metadata. It has (Title and description, Tags and
categories, who created and when, who last modified and when, who can access or update) . Then the evidence is
checked whether it modified of not and which program has been used as shown in Fig. 7. The input image was modified
using a photoshop program, so after extracting metadata info, it shows the name program and date of modification.
Extensible Markup Language (XML) : The third method to keep the integrity of evidence is using Extensible
Markup Language (XML) . So that XML is used for saving each evidence information with hash value in order to
find if the file has tampered or deleted. XML file in COC application will be created after save case as shown in
Fig. 7. Each file has ID number in both XML file and chain of custody tab, so that the admin can know by any

modification or changes occur by comparing the two results as shown in Fig. 8. After deleting any evidence from
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the Application, XML file will remove the ID number (1010) from XML file, thus the admin knows that the digital

evidence was removed from the application, as shown in Fig. 9.

4) Barcode: Applying a barcode for each case using case No. and show it on the extracted report.

Input image as a watermark

Convert to bitmap

Reduceits size according to
original image size
|

Chang opacity
I

Impeded image

Figure 6: Flowchart of digital watermark
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Figure 7: Metadata information
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a.Information save in XML file

b. Information save COC tab in the application

j<Files><File Id="1010"><MP5hash>03025; 5
J<SHA256>5# 5824ed 186b7262953032fic6c43acc0b517545796b48b98 718

e TN y -
</Length><OwnerPC>DESKTOP-8JECJGO\hp</OwnerPC><temFolderNameDisplay>
[ChainOfCustody</MemF olderNameDisplay><temTypeText>JPG File</temType Text

Figure 8: a- XML file information, b- COC tab information

kFiles>
<File Id="1011">
<MPShash>c16fa28947£79896a976£867e55£909d</MP5hash>

<SHA256>8dc095e724135cdel8a98cdd429b5afaa98abde8laf73111f666aadfc
36£28f9</SHA256>
<LastAccessTime>15-Jan-2020 11:24:02</LastAccessTime>
<Length>4162953</Length>
<OwnerPC>DESKTOP-8JECJGO\hp</OwnerPC>
<ItemFolderNameDisplay>Desktop</ItemFolderNameDisplay>

Figure 9: XML file with new ID number

VII. CONCLUSIONS AND FUTURE WORK

Chain of custody for the republic of Iraq is one of the proposed solutions for document and keep the integrity and
authenticity of digital evidence. Different techniques are used to keep the integrity of digital evidence while SQL and XML
approach is used as a tool for store all case information and Hash value of the save files. The application automatically
extracts the Metadata for each digital file. Experiments are made for some of the digital evidence files using real case
scenarios. According to the results get from the application, the chain of custody application can be used to document the
chain of custody information of DE file quite well. In addition, this application displays the geolocation of digital evidence
and applies a watermark for store images. Finally, in order to ensure its printed report not forged, the application generates
a barcode for each case. For future work adding the Arabic language and develop the application to be a mobile application

on both (android and OS) . And add more features that help the investigator in cyber- crime directorate.
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