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A B S T R A C T 

Steganography is essential in modern cryptography and communications, enhancing the security and 

confidentiality of sensitive data exchanges. It has become an interesting tool because not only have security 

requirements for secret messages become stronger, but video has also become more popular. This paper 

introduces an advanced method combining sequence-to-sequence transformer models for speech 

recognition, RC4 encryption, and the Least Significant Bit (LSB) technique for data embedding in videos. 

The approach securely embeds audio messages within video streams, ensuring that even if detected, the data 

remains inaccessible without the decryption key. Our methodology includes converting audio to text, 

encrypting it, and embedding the encrypted data into video files, with a subsequent recovery process that 

preserves the original audio's emotional and tonal qualities. Evaluations using the UCF101 dataset confirm 

the method's effectiveness in maintaining video quality, with minimal visual distortion, and robust data 

security. This research provides a secure framework for covert communication, with potential applications 

in areas requiring high-level data privacy. 

© 2024 University of Al-Qadisiyah. All rights reserved.    

1. Introduction

In today’s technological age, information security is critical for online 

communications. It has been one of the most daunting challenges we have 

faced. One method of confidentiality in audio signals is audio 

steganography. This technique takes advantage of the masking capabilities 

of the human ear (HAS), where soft sounds remain undetectable when 

presented along with loud sounds Encode data into audio signals for 

purposes, including protection of copyrighted audio content and secure 

communication. The ever-increasing global reliance on the internet has 

greatly increased the demand for advanced security. Designers of the 

Internet are constantly trying to protect it from interference, and they use 

many methods and policies to achieve this goal. Researchers are also 

refining the constant maintenance techniques that hackers use when trying 

to infiltrate and compromise information systems. Now they are coming up 

with new ways to foil these hackers’ plans. Where possible, data should be 

copied, modified, or accessed illegally without the owner’s knowledge to 

constitute copyright infringement. Consequently, there is a growing need 

for privacy in digital data sets. This allows owners to confirm copyright 

ownership, prevent unwanted sensitive information, and easily add 

information. The main objective of the steganography industry is to hide, 

store, and embed hidden information in digital data sets. The main goal of 

steganography is to achieve secure communication in a completely 

invisible manner so that no one can detect the existence of hidden secrets 

[1]. The word "steganography" comes from the Greek, which means 

"writing in disguise." It is a widely used technique in information 

technology [2]. Throughout history, steganography has used techniques 

such as hiding messages inside the body of a dog by using invisible ink, 

shaving a sender’s head to write a message or tattoo, or wearing a picture 

in the hair of an angel [3]. Steganography therefore provides methods for 

hiding a secondary message from the primary message. The primary 

message acts as a carrier signal, which can be text, audio, image, video, etc.,  
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While the secondary, hidden message is called a weighted [4], stop message 

there is a generic block diagram of steganography. In this research, several 

unique contributions can be identified compared to other related studies in 

the field: Integration of Text-to-Audio Conversion with Encryption: The 

method starts by converting audio to text, which is common in some 

approaches. However, integrating this with encryption (using RC4) before 

embedding ensures that the information remains secure throughout the 

embedding process. This dual-layered approach (text conversion + 

encryption) enhances the security of the embedded data. Binary Conversion 

and LSB Embedding: Converting the encrypted text into binary and 

embedding it into the least significant bits (LSB) of video frames is a 

technique used in steganography. This method aims to minimize visual 

distortion, which is crucial for maintaining the quality and integrity of the 

video while hiding the data effectively. Voice Cloning for Audio 

Reconstruction: Using a converter model capable of instant voice cloning 

represents an advancement in the field of text-to-speech synthesis. This 

allows for the accurate reconstruction of audio data from the embedded text, 

including nuanced characteristics like emotion, sound, and pitch. Such 

capabilities enhance the fidelity and usability of the extracted audio. The 

remaining sections of this paper are organized as follows: In Section 2, we 

review related work in the field and explore various types of steganography 

methods. Section 3 details our methodology in depth. In Section 4, we 

present the results of our study and provide a discussion. Finally, Section 5 

offers conclusions and suggestions for future work. 

 

 

 

 

 

 

 

 

Figure 1. A steganography system's block diagram 

2. Related work  

Steganography is the technique and study of hiding information in plain 

sight. Knowledge and experience with steganography greatly influence the 

protection and use of digital information. Undoubtedly, digital 

steganography enhances privacy by providing an additional layer of hidden 

communication but does not replace encryption [5]. Sadiq Sly A.I. Their 

method has been extensively tested against attack scenarios, showing that 

the algorithm provides stronger protection and better stealth management 

when applied to grayscale images [6]. 

On the other hand, anti-judgment techniques including audio and visual 

steganography were proposed. The Forbidden Zone Data Hiding (FZDH) 

algorithm is used to hide the hidden image in the video file, and the phase 

coding algorithm is used to hide the information in the audio file with the 

receiver and transmitted PSNR and histogram matching function types 

meet to maintain safety [7]. Yada, Rambabu Mudusu, A. Nagesh, M.K. 

Sdanandam presented the hybrid image steganography and audio 

steganography techniques. The Least Significant Bit (LSB) method was 

used to encrypt the customer’s facial image in the video and in addition 

RSA algorithm was used to encrypt this encrypted information. Principal 

component analysis (PCA) was used to identify faces, and a face validation 

process was performed to confirm the presence of protective mechanisms 

[8]. 

 2.1 Methods of steganography types 

Steganography is the ability to hide a file, message, image, or video inside 

another file, message, image, or video, it is a way to hide an audio file in 

video where you would have to convert the video file so that it is audio no 

file is included as hidden data. There are many steganography techniques 

and techniques that can be used to embed a file as a transport or overlay. 

Fig.2 shows 

 

 

 

 

 

 

 

 

Figure 2. Types of Steganography 

2.1.1 Video steganography  

Video steganography is one of the best ways to hide data. Essentially this 

extends the concept of encrypting an image for video files to be like a 

collection of images that provides video data, which is equivalent to 

overlaying image data as a way to encrypt a message in the video. Video-

dependent steganography is preferable to various other multimedia files due 

to memory and file space limitations. where it stores only certain files in 

the video file [9]. There are two basic approaches to video-based 

steganography: storing frame-to-frame data and translating the frame into 

the frequency domain and then storing the result. Regardless of the method 

used, video steganography can be divided into two categories: lossless and 

lossless steganography. 

While we can accurately retrieve hidden information in lossy 

steganography, the original video may exhibit flaws or alterations. In 

contrast, in lossless steganography, both the hidden information and the 

original video file can be recovered without any errors or modifications 

[10]. With the rapid development of the Internet and multimedia 

technologies in recent years, digital video has become an important area for 

covert data encryption in addition to infinite video sequences providing 

Nomenclature: 
 

 

RC4 Rivest cipher 4 DSSS direct sequence spread spectrum 

LSB Least Significant Bit KSA Key Scheduling Algorithm 

HAS Hearing Assessment  scale PRGA Pseudo-Random Generation Algorithm 
FZDH Forbidden Zone Data Hiding RGB red, green, blue 

PCA Principal Component analysis UCF101 University of central Florida 101 

DCT Discrete Cosine Transform PSNR Peak Signal-to Noise Ratio    
DWT Discrete Wavelet Transform SSIM Structural Similarity Index   

H.264 Advanced video coding DSSS direct sequence spread spectrum 

HVS Human visual system    
SS Spread spectrum     
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greater redundancy space for encoding hidden messages for video 

steganography [11,12]. There are various techniques for video 

steganography 

a. Transform field techniques: In transform field steganography, hidden 

data is stored in transform coefficients when the video is transformed to 

other fields, such as frequency or wavelet domain Discrete Cosine 

Transform (DCT) and Discrete Wavelet Transform are two transforms 

that are commonly developed for video steganography (DWT). 

b. Encryption-based techniques: Some video steganography techniques 

encrypt the hidden data before storing it in the video. It can be more 

difficult for an attacker to find and extract private information as a result. 

c. Hiding in a compressed area: This method uses the compressed format 

of the video instead of the raw pixel values in the movie. Most videos 

use the H.264 format, which is the popular format. This method can be 

used to change the title, motion vector, quantization coefficient, and 

other important properties in a compressed video. 

d. Hybrid methods: These combine various steganography techniques for 

increased security and flexibility. 

2.1.2 Audio steganography 

To perform audio steganography, we can insert hidden messages as digital 

sound. Because the human ear (HAS) is more sensitive than the human visual 

system (HVS), storing communication in audio files is more complex than 

in other file types [14]. There are three important elements of audio 

steganography: the bearer (which can be an audio file), the message, and the 

password. These features work together to inject hidden information into the 

audio. Carrier is another name for a cover-file, which stores private data. 

Recent studies have shown that data can be stored inaudibly in envelope 

audio signals. Audio steganography inserts a hidden message into a digitized 

audio signal, resulting in a small change in the binary sequence of the audio 

file corresponding to the hidden message [15] Figure 3 General audio 

steganography techniques. 

Figure 3. Method of general audio steganography [16]     

Hiding in audio (or other media) means experiencing data as noise. The 

disadvantage of this approach is that data loss compression methods 

eliminate most undetectable distortions, including moderate low-dB noise. 

Below is a list of the most common methods used for processing audio files. 

a. Least Significant Bit (LSB): Technology is a technology in which the 

lowest significant pixel or audio file in the pixel is replaced by 

replacing the private message in the image or audio file with a lsb (least 

significant bit) code 1 KBps at every 1 KBps in lsb coding in the 

minimum minutes of the least bits Replacing bits lsb steganography is 

a simple and effective method of hiding a message in a cover file, such 

as an image or audio file. without significantly changing the format or 

quality of the cover file [14]. 

b. spread spectrum: It is the minimum required to send a broad message. 

In spread spectrum steganography, the message is encrypted by noise 

and added to the foreground image, forming a stego image. The 

associated image is difficult to see with the naked eye [13]. Spread 

spectrum (SS) is the concept of a redundant copy of the data signal to 

ensure the recovery of the transmitted signal in the noise mode, using 

an M-sequence code known as the transmitter and receiver [17]. it was 

especially plentiful before it was hidden in cover audio. So even if the 

noise corrupts some values, each target image will still be available to 

extract the hidden message. While [18] used the traditional direct 

sequence spread spectrum (DSSS) method to encapsulate sensitive data 

in MP3 and WAV files. 

c. Echo hiding: One method of encrypting information in an audio stream 

is a form of data encryption. This is intended to be loud without 

significantly affecting the host signal (cover audio). Echo concealment 

is more sensitive compared to many data loss suppression methods 

because it produces changes in cover audio that reflect environmental 

conditions rather than random noise [19]. 

As well as there are other techniques to hide audio like Parity Coding, 

Direct Sequence Spread Spectrum, and Phase Encoding.  

3. Methodology  

This method of embedding audio into videos first converts the audio to text 

using a powerful sequential conversion process. The resulting information 

is then securely encrypted using the RC4 algorithm before being converted 

to binary and inserted into the least significant bits of the selected video 

frame using LSB channel, ensuring minimal visual distortion Time after 

extraction the text will be converted back to original audio, text- speech -A 

converter model is used, which is capable of instant voice cloning. This 

allows the audio data to be encoded and retrieved through careful 

manipulation of voices including emotion, sound and pitch. This process is 

illustrated in the following Fig. 4. 

3.1 Speech Recognition using encoder-decoder Transformer 

This work used a sequential Transformer model for speech recognition to 

convert audio files to text as the first step for Audio file embedding in Video 

Steganography using LSB method [26], [27]. The Robust Speech 

Recognition via Large -scale weak supervision brings a new language to 

recognition approach that Capitalizes on large-scale poorly monitored data, 

which differs from traditional methods that rely entirely on written training. 

This system makes efficient use of raw or semi-encrypted data, providing 

scalability and cost-effectiveness. Taking advantage of significant data sets 

of anonymous speech and minimal labeled data, the model achieves state-

of-the-art, successful performance in harsh environments such as noise and 

echo The system robustness and scalability make it a promising solution for 

diverse linguistic knowledge applications. The method shown in Fig.5 

illustrates this approach in detail, using a series-to-sequence transformer 

model trained on different speech processing tasks to build several steps of 

a traditional speech processing pipeline is replaced by one example. 

3.2 The encryption/decryption phase 

In this research, the RC4 algorithm is used as the main cryptographic tool 

[27, 28]. Recognized as the most developed software stream cipher for 

modern applications and widely used in various industries, RC4 has key 

cryptographic features called Key Scheduling Algorithm (KSA) and 

Pseudo-Random Generation Algorithm (PRGA). -The enduring popularity 
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of RC4 in the community can be attributed to its simple- yet robust design, 

making it desirable for a variety of security applications The details of the 

KSA and PRGA algorithms are shown in the following Fig. 6. 

 

 

Figure 4. The methodology of the Cryptographic Embedding of Audio 

Data within Video Streams 

Figure 5. Speech Recognition using a sequence-to-sequence 

Transformer model [26] 

 

Figure 6. The details of RC4 Algorithm (KSA and PRGA) [27] 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7. The example of the output frames 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8. A visual representation of the Open Voice framework [29]. 

 

3.3 Least significant bit (LSB) technique 

This processing step uses the Least Significant Bit (LSB) method to encode 

information into the front-end video. The LSB method involves replacing 

each pixel's red, green, blue, and relatively trivial RGB values in the 

selected frame of the video to essentially encode the binary representation 

of the encrypted data, using the Whisper model (respectively). to-sequence 

Transformer example). The transcribed audio data is encrypted before 

being converted to binary form and this binary data is then inserted into the 

less important RGB pixel values of the video frames. The LSB conversion 

is invisible to the human eye, ensuring that it is not visible in the front-end 

video. The process ends with the creation of a “stage video” file 

(steganography video) that stores encrypted information in the LSBs of the 

video frames. This robust approach allows for covert communication using 

video overlays and visual effects, an example of output frames featuring a 

combination of audio text transcription, encryption, and LSB 

steganography for securing the fuzzy data embedding is shown in the 

following Fig. 7. 

3.4 A Transformer-based instant voice cloning framework 

This paper used Open Voice [29], a simple open-source model, and 

converted output text (generated by the decoding process) to the original 

input audio, which is a pioneering instant voice cloning technique in text 

language using an efficient Transformer system. Transcends traditional 

techniques by utilizing the transformation capabilities of Open Voice 

Transformer programs, efficiently converting output text from clone voice 
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decoding programs to original input audio Addressing critical challenges in 

the field, Open Voice empowers users to deliver carefully controlling 

voices is not past the limit of phonological character cloning More 

impressively, the model achieves zero-shot cross-linguistic voice cloning 

without the need for extensive multilingual training data sets, an impressive 

improvement due to Transformer versatility turns out, serving as the 

backbone of the MyShell.ai instant voice cloning backbone and 

demonstrating its prowess in a variety of real-world applications Fig. 8 

provides a visual representation of the Open Voice framework. In this case, 

an original speaker model is used to control both form and speech, while a 

transformer is used to retain the phonological characteristics of the 

reference speaker in synthetic speech. 

4. Results and discussion 

4.1 Speech recognition using encoder-decoder transformer 

The speech recognition phase of the proposed method used a sequence-

sequence transformer model trained on a large dataset of audio transcripts 

from the Internet. Extensively studied in previous research, this model 

scaled to 680,000 hours of multilingual multitasking observations was 

able to It is worth mentioning, that these models have previously shown 

competition with fully observed results, even at zero-shot transfer 

settings, eliminating the need for fine-tuning the close-to-human accuracy 

and complexity of the prototype highlights how audio files are converted 

to text. This study on a large and heterogeneous data set establishes the 

sequence transformer as a robust solution for the speech recognition task 

and the models and heuristics presented form a valuable foundation for 

analysis in complex language processing. This comprehensive review of 

the speech recognition model sets the stage for the integration in the 

subsequent stages of the proposed method, contributing to the success of 

the overall audio-text transcription process in video steganography in the 

system. 

4.2 Encryption/Decryption and data embedding phases 

The encryption and decryption part of the proposed method used the well-

established RC4 algorithm, a stream cipher known for its simple and 

robust Key Scheduling Algorithm (KSA) and Pseudo-Random 

Generation Algorithm (2009). PRGA) are key factors that contributed to 

the enduring popularity of RC4 in the cryptographic community for a 

more detailed description of the presentation, see Figure 6, which shows 

the RC4 algorithm and its KSA and PRGA methods. 

At the same time, the data embedding phase used the Least Significant Bit 

(LSB) method to seamlessly embed the encrypted information into the 

masked video frame This changes the least significant bits in RGB values 

in each pixel in the selected frame to encode the binary representation of 

the encrypted data LSB conversions in progress subtly ensured that there 

was little visual impact on the video in front, and culminated in the 

creation of a stage video file. An example of the output frames obtained 

by this steganographic method is shown in Figure 6. 

4.3 Evaluation on UCF101 dataset and quantitative metrics 

For a more comprehensive analysis, the study used the UCF101 data set 

[30], which is known to contain a variety of human activity data [31,32]. 

A strategic selection of 40 random videos from this data set provided a 

robust testing ground for testing the proposed methods. The integration of 

realistic user-uploaded videos with the UCF101, including dynamic 

camera movements and chaotic backgrounds, helped generate a follow-

up evaluation of the model’s performance complete in different 

circumstances. In addition, the proposed steganography method was 

quantitatively evaluated in 40 random videos from the UCF101 dataset. 

Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index 

(SSIM) were calculated for each video before and after the steganographic 

data embedding process. 

Table 1. Effectiveness of the results 

Video 

no 

PSNR SSIM Video 

no 

PSNR SSIM 

1 41.70107 0.99670 21 42.80049 0.99699 

2 43.17023 0.99617 22 43.15288 0.98796 

3 40.65104 0.99362 23 44.16538 0.99717 

4 42.74064 0.99333 24 41.98324 0.99764 

5 43.02833 0.99650 25 42.07368 0.99773 

6 41.27595 0.99571 26 42.32896 0.99802 

7 43.03433 0.99582 27 39.99358 0.99234 

8 42.79062 0.99533 28 41.92000 0.99481 

9 42.16290 0.99626 29 41.50550 0.99517 

10 40.08923 0.99261 30 41.45172 0.99283 

11 41.53259 0.99318 31 42.83902 0.99641 

12 42.69118 0.99606 32 42.30342 0.99649 

13 43.40457 0.99619 33 39.78585 0.98679 

14 42.29921 0.99716 34 42.31341 0.99720 

15 42.43825 0.99647 35 43.04999 0.99804 

16 40.42876 0.99120 36 42.80855 0.99763 

17 40.79143 0.98925 37 41.27898 0.99870 

18 41.27899 0.99267 38 41.49838 0.99880 

19 41.72762 0.98958 39 41.40537 0.99882 

20  42.84116 0.99709 40 43.23830 0.98966 

 

4.4 Length consistency measurement 

Corresponding lengths were measured to ensure the accuracy of the data. 

This required the length of the original text (before the steganographic 

process) and the length of the text obtained after the procedure. Notably, the 

number of leaves remained the same in both cases, providing confidence in 

the safe input and output of the video images This convergence builds 

according to the proposed method is strong in emphasizing the basic 

information storage of the steganographic system. 

5. Conclusion  

The research methodology, in conclusion, provides a complete and practical 

method for securely and discretely encapsulating audio data in videos. 

Framework Text-to-speech synthesis for audio reception, encryption using 

the RC4 algorithm, sequence-to-sequence converter models for speech 

recognition, and data encoding using LSB techniques. The evaluation on the 

UCF101 dataset demonstrates the effectiveness of the method in properly 

encoding information and maintaining video quality. Quantitative measures, 

including PSNR and SSIM, confirm the robustness of the method in 

preserving visual fidelity. Furthermore, the stability of text length before and 

after the steganography processing again verifies the reliability of the method 

in preserving the original data during insertion and deletion. Future research 

could focus on ways to improve the proposed method. First, exploring 
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additional encryption algorithms or combinations of encryption methods can 

help make data security more robust. Moreover, based on sensory and visual 

characteristics, machine learning algorithms can be trained to identify 

optimal placements for video images this approach can lead to more efficient 

and distinctive audio data storage. 
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