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Abstract

Steganography is an ancient art or conveying messages in a secret way that only the receiver
knows the existence of a message. In this paper, a novel mechanism using mathematical modulus to
incorporate the secret data (with audio form) into a cover-image .The modulus is a threshold value that
determines how the embedded file is incorporated into the cover-image. The proposed method aims to
meet most the requirements of any steganography system (like capacity, security and
undetectability),we compress the embedded file in order to reduce the size of it and increase the
security .Furthermore, the quality of stego-image measured by PSNR is acceptable to human vision
system and stable for diverse cover-image processes.
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1-Introduction

Steganography is a means of storing information in a way that hides
information’s existence. Steganography contains the techniques for secret hiding of
messages in another wise innocent looking carrier message. The purpose of
steganography is not to keep others from knowing the hidden information, but is to
keep others from thinking that the information even exists (D.Artz)(2004). Therefore,
the main goal is to not raise suspicion and avoid introducing statistically detectable
modifications into the carrier media(S.Lyu and H.Farid)(2006),(J.A.Memon
,K.Khowaja and H.Kazi)(2008),(S.Katzenbeisser and F.A.P.Petitolas)(2002).

Historically, the first steganography techniques included invisible writing using
special inks or chemical(D.Kahn)(1996). Today, it seems natural to use digital
images, digital video or audio for hiding secret message(J.Fridrich)(1998).
Steganography, like watermarking and fingerprinting, is a branch of information
hiding. Unlike watermarking and fingerprinting, steganography imposes the
requirement that the presence of a hidden message within the stegotext (transmitted
data) should be undetectable (P.Moulin and Y.Wang)(2004). One of the most
common uses of modern steganography in digital world of computers is to hide
information from one file in the contents of another file
(K.Rabah)(2004),(M.A.B.Younis and A.Janta )(2008) .

Most steganography methods suffer from many problems (or impose
constraints), make the results of its failure against steganalysis. One of the limitations
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of steganography is the one-to-one relationship between an embedded and cover file
(E.Cole)(2003): to hide one byte of covert data requires one byte of overt data. The
amount of data that can be effectively hidden in a given medium tends to be restricted
by the size of the medium itself (D.Artz)(2001). The common well-known
steganographic method is the least significant bits (LSBs) substitution (C.C.Chang
and H.W.Tseng)(2004). Many public steganographical software , such as S-Tools ,
EZstego and Steganos apply this method(X.Luo,F.Liu and P.Lu)(2007). In this
method there is a limit for the number of substituted bits (N.Cvejic and
T.Seppanen)(2004)(the maximum depth of LSB insertion is 4-LSB (Y.K.Lee and
L.H.Chen)(2000).

Images are a good media for hiding data and have the lenient constraints
(D.Artz)(2001). This media have many problems when it used in steganography as a
cover. One common drawback of virtually current data embedding methods is the fact
that the original image is inevitably distorted by some small amount of noise due to
data embedding itself (M.Goljan,J.Fridrich and D.Rui)(2001). Another problem, we
did not have to change all of the LSB’s (underlined), which means that on average
50% of the pixels of an image will not be affected by embedding (the embedding
capacity is 50% of the cover-image size). The problem above appear when LSB’s
insertion is used (K.Rabah)(2004),(Y.K.Lee and L.H.Chen)(2000). Third, is that the
limitation on the available colors imposed by the finite palette makes the process of
message hiding a difficult challenge (the order of the palette will change after
embedding) (J.Fridrich)(1998).

This paper has been attempted to solve these problems and aim to satisfy the
requirements of steganography system (capacity, security and indefectibility). A new,
simple, and secure method has been proposed which transferring the secret message
(audio file) after compressed (using DCT) into bit-string and find the workable pixel
in cover image by using pseudo-random number generator of seed to create less
distortion stego-media to meet the main goal of steganography . Also the capacity
evaluation is provided to estimate the maximum embedding capacity of each pixel,to
maximize the capacity of cover media and simplifying the limits on the size of secret
massage. So the method based on compressed file rather than the file itself and this
give additional secure level for message .

The rest of this paper is organized as follows. The new scheme is presented in
Section 2. Implementation results are in Section 3. Conclusions are drawn in Section
4

2-The proposed algorithm

Most researches are concerned on the LSB method for data hiding. This
method, as explain previously, have many problems that effect on the performance of
the embedding method. For this and to get a secure embedding, we proposed a new
method that hiding audio file with WAV format in a BMP image file by using a
mathematical modulus to incorporate the secrete audio into a cover image . It’s
overcome LSB’s problems and aiming to satisfy most the requirements of
steganography system, especially the two main aspects (security and capacity), that
affecting on the steganography and its usefulness.

First, the algorithm starts with dividing the data of audio file UM) with
m=1,...,M into blocks with size (8x8) bytes for each and perform a two-dimentional
(DCT).
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a@a()= 5
7\] foruv=12..N-1 J

After the DCT stage we have an 8*8 matrix of real numbers . To compress we
discard some of the less important information by using standard tables , which is
called quantization .The next stage is the coding stage ,we using the RLE to coded the
matrix[16] .

After that the coding matrix transfer into a bit-string in order to embed by
using modulo mechanism[17]. Assume that the color of one pixcl p at co-ordinates (x,
y) is denoted by f(x, y), the eight-neighbors of p . For p, f ( x , y) will be modified
according to its embedding capacity, which depends on its color and the color
variation of the upper and left neighbors.The advantage of using the upper and left
neighbors to estimate the embedding capacity is that when or after the current pixel is
processed, the colors of these upper and left neighbors will be never changed.
Therefore the embedding module and extracting module arc synchronous when
estimating the embedding capacity of each pixel[18]. Let

MaX(XaY) =max {f(X- lay_ 1 ) s f( x-1 s Y) s

fix-1,y+1),f(xy-1)}
Min(x,y) = min{f(x - 1 ,y - 1),.f(x - 1, y)),

fix-1,y+Df(xy-1)}
D(x,y) = Max(x, y) - Min(x, y)

Except for the boundary pixels in an image, the embedding capacity Kn(x, y)
of cach pixel (x, y) is defined as

Kn(x. y) = loga| D(x, )
The embedding capacity should be limited by the grey scale of current pixel. Here, an
upper bound for embedding capacity at pixel (x, y) is defined as

U(x’y):{4 Jif f(x,yét}

5,0therwise
The next scheme describe the embedding algorithm:

Embedding Algorithm

Input : The cover-image and the embedding audio message ,the seed key and two
modulus numbers m, , mj.
Output :The stego-image and secret key.

Stepl: Find the workable pixel p. (i) in cover image C by using the pseudo-random
number generator of seed sk .
Step2: Compressed the embedded-audio
-Split embedded-audio into blocks with size (8*8).
-Perform DCT Transform .
-Applied quantization .
-Coded the quantized matrix.
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-Transfer the coding matrix into bit-string B,
Step 3:Set a threshold value T and the two modulus values m; ,m,. then compute a

residue,, g . ... and the possible capacity in a pixel , 8. , as following

form:

if pe(i) >T , compute g, =Log}" |, & mimser =P. () mod m,
else , compute g, = LLog;“lJ s Eromaimder = Po(1) mod m,
where p.(i) denotes the intensity of the i-th. pixel with order of
top-down and left to-right in a cover-image C and L j denotes the

truncate value.
Step 3:Compute the absolute difference value, g, , such that

g dv= g remainder g ev

where g is a value, which is fetched sequentially from Bs with

bits of g, -length.
Step 4:Embed g, into the pixel pc(1) (here, we define py(i) as the intensity
of the i-th pixel after embedding g, )by performing the following

process:
Case L p(i) <T

L if p.() <t gain p,()=0+g,.
m m

2.—L<p ()<T-—
5 p.() 5

Af gy, > % ,gain an adaptable value, Av=m, -g,,.

. lf gremainder > gev 4 gain ps(l) = pc(l) + AV'
else ,gain p_ (i) =p. (i) — Av.

Af gy, S%,gain Av=g,

Af & remainder > ey > gain ps(l) = pc(l) — Av.

30 (T-20)< p () < T gain p,(1) = P()) = Zronanaor + o
Case Il : p(1) 2T
1. If pe(i) >(255-%) , gain py(i)=(255-my +1)+gey

m . m
L)< pe(1) <255 ——*
5 )< pell) 5

2. If(T+ +1)

It ggy > % , gain Av=my-ggy,

If LZremainder > Zev ,gain ps(i)zpc(i)+AV
else ,gain ps(1)=pc(i)-Av

mu

fggy < 5 _gain Av=gq,
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If EZremainder >gev ,gain ps(i)zp(i)c'AV
else ,gain ps(1)=p.(i)+Av

3.If T<p.()<(T+

2u )’ gain p (l) =P, (l) — & remainder + Eev

Step 5:Hide the embedded-header in fourth column of the stego-image palette
‘Cps (i)79.
Step 6:End.

For the header part of audio file, it is embedded in the forth column of color
table (palette table) of stego-image. This part of color table provides 256 free bytes.

In the stage of extraction, every bits of audio is extracted from the stego-image
depending on the positions that stored using random number generated by seed key
and two modulus numbers m, , m; additional the receiver must know the embedding
algorithm and then decompress the extracted bits . The receiver cannot able to extract
the embedded-image without know the embedded positions, therefore this method is
more secure. The next scheme describe the extracting algorithm :

Extracting Algorithm
Input: The stego-image, the seed key and two modulus numbers m,, , my. .
Output: The embedded-audio

Step1: Extract the embedded header of audio from palette table of the stego-image.
Step 1:Find a workable pixel ps (i) in stego-image s by using the
Pseudo-random number generator of seed Sk.
Step 2:Compute the embedded information as following
Case Lps(1)<T:
=p, (1) mod m,

g remaimder

g. =|Log}" |
Case II: ps(1)> T :
=p,(i)modm,

g remaimder

g.. =|Log ]

Step 3:Translate the g into the bits representation to recover the

remainder

embedded information ,the bit-length foreach g . . . ~is

determined by the computation of g, .

Step 4:Decompress the embedded information
- Decoding the embedded information
- Dequantized the decoding information
- Perform inverse DCT transform
Step 4:Recover the embedded-header from fourth column of stego-image palette.
Step 5:End.

3-The results

To stand on the performance of the proposed method, two different audio files
with different sizes are applied. Also, we are used color images with 8 bits/pixel. The
method emphases in selecting the audio files that its sizes larger than the image files
in all experiments in order to explain how the proposed method have high-capacity
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feature. We are used subject and object criteria as measures of stego-image and
restored message quality. In object criteria, the following formulas are used :
Root mean square error (RMSE ).

r=0c=0
(M x N)

M—lN—l[/\ T
> > I(r,c) — I(r, ¢)

RMSE =

,(2)

Peak signal to noise ratio (PSNR"): Here we are used two different formulas, one for
images as following:
2
PSNR =10 log { (C)) 5 (3)
LN e o - 160
r, c) — I(r,
M x N r=0c¢=0 ¢ ¢

where L represent the number of gray levels, } is the stego-image, and I is cover-
image with size* £MXN). Whereas, for measuring the quality of restored audio, the
following PSNR  formula is used:
>x*(m)
PSNR = 10log ,(4)
2
2 [x(m) - ym)

where x(n) represent sample of embedded audio sequence and y(n) stand for sample
of restored audio sequence.

3-1: Satisfying the requirements of capacity, and undetectability.

In this experiment we attempt to embed an audio message its size larger than
the cover image. The modulus values m,,m; are set of 32 and 16 respectively. In a
sense the modulus 32 is set to accommodate the embedding of 5-bit pattern at the
situation that the pixel of embedded image is greater than the threshold value T
picked in our algorithm is empirically set the intensity value of 160.0On the ether hand
, the modulus 16 is set to accommodate the embedding of 4-bit pattern at the
condition that the pixel of embedded image is less than T.

We have been tested the proposed method on a number of color images (8
bits/pixel) with size (128x128), to embed an audio message its size (17.8 KB). The
embedding capacity approximate restored audio message are given in table (1).

It can be seen from table 1 that the proposed algorithm with generally higher
PSNR values for restored audio message. This indicates that the restored audio file is
semi to the origin. Here we don’t substituted the similar blocks in order to make the
stego-image without distortion.

Also, the table 2 shows the results of RMSE and PSNR between the cover-
images and stego-images.In such case, the embedding message is totally incorporated
into cover-image. This indicates that all images less distortion, and the attacker
(steganalysis) can’t easily detects the embedded message. This makes the mission of
the attacker is more difficult. The RMSE and PSNR values for stego-images it’s
acceptable and the distortions are imperceptibility to human vision. It means such
distortions will be less noticeable from the viewpoint of attacker.
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Table 1: The results of RMSE and PSNR for the restored audio massage.

RMSE PSNR

Image
(audio) (audio)
lenna 0.037 123.248
Garden 0.02 144.341
fish 0.053 101.497

Table 2: The results of RMSE and PSNR for the stego-images

Image RMSE(image) PSNR(image)
lenna 0.01 95.504
Garden 0.012 87.971
Fish 0.014 80.493

Figure (2): Garden image (a) cover-image, (b) stego-image

AR




M4« ) abal / € el /7 gl a6l gkl / Ly dedy dha

(b)

Figure (3): Fish image (a) cover-image, (b) stego-image

4-Conclusions

This paper emphases on applying most the requirements of any success
steganography system like (capacity, invisibility, security, and undetectability) and
advanced the relation of one to one.

The process of compression give as the ability to hide data its size larger than
the cover data. Thus, we can hide a message its size larger than the size of cover-
media and make the size of message less limited in some size. At this point, here is
the powerful of the proposed method by increasing the capacity of cover-media and
reducing the limits of size that facing most data hiding techniques. We find from
experiments that the increased size of message have no much effects on the quality of
stego-image and still imperceptible. Additionally ,the compression process add
another layer of protection for secrete message .

Also, when the embedding stage is completed, the stego-image less distortion
or distortion-free depending on the values of RMSE and PSNR as we see in tables
(1,2), respectively. This is because the changes in the values of data of cover-image is
not found or not perceptual and the quality of stego-image still good . These results
will reflect on the ability of human visual system. This point will reflect on the
steganalysis, and makes the process of analyzing the produced steganography very
difficult.

For the security requirement, the algorithm produces a sequence of secret key
that send independently to increase the difficulty of steganalysis on these stego-
images. The receiver can extract the embedded message by using that secret key only.
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