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Abstract- With the growth of processed data for wireless networks and the establishment of new applications
and services, mobile operators keep searching for solutions to deal with the issues raised by nextgeneration
networks (NGN). The fifth generation (5G) mobile networks, for example, should enhance their performance
without consuming a lot of energy. For these reasons, software-defined networks (SDN) appear to be the promising
technology that will make achieving the architectural agility required for the upcoming 5 G mobile networks easier.
SDN is a clever solution for providing innovation and enforcing the primary drivers in 5G mobile networks, such
as flexibility, dependability, service-oriented management, and cost reduction through the control and management
of the 5G core network. In this paper, the integration of SDN and multiple controllers with the SG core network
is investigated to determine how these two technologies can affect mobile IP network performance. An energy
model suitable for the proposed network architecture has been developed. A widely used Diamond network is
being considered for the core network. Open-Flow controllers were used to improve the routing performance by
considering load balancing of IP traffic. According to such a model, reduced energy consumption is experienced
with SDN. The addition of an SDN controller results in a 11% reduction in consumed energy. The results also show
that the use of SDN and multi-controller with NGN can improve the performance further. Using SDN reduced the
average delay of the network by 14%. A great reduction in packet error rate (PER) is also achieved when SDN is used.
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I. INTRODUCTION

With the inspiration of a number of supporting technologies, the development of software-defined networks (SDN)
started in the early years when the network control used in telephone networks was in such technology. The data and
control are dispersed. This provides security and performance efficiency. Active Networks technology introduced network
programmability via an application interface. Even though these technologies were discovered earlier, they were not
implemented due to a lack of sufficient hardware support and the already expensive established infrastructure [1]. With
the launch of Open-Flow in 2008, the main contribution to SDN began. [2]. On the other hand, modern wireless mobile
networks have seen exponential growth in a variety of applications and services. One of the main goals of 5 G is to provide
various types of devices, applications, and objects that are connected to each other. With this growth of connected devices,
data traffic, services, and related issues need to be addressed by the next generation networks (NGN) [3].

Many research efforts have focused on the use of SDN with NGNs such as 5G cellular wireless networks The main goal
of such efforts is to simplify network control and management. SDN also helps in supporting higher traffic and reducing
energy consumption [4]. The following provides an overview of related research: In [5] and [6], the authors proposed a
plastic architecture that is based on 5G networks with SDN. This architecture is based on the separation of the control plane

(CP) and the data plane (DP). And with the CP, there are three levels of control, namely: device, edge, and orchestration
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control. These layers have different functions in the network, like providing connection, routing, mobility, and security.
This architecture can reduce end-to-end latency and improve reliability.

A 5G system architecture that is used to support different services and applications like connected cars and ehealthcare
is proposed in [7]. This architecture is based on SDN and Network Function Virtualization (NVF) in order to make the
architecture more flexible. Additionally, new features have been added, including mobility management, a quality of service
(QoS) framework, and session management. In [8], the authors proposed a method to apply SDN to the 5G architecture.
By the use of this method, the function of control is moved from the gNodeB ( gNB ) to the SDN controller, where gNB
performs data plane functions only. It is shown that this method results in reduced signaling costs and improved network
performance.

A robust 5G security architecture that is based on SDN to detect illegal requests from malicious attackers is proposed by
[9]. An extra cryptographic authentication named "synchronize secret" was added to the network. The fundamental concept
is to use preload secrets to distinguish attacks from normal network connections. According to the findings, the work is
significantly more effective than state-of-the-art in in dealing with the security issue from SDN, with a small disconnect
rate of about 0.01 percent.

References [10] and [11] mention the network slicing (NS) architecture in 5G can guarantee QoS for different applications.
This architecture works by dividing the network into different parts. Different network resources will be specified for each
part, and according to these metrics, each packet will be routed to the most suitable network part to guarantee the desired
QoS.

In [12], the authors proposed a device-to-device (D2D) handover schema that is based on SDN. This method is in
charge of managing D2D communication as well as mobility issues. It is shown that this schema can help in decreasing
the number of signaling messages that are needed for the handover process between D2D and, in addition, the proposed
schema decreases latency and average delay time. Using a Logically Centralized-Physically Distributed (LC-DP) controller
architecture with the 5G networks, the authors in [13] showed that using such an architecture can improve the performance
of the 5 G networks by providing low latency and higher throughput in comparison to other controller architectures.

In [14], the authors proposed a Cloud Radio Access Network (C-RAN) architecture for SG networks. This architecture
is based on the separation of the baseband units (BBU) from the gNB and combining them into one place. The proposed
architecture is based on the idea of SDN and shows a major reduction in the signaling load as compared to other traditional
networks. It also improved the flexibility of the network programming and the simplicity of management. A unique machine
learning-based solution for QoS provisioning in multimedia 5G SDN networks called "Learn SDN" was proposed in [15].
This method uses machine learning to determine the most suitable routing algorithm to use on traffic based on network
conditions in order to meet the QoS requirements of multimedia traffic. The results show that the QoS of Learn SDN is
better than other technologies.

The above-mentioned research efforts were focused on the use of SDN with 5G networks to solve the problem of
performance issues such as average delay and time jitter. In this paper, the use of SDN is examined with single and

multiple controllers when used with 5G as an example of NGN. The issues of energy consumption, packet error rate
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(PER), and throughput are to be investigated in addition to the average delay and time jitter.

The rest of the paper is organized as follows: the proposed architecture with related parameters is described in Section II.
Section III introduced the performance measures used in the simulation tests and their results covering average delay, time
jitter, throughput, PER, and energy consumption of the 5G network with and without SDN. Finally, Section IV concludes
the paper.

II. THE PROPOSED ARCHITECTURE

Three different network architectures are considered in this work. The network scenario consists of two mobile base
stations with 10 users (UEs) residing in each cell. Both cells are connected to the core network via a gateway (PGW).

The first network architecture is just 5G mobile networks and the core network without SDN. In the second architecture,
an SDN controller and Open-Flow switches are added, while the third is similar to the second but with multiple controllers.
The Open-Flow controller is used to improve routing through load balancing of IP traffic to improve QoS. The network
topology follows a commonly deployed diamond network in the 5G core network. In the diamond architecture, the network
has multiple routes between different network nodes, which ensures the network’s robustness and reliability. The Diamond
network has a low probability of congestion than other networks due to the even distribution of traffic [16]. The diamond
network in the present work consists of five network switches arranged in a shape that looks like a diamond.

The 5 G environment is created in the OMNeT++ simulator together with the Open-Flow and simulLTE add-ons. Fig.
1 shows the adopted 5G network without SDN. UES are placed at a distance ranging from 100 to 300 m from the gNB
randomly. PGW is used to connect the access network to the core network. The core network consists of five switches
and a server. Each UE sends IP packets with the destination address of the server. The PGW then forwards this packet
to the core network. The switches continue the forwarding of the packet until it reaches its destination (the server). After

generating and routing each packet, the performance parameters are recorded in the OMNeT++.
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Figure 1: 5G network without SDN
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In the second scenario, an SDN controller is added as shown in Fig. 2. The configuration of the access network is the
same as that in Fig. 1, with the addition of an Ethernet interface in PGW to pass the rules of the controller from the core
network to the gNB cells. The core network is modified by replacing the switches with Open-Flow based switches. Both the
controller and the switches use the Open-Flow protocol to communicate. Considering this protocol, the link layer discovery
protocol (LLDP) is used to construct the entire network topology. The switches are configured to work in proactive mode
where the flow can be inserted proactively by the controller into the switches before the packet arrives. As before, each UE
sends a packet with the destination address of serverl. When the packet arrives at the core network, the switch checks the
packet’s source and destination addressees and one of the following two actions will be performed. Assuming the packet
is on the local switch, the packet will be sent to the destination directly. If it is not on the local switch, the switch sends
the packet to the Open-Flow controller for additional routing until it reaches its intended destination. When an Open-Flow

controller receives a packet, it will be transferred to its appropriate destination address.
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Figure 2: 5G network with SDN controller and switches

In the third scenario, two controllers are added with a synchronizer as shown in Fig. 3. The access network has the same
configuration as before. In the core network, two controllers work together to achieve better performance and scalability. In
this centralized architecture, the controllers are placed in a centralized location and are connected through a synchronizer
called the Hyper-Flow protocol [17]. The Hyper-Flow protocol performs load-balancing for the traffic between controller#1
and controller#2. An instance of Hyper-Flow is enabled on each controller. Each switch must be connected to the controller

that is in close proximity to the given controller.
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Figure 3: 5G network with multi-controller controllers and Hyper-Flow

In the adopted architecture, switch#1 and switch#2 are connected to controller#1, while switch#3, switch#4, and switch#5
are connected to controller#2. When using Hyper-Flow, the first packet in the queue is sent to controller#1 and the following
packet is sent to controller#2. The UES connection to their cells and to the core network server is similar to that of the SDN
network in scenario#2. The only difference here is the addition of two load balance controllers to distribute the workload
among the two controllers. Each switch takes the rules from its designated controller, which reduces the congestion
experienced with a single controller.A set of simulation parameters are considered to evaluate the performance of the

considered network architecture. Table I provides a list of the parameters and test modules used in the simulation tests.

TABLE 1

THE CONSIDERED SIMULATION PARAMETERS
Item Description Value/Type
Application UDP Basic App.
Path loss 1
Carrier Frequency 2.4 GHz
Total number of packets 100,000
No. of bytes per packet 100
No. of UEs per cell 10
No. of switches/routers 6
No. of controllers in SDN 1or2
Simulation time 75 s

III. RESULTS AND DISCUSSION
A. Performance Measures
Different metrics are considered to evaluate the performance of the given network topology when the three assumed
scenarios are simulated according to the above description. The performance metrics or measures used are average delay,

time jitter, throughput, PER, and total energy consumption. For NGN to gain better QoS, Lower PER, average delay, time
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jitter, and energy consumption with higher throughput are preferred.The network average delay time is referred to as the
average amount of time taken for all packets to reach their intended destination as given by (1) [18]:
EZV (Tni - Ts7i)

e A (M

Where 7 is the average time delay, N, is the total number of packets, T’ ; and T ; are the times of receiving the ith
packet and sending the i packet, respectively.
The average time jitter is the average time difference between the time delay of two successive packets [19], and is

given by (2):

J— i (1 = 7o)
Ny

Where J is the average time jitter, and 7; and 7;,_; are the delay of the i*" and (i — 1)" packets. The expression for

(@)

the packet error rate (PER) [20], is shown in (3);

N, — N,
PER === 3)

Where N, is the number of correctly received packets at the intended destination.
The throughput of the network is given by the ratio of the correctly received data units (packets or bits) to the total

transmission time [18]. Here we consider a packet per second as the unit for the throughput (Thr.) as given in (4);

Thr. = N./T, 4)

where T} is the total transmission time.
An energy model should be developed to estimate the energy consumed by the network for the transmission and reception
of all packets. A verified energy consumption model is followed, which was considered previously by [21]. Three modes
are presented: transmission, reception, and idle modes. For simplicity, the idle mode is ignored here due to its minor effect
on the calculated energy. Based on the simulation time set and the total number of the transmitted packets and the number
of bytes per packet Table I, the energy consumption (E) is determined. Let 7" be the device operation time and V' be the
voltage level ( 5 Volts), then the estimated energy is given by;

E=T.I1V &)
Where I is the required current to process one packet. The current value for the transmission mode is 280 mA , while for

the reception it is 230 mA [21].

B. Simulation Results and Discussion

Performance evaluation is performed by the simulation of the adopted network topology with and without SDN. In either

case, the used application is "UDP Basic App," which sends UDP packets to the given IP address at the given interval.
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Following the description of the system in Section-II and its parameters given in Table I, the results are determined for
the network considering three cases: the traditional 5G network; the SDN based 5G network using a single controller with
Open-Flow protocol; and the SDN based 5G network with two controllers using Hyper-Flow protocol. Fig. 4 shows the
average delay time performance. The results show that the network without SDN has an average delay of 35 ms , while
the SDN case with a single controller is 32 ms , and the network with two controllers and Hyper-Flow protocol is about
30 ms . Considering the time jitter performance shown in Fig. 5, a 11 ms is experienced in traditional 5G network, while
for SDN based network with Open-Flow and Hyper-Flow is about 9 and 8 ms , respectively. Since the controllers in the
SDN-based network have an entire view of the network, they can easily choose the least congested route in the network
to route the given packets. This will result in a reduction of 14% in the average delay time compared to the traditional
network without SDN. The corresponding reduction in time jitter is about 27%.

The PER performance is shown in Fig. 6. The results show that the traditional 5G network achieved PER of 2.7 x 1074,
while in the case of SDN networks the PER is about 1.6 x 10~ and 1.5 x 10~* for the Open-Flow (single controller) and
Hyper-Flow (two controllers) networks, respectively. It is worth mentioning here that the present work deals with studying
the effect of using SDN on 5G network performance. The effect of the variations in the wireless physical channel, noise
level, and signal power is subject to another investigation performed by the authors, whose results have not been published
yet. Here, the path loss represents the channel quality considered in the simulation, which is selected to be common for
the three considered scenarios, bearing in mind that the work is focused on the advantage of SDN for a given transmission
environment.

Fig. 7 shows that improved throughput performance is experienced with SDN-based networks. The SDN network with
Hyper-Flow is better than that of an SDN network with Open-Flow. The main reason for the relatively poor throughput
performance of traditional networks without SDN is the effect of congestion. The latter has limited effect in the case of

SDN-based networks.
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Figure 4: Average delay performance
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Figure 7: Average throughput performance

Fig. 8 shows the energy consumption of the three cases: the traditional 5G network; the SDN based 5G network using
a single controller with Open-Flow protocol; and the SDN based 5G network with two controllers using Hyper-Flow
protocol. The energy consumption is calculated according to (8), where T is the time required to send or receive each
packet. The results in Fig. 8 show that the traditional network without SDN consumes about 6.2 mJ/ packet, while for
the network with SDN using Open-Flow it is about 5.51 mJ/ packet and for SDN with Hyper-Flow it is about 5.55 mJ/
packet, respectively. Thus, the network with SDN consumes about 11% less energy compared to a 5G network without
SDN. The main reason for such an improvement is the use of controllers in SDN-based networks. The controllers have
full information about the entire network, and they make use of such knowledge in forwarding each packet with the least
number of hops, resulting in reduced energy consumption due to the reduced of operating time of the network devices. The
consumed energy for an SDN-based network with the Open-Flow protocol ( 5.51 mJ/ packet) is slightly better than that
of the network with Hyper-Flow ( 5.55 mJ/ packet ). This is due to the additional controller actions that are added to the
network load. As a result, one can say that the use of two controllers (Hyper-Flow protocol) can improve the performance
by solving the problem of a single point of failure at the expense of slight energy consumption compared to a single

controller (Open-Flow protocol) SDN-based network
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Figure 8: Energy consumption performance

IV. CONCLUSION

Software defined network (SDN) based 5G network architecture is considered to facilitate the network operation and
management. In addition to the traditional 5G network, two new architectures were proposed: the first with a single SDN
controller using the Open-Flow protocol and the second with two controllers using the Hyper-Flow protocol. The mentioned
networks have been simulated using the OMNeT++ simulator with simuLTE and the Open-Flow add-on. It is shown that the
use of SDN-based network with a single or two controllers can improve the network performance. Different performance
measures were used to assess the operation of all networks. These measures covered the average time delay, the time jitter,
the packet error rate, the throughput, and the energy consumption. The results showed that about a 14% improvement
in the average time delay is achieved by using SDN with a multicontroller architecture compared to the traditional 5G
network. The corresponding improvement in time jitter is about 27%. The PER and throughput are also improved when
SDN is considered in the networks. The improvement is achieved in both cases of single or two controllers, with slightly
better performance experienced in the case of two controllers. The network with SDN consumes about 11% less energy
compared to a 5G network without SDN. The cost of the presented improved performance of SDN-based networks is
the required upgrading of the network devices needed by SDN implementation. It is worthwhile to investigate the use of
multi-controller based SDN with next generation networks.

Funding
None
ACKNOLEDGEMENT
The author would like to thank the reviewers for their valuable contribution in the publication of this paper.
CONFLICTS OF INTEREST

The author declares no conflict of interest.

This is an open access article under the CC BY 4.0 license http://creativecommons.org/licenses/by/4.0 10


www.ijict.edu.iq
http://creativecommons.org/licenses/by/4.0

g Tosel o ot Iraqi Journal of Information and Communications Technology(IJICT)

I]ICT Vol.6, Issue 3, December 2023

ISSN:2222-758X
www.ijict.edu.iq e-ISSN: 2789-7362

©MMmunications Technol?5”

REFERENCES

[1] D. B. Rawat and S. R. Reddy, "Software Defined Networking Architecture, Security and Energy Efficiency: A Survey," IEEE Communications
Surveys and Tutorials, vol. 19, no. 1, 2017.

[2] N. McKeown, T. Anderson, H. Balakrishnan, G. Parulkar, L. Peterson, J. Rexford, S. Shenker, and J. Turner, "OpenFlow: Enabling Innovation
in Campus Networks," ACM SIGCOMM Computer Communication Review, vol. 38, no. 2, pp. 69-74, 2008

[3] Gianfranco Nencioni, Rosario G. Garroppo, Andres J. Gonzalez, Bjarne E. Helvik, Gregorio Procissi, "Orchestration and Control in
SoftwareDefined 5G Networks: Research Challenges," Wireless Communications and Mobile Computing Journal, vol. 2018, Article ID 6923867, 18
pages, 2018. https://doi.org/10.1155/2018/6923867

[4] M. Hicham, N. Abghour, and M. Ouzzif, "5G Mobile Networks Based on SDN Concepts," International Journal of Engineering and Technology,
vol. 7, no. 4, pp. 2231-2235, 2018.

[5] Guerzoni, R., Trivisonno, R., and Soldani, D., "SDN-Based Architecture and Procedures for 5G Networks," Ist International Conference on 5G
for Ubiquitous Connectivity, pp. 209-214, Akaslompolo, Finland, 2014.

[6] R. Trivisonno, R. Guerzoni, I. Vaishnavi, and D. Soldani, "Towards Zero Latency Software Defined 5G Networks," IEEE International Conference
on Communication Workshop (ICCW), pp. 2566-2571, London, UK, 2015.

[7] J. Kim, D. Kim, and S. Choi, "3GPP SA2 Architecture and Functions for 5G Mobile Communication System," ICT Express, vol. 3, no. 1, pp.
1-8, 2017.

[8] C. N. Tadros, M. R. Rizk, and B. M. Mokhtar, "Software Defined Network-Based Management for Enhanced 5G Network Services," IEEE
Access, vol. 8, pp. 53997-54008, 2020.

[9] J. Yao, Z. Han, M. Sohail, and L. Wang, "A Robust Security Architecture for SDN-Based 5G Networks," Future Internet, vol. 11, no. 4, pp.
1-14, 2019.

[10] A. A. Barakabitze, A. Ahmad, R. Mijumbi, and A. Hines, "5G Network Slicing Using SDN and NFV: A Survey of Taxonomy, Architectures
and Future Challenges," Computer Networks, vol. 167, 2020.

[11] Z. Shu and T. Taleb, "A Novel QoS Framework for Network Slicing in 5G and Beyond Networks Based on SDN and NFV," IEEE Network,
vol. 34, no. 3, pp. 256-263, 2020.

[12] K. Ouali, M. Kassar, T. M. Trang Nguyen, K. Sethom, and B. Kervella, "An Efficient D2D Handover Management Scheme for SDN-Based 5G
Networks," 2020 IEEE 17th Annual Consumer Communications & Networking Conference (CCNC), pp. 1-6, Las Vegas, USA, 2020.

[13] C. N. Tadros, M. R. M. Rizk, and B. M. Mokhtar, "Software Defined Network-Based Management for Enhanced 5G Network Services," IEEE
Access, vol. 8, 2020

[14] M. A. Waheed, A. B. Saeed, and T. H. Abd, "Signalling Load Reduction in 5G Network Based on Cloud Radio Access Network Architecture,"
International Journal of Electrical and Computer Engineering, vol. 11, no. 6, 2021.

[15] A. Naseri, M. Ahmadi, and L. PourKarimi, "Reduction of Energy Consumption and Delay of Control Packets in Software-Defined Networking,"
Sustainable Computing: Informatics and Systems, vol. 31, Sep. 2021.

[16] Y. Sun, J. Chen, Q. Liu, and W. Fang, "Diamond: An Improved Fat-tree Architecture for Large-scale Data Centers," Journal of Communications,
vol. 9, no. 1, 2014.

[17] V. AndrA i S, "OMNeT++ User Guide," Ver. 6.0, 2021.

[18] J. Kurose and K. Ross, "COMPUTER NETWORKING A Top-Down Approach," 16th Edition, Addison Wesley, 2007.

[19] L. Zheng, L. Zhang, and D. Xu, "Characteristics of network delay and delay jitter and its effect on voice over IP (VoIP)," IEEE International
Conference on Communications (ICC), Helsinki, Finland, 2001.

[20] M. Obaidat, P. Nicopolitidis, and F. Zarai, "Modeling and Simulation of Computer Networks and Systems: Methodologies and Applications,"
1st Edition, Morgan Kaufmann, 2015.

[21]7J. C. Cano and P. Manzoni, "Evaluating the Energy-Consumption Reduction in A MANET by Dynamically Switching-Off Network Interfaces," in
Proceedings. Sixth IEEE Symposium on Computers and Communications, Hammamet, Tunisia, 2001, pp. 186-191, doi: 10.1109/ISCC.2001.935373.

This is an open access article under the CC BY 4.0 license http://creativecommons.org/licenses/by/4.0 11


www.ijict.edu.iq
https://doi.org/10.1155/2018/6923867
http://creativecommons.org/licenses/by/4.0

	Introduction
	The Proposed Architecture
	Results and Discussion
	Performance Measures
	Simulation Results and Discussion

	Conclusion
	References

