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Abstract

Web services send and receive messages over standard Internet protocols such as
HTTP. Plaintext messages can be intercepted by an attacker and potentially viewed or even
modified for malicious purposes. By using message protection, we can protect sensitive
data against threats such as eavesdropping and data tampering. Sensitive data transmitted
over the Internet should always be encrypted to avoid potential intruders from
eavesdropping on the communication anywhere along the route the data takes between the
two machines.

In this paper, we provide a feasible solution to enhance the integrity of sensitive
data. Our approach is to use variant encryption algorithms based on session key which is
sent with the client page from the server side where it is used to encrypt and decrypt data so
that the data will be unreadable from the attacker. The encryption algorithm will be
changed to every connection state. Our approach is very complex as we must cryptanalysis
and modify the plaintext from attackers and make it applicable to client-server architecture.
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1. Introduction

In many modern applications, the
classical client-server processing
architecture has been supplanted by more
distributed architectures, characterized by
many parties interacting across
heterogeneous systems. In the Internet or
client server systems, there are several types
of security attacks in network and computer
security. Those are interception,
modification and fabrication. Interception is
concerned with an attack on confidentiality
[1,2].

Interception is an illegal action that
an unauthorized opponent gains much
information in a network for information
stealing. [3,4,5,6].

To protect our networks and
computer systems against security attacks,
many security services are needed in a
network and server system, such as
authentication, access control,
confidentiality, and integrity. Among them,
authentication service is to make sure
whether a client is authentic or not, by using
user’s 1D, password or internet address, etc.
and the Integrity is used to prevent
unauthorized modification of resources and
maintain the status quo. It includes the
integrity of system resources, information,
and personnel. The alteration of resources,
like information, may be caused by a desire
for personal gain or a need for revenge[5,7].

In the Internet, including distributed
client server systems, a server system
requires a user’s ID and password to
prevent unauthorized users from using
resources of the server. Authentication
focuses on fabrication attack [1, 4].

There are many ways to protect
information from eavesdropping as it travels
through a network:

* Physically secure the network, so that
eavesdropping is impossible.
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* Hide the information that you wish to
secure within information that appears
innocuous.

* Encrypt the information so that it cannot
be decoded by any party who is not in
possession of the proper key.

We propose an improved integrity of
exchanging the sensitive data between client
and server by authentication system based
on confirming the server from the client
then continuing the contact through the
encrypted data between them. The server
will provide the client with the encryption
code after the completion of the
authentication stage used to encrypt the sent
data. The encryption code and key will be
changed from one client to another or to the
same client after another connection.

This paper is organized as
following. In section 2, a brief introduction
is given about Client Server Security
Requirements, and in section 3, integrity is
defined. In section 4, we explain the
characteristic encryption used to protect
information from modification. While in
section Swe present our proposed systems.

2. Client Server Security Reguirements

Most Internet services are based on
the client/server model. Under this model,
one program requests service from another
program. Both programs can be running on
the same computer or, as is more often the
case, on different computers. The program
making the request is called the client; the
program that responds to the request is
called the server. Often, the words "client"
and "server" are used to describe the
computers as  well, although this
terminology is technically incorrect.

The data sent over computer
networks are sensitive to attacks by
adversaries. Private/sensitive information
must be protected from others since the
malicious adversaries can read and/or alter
the message content or masquerade
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himself/herself as someone else. In order to
make sure that the information is secure,
four main requirements are considered.
These are authentication, integrity, non-
repudiation and confidentiality. They are
also the least secure environments in client-
server models. Clients connect to servers
and these connections, if left open or not
secured; provide entry points for hackers
and other intruders that may use data for
nefarious purposes. Aside from physical
client security in the form of disk drive
locks or diskless workstations that prohibit
the loading of unauthorized software or
viruses, accessibility to all files stored on a
workstation operating system is the other
gaping security hole in clients.

3. Integrity
Data integrity is an assurance that

unauthorized parties are prevented from
modifying data. Participants in distributed
data exchange include primary data sources,
intermediate sources, and end users. [10,11]

Data integrity services therefore are
“safeguards against the threat that the value
or existence of data might be changed in a
way inconsistent with the recognized
security policy' [2]. Modification or
changing the value of a data item includes
writing, changing, changing the status,
deleting, substituting, inserting, reordering,
and delaying or replaying of transmitted
messages [7,8].

There are many ways to protect
information from modification when it
travels through a network; encryption is one
of these methods. Encrypt the information it
cannot be decoded by any party who is not
in possession of the proper key.
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4. Encryption
Encryption has primarily been used

to prevent the disclosure of confidential
information, but can also be used to provide
authenticity of the source of the message,
verify the integrity of received data, provide
the digital equivalent of a hand written
signature, and non-repudiation. Non
repudiation assures that a transacting party
cannot deny that the transaction took place.

Symmetric encryption schemes use
the same secret key, or two keys easily
computed from each other, for both the
sender and the receiver of a protected
message. The secret key is typically shared
between two or more communicating
parties prior to its use to secure a
communication channel. One major issue
for the use of symmetric encryption show to
securely exchange the secret key[4,5].

In this paper, we propose a method
for the data encryption by different
encryption algorithms and keys provided
from the server and uploaded with the web.
At this stage of the design we used data
encryption system by different encryptions
and keys provided from the server and
uploaded with web browser after making
sure of authorizing it for the user when
he/she enters to the system prepared for a
temporary database connection including
the type of encryption algorithm from the
database server.

This data base contains various
types of encryption algorithms including the
method of encryption and decryption. When
the connection is established, it will select
one of the algorithms to the user that holds
the encryption method with the data to the
user, after the receipt of encrypted data
where it is disassembled by the server with
the same algorithm is fitted to the user by
referring to the temporary data base that
change to same user when change the time
entered.
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[Figure(1) Different Encryption by the Server]

4.1 Encryption Algorithms

Different encryption algorithms use
proprietary methods of generating these
keys and are therefore useful for the
proposed system. Blowfish is a symmetric
block cipher just like DES or IDEA. It takes
a variable-length key, from 32 to 448 bits,
making it ideal for both domestic and
exportable  use.  Another  encryption
algorithm is DES which is a block cipher
with 64-bit block size that uses 56-bit keys.
RC4 is a cipher with a key size of up to
2048 bits.

5. The Proposed System

In this paper, we propose a new
approach to improve data integrity using
encryption based on variant encryption
algorithms and keys provided by the Server
for each session connection. Our system
contains  authentication  phase, and
encryption and decryption phase, as shown
in figure 2.The proposed system is based on
the protection and safety of the transfer of

information to web pages between the
server and client.

The system consists of two stages. The first
stage is to build an authentication system
based on assuring a user's access to the
system by checking data that have been
processed previously by the server. The
second stage is insuring the integrity of the
information by encrypting it  through the
algorithms provided by the server and
uploaded with the web page fitted to the
user. After receiving the page where the
data is sent, we encrypt it by an algorithm
send with the same page. These algorithms
are based on the form of a database
prepared by the server to the clients. Data
base is composed of a number of encryption
algorithms and the way her jaw, after the
client requests the connection is provided
contact one of these algorithms randomly,
where change this algorithm to the same
client after a period of time.
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After the server verifies the identity
of the client and the connection established
in authentication phase, the server creates a
temporary data base, private to the client,
which contains encryption algorithm and
session key selected randomly from variant
algorithm in server connection

In encryption and decryption phase,
the server sends the encryption algorithm
and session key to the client to encrypt his
secret data and send it to the server, and
when received it decrypts using the same
algorithm and key, as shown in figure3.
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[Figure (2) The General Structure of the Proposed system]
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6.Conclusion

We conclude from our paper that
sending sensitive data is very important and
must be encrypted to ensure the non-arrival
of the attackers to the data to modify it , in
order to ensure integrity, just not enough
data to verify the identity of the user where
they are eavesdropping or modification
during transmission. To ensure that this
happens we have strengthened the
confidentiality and integrity of data through
data encryption. But encryption methods are
easy to break (Cryptanalysis) and possible
to infer the key used in the encryption after
a few attempts, especially when this key is
used several times in the encryption.

In this research, we have multiple
encryption algorithms used in the client
server equipped with a different algorithm
each session a new connection, but for the
encryption key used to also be different
each session so that it is a different
connection from the communication session
only, where it will be difficult for the
attacker to conclude the key because it will
change for each new connection. Thus, it
would be difficult for the attacker to detect
data sent and thus we have enhanced
confidentiality and data integrity.
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